
 

 

ǤǰʙǩȄǱ̆Ȇ ǸȄǔǽȄȋǳǾ ȀǼǢȄǼ 

 

 

  

 

ǮȄǬȄ ȭȀ̀ȄǼ ȅǵȋǳɝȅǾǢȄ ȚȘȚȘ 

 

 

 

 

 

Ǳϟ Ǡ ȭǻȄǤȄȋǻȄǤ ʙ֜ȅʱ ȅǸǹȄǤ 

ǮȄǢ, ȭǬȅǽȋǻȄǤȄȋǻȄǤ Ǡ Ǳϟʙ֜ȅʱ Ǻ̆ǰȄǽȓ 

 



2 

 

֨ȅǧǶʔ: 

ȅ֗ǺǢȄƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤ ƤƤƤ Ƥ ..Ƥ .ț 

ș. ǮȄǬȄ ȭȀ̀ȄǼ (Data Center)ƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤ ƤƤƤ ...ƤƤ ƤƤȜ 

Ț. ǮȄǬȄ ȭȀ̀ȄǼ ȅǵȋǳɝȅǾǢȄǼ ǚȋ˶ϩ (Purpose of a Data Center Guidlines) ƤƤƤƤƤƤƤ Ƥ .....Ȝ 

ț. ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǴǼǰ (Types of Data Center) ƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤ .Ƥ .Ƥ.Ȝ 

Ȝ. ǺȄǵǳ̃ Ǡ ʙǱʅȓǵ (Standards and Certifications) ƤƤƤƤƤƤƤƤƤƤƤƤƤƤ ...Ƥ .Ȝ 

ȝ. ǶȅǼǢ̼ǵȄ Ǡ ǵǢǾȄ (Planning and Designing) ƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤ Ƥ...ȟ 

Ȟ. ǸȄȅȁʅǢ ǖǸǢȄǭȄȋǺȄ (Physical Infrastructure )ƤƤƤƤƤƤƤƤƤƤƤƤƤ ƤƤƤ..Ƥșș 

ȟ. ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȅǸϢȄȀ (Data Center Layout ).........................................................................................șȟ 

Ƞ. Ǳϟ ʙ֜ȅʱ ǖǸǢȄǭȄȋǺȄ (Information Technology (IT) Infrastructure) ƤƤƤƤƤƤ ...Ƥ.șȡ 

ȡ. ǩǵǾȅʱ (Human Resource) ƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤ .Ƥ.ȚȜ 

șȘ. ǚǶȀǔȁȄǼ (Conclusion) ƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤ ƤƤƤ...Ƥ.ȚȠ 

șș. Acronyms ƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤ Țȡ 

șȚ. Ǿ̞ȋǢȄǿ (Glossary )................................................................................................................................țș 

      ǶȅǼȅǾ͊-ǢƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤ .ƤƤƤƤƤƤ ȜȘ 

     ǶȅǼȅǾ͊-ǢƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤ .ƤƤƤƤƤƤ ȝș 

     ǶȅǼȅǾ͊-ǢƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤƤ .ƤƤƤƤƤƤ ȝȚ   



3 

 

ǶǬ֗ȅǺ  

 

ǸǱɝǺȄǵ ȀǼǢȄǼ ȭǥȄȅǿǱ οǶǢ̼-ȚȘȚș ǱǲȄ ȅǮȅǩǬȄǽ ǸȄǔǽȄȋǳǾ ȅǸȅǵǺɝȄȋǰǼ ǺȄϡȋǺ Ǳϟ-ʙ֜ȅʱ ϤǸȁȄǼ ǢȋǼ 

ǩǵǤȋǰǼ ȭǳȄǼȋǤȄȑȄȓ ȀǼǢȄȅǼ ȭȀǸȄ ȭǶȐǓȋǨ ȭǳǠȓȄǼ ǖˈȆǢȄǼ Ϥ  ɦǢǼȄ ȁȋȓȋǨǑ  ȭǬǢȀǘ ǚ̏ȓǵ ǖȅǹ͊ ǽʹʅǺȄʔȄ- 

ȚȘțȘ ǞǼ șȞ (Ȟ)-Ǟ  ȀǢǽ ͚ȋǼ ǢȄǻɝǢǼ, ǩǸȄǸȅǳȅȁǱȄ֚ǽǢ Ǡ ϖ  ˏʙȅǱ͌ȄȋǵǼ ȅǸǢȄȋǾǼ ǺȄϡȋǺ ȀǼǢȄȅǼ ȭȀǸȄǼ 

ǵȄǤȅǼǢ Ȁβȅ͊Ǽ ȅǸǿȓʨ ȅǸԐǱ ȁȋȓȋǨǑ ȚȘȚș  ȀȄȋǽ ȭǳǾȋǢ ǞǢʨ ֧ǣȆ, Ȁ֛˸ǾȄǽȆ ǺϡǺ ǗȋȓǼ ȭǳȋǾ ǶȅǼǰǱ ǢǼȄǼ 

ǽȋʹʅ ȀǼǢȄȅǼ ǳ̔ǼȀ֚ȁ ȅǵȅǼǽȀǹȄȋǸ ǢȄǩ ǢȋǼ ǻȄȋˏǑ 

ǸȄǔǽȄȋǳǾ ȀǼǢȄǼ Ǳϟ Ǡ ȭǻȄǤȄȋǻȄǤ ʙ֜ȅʱ ǣȄȋǱǼ ʙ֕ȅ˸ȋǱ ʙȅǱτȅǱǸ˸ ǞǸǔ Ǟ ǣȄȋǱǼ ǚ̏ȓȋǵ ǘȅǱǺȋϡǘ 

ȀǼǢȄǼ ǵȄǵȄ ǚȋϠȄǤ ʈȁǰ ǢȋǼȋǨǑ ǞǼ Ǻȋϡ ǩȄǱȆȓ ǮȄǬȄ ȭȀ̀ȄǼ ǖǱʅ̇ ǢȄǻɝǢǼȆ ǚȋϠȄǤǑ ȅǮȅǩǬȄǽ ʙ֜ȅʱǼ ǖʈǤȅǱ 

ȭǬǢȀǘ ǢǼȄǼ ǽȋʹʅ Ǳϟ Ǡ ȭǻȄǤȄȋǻȄǤ ʙ֜ȅʱ ȅǸǹȄȋǤǼ ǗǠǱȄǴȆǵ ǸȄǔǽȄȋǳǾ Ǣȅ̩ǚǬȄǼ ǢȄǚȅ̑ȋǽǼ ǱˬȄǸǴȄȋǵ 

ǩȄǱȆȓ ǮȄǬȄ ȭȀ̀ȄǼ ʙȅǱ͌Ȅ ǢȋǼȋǨǑ  

 ǮȄǬȄ ȭȀ̀ȄǼ ȭǢȅ̊ȓǹȄȋǸ ȅǵȓȅ̆Ǳ Ǣȅ̩ǚǬȄǼ Ǡ ͼξΖԛǰɝ ȭǬȅǽȋǻȄǤȄȋǻȄǤ ϤǸ͛ȄǼ ȀǺȅ͊ ǞǢǬȄ 

ǘǵǷȄ͖ȄǢǧȄǼ ǸȄ ǢȄǭȄȋǺȄ, ȭǻǣȄȋǵ ȀȄǹɝȄǼ, ȭ͗ȄȋǼǩ ϤǸ͛Ȅ, ǮȄǬȄȋǸȀ, ǻ̆ȄǔǾ, ǞȋʺȀ ȭǵǬǠȓȄǢɝ, ȀǷǬǠȓȄǼ ǞǸǔ 

Ǘȅ̘ȋǢǾǵ ֜  ɦǲȄȋǢǑ ǞǨȄȑȄǠ ǞȋǱ ȀǢǽ ǮȄǬȄǼ ϤȄǢǗǶ, ȅǸԋʅִ ȀǼǸǼȄȁ, Ǳϟ ǗǳȄǵ ʙǳȄȋǵ ʙȋȓȄǩǵȆȓ ȀǔȋǻȄǤ, 

ǶȅǼȋǸǾ ȅǵȓ̆ǰ ȭǻǺǵ ǾȆǱȄǱǶ ȅǵȓ̆ǰ Ǡ ǖȅʿ ȅǵǸɝȄǶǵ ǞǸǔ ǖǵȄϢ ȅǵǼȄǶ˭Ȅ ǻ̆ȄǔǾ ǲȄȋǢǑ ǮȄǬȄ ȭȀ̀ȄǼ 

Ǳϟʙ֜ ȅʱȅǹȅ˭Ǣ ȭȀǸȄ ȭǻǺǵ: ɹ ȄǚǮ ȭȀǸȄ, ȭȁȄȅ͗ǔ ȭȀǸȄ, ǖȅǴǢ ȀǔϚǢ ȭȀǸȄ ʈȁȆǱȄǼ Ȁǔ֜ȅʱ, ǖȅǴǢ 

ǹȄӨɝȓȄǽǘȋǩǾǵȀȁ ǖǵǽȄǘǵȅǹȅ˭Ǣ ǢȄǻɝʆǺ ǸȄǴȄȁȆǵǹȄȋǸ ǧǽȋǱ ȀȁȄȓǱȄ ǢȋǼǑ   

Ǳϟ Ǡ ȭǻȄǤȄȋǻȄǤ ʙ֜ȅʱǼ Ȁ̧ȀȄǼǰ ǞǸǔ ȅǸԚǽ ǶȅǼǺȄǰ ǮȄǬȄǼ ǚִǶȄǳǵ, ȀǔǼʹǰ Ǡ ȅǵǼȄǶ˭ȄȀǔʆȄ̇ 

ǢȄǻɝʆǺ ֧͌ǹȄȋǸ Ȁ̩ȄǳȋǵǼ ǩϢ Ǳϟ Ǡ ȭǻȄǤȄȋǻȄǤ ʙ֜ȅʱ ȅǸǹȄǤ ȁȋǱ Ǟ ƚǮȄǬȄ ȭȀ̀ȄǼ ȅǵȋǳɝȅǾǢȄ ȚȘșȡƛ ʙǰȓǵ ǢǼȄ 

ȁȋȓȋǨǑ Ǟ ȅǵȋǳɝȅǾǢȄǼ ǚȋ˶ϩ ȁȋˏ ȀǼǢȄȅǼ ʙȅǱ͌Ȅǵ ǸȄ Ȁǔ͛ȄǼ ǮȄǬȄ ȅǵǼȋǶʹǹȄȋǸ ȀǔǼʹǰ Ǡ ʙȅʆȓȄǢǼǰ, 

ȅǵǼȋǶʹǹȄȋǸ ǮȄǬȄ ȀǔǼʹȋǰǼ ȭ́ȋʔ Ǘ̇ǩɝȄȅǱǢ ϖȆӜǱ ǺȄǵ ǖԑȀǼǰ, ȅǸȅǹ̏ ǩȄȓǤȄȓ ȅǸȅˏ̏ǹȄȋǸ ǮȄǬȄ ȀǔǼʹǰ ǵȄ 

ǢȋǼ ȭǢȅ̊ȓǹȄȋǸ ֧ȅǵȅǳɝ͊ ǺȄǵǳ˦ ǖԑȀǼǰʆȋǺ ǮȄǬȄ ȀǔǼ́ǰ, ǮȄǬȄ ȀǔǼʹȋǰǼ ǩϢ ǻǲȄǻǲ ǺȄǵǳ˦ ǖԑǻȄȓȆ 

ǻ̆ǶȄȅǱǼ ϤǸȁȄǼ ȅǵȅ́Ǳ ǢǼȄ, ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȭʠȅǰȅǸϢȄȀ ǖԑǻȄȓȆ Ǘ̇ǩɝȄȅǱǢ ǺȄǵǳ˦ ǖԑȀǼǰԛǸɝǢ ȅǮǩȄǘǵ, ǵǢǾȄ 

Ǡ ǗԑȀȄȅ̍Ǣ ȅǸǿȓȄȅǳǼ ϤǸȁȄǼ ȅǵȅ́Ǳ ǢǼȄ ǞǸǔ ԋȋǻɝȄȋǤȄ˭Ǽ Ǳϟ Ԛǵξ˸ȄȋǼǼ ȭ́ȋʔ ǻǲȄǻǲ ʙȅʆȓȄ ǖԑȀǼǰ ǢǼȄǑ  

ΚǱ ǶȅǼǸǱɝǵǾȆǽ ʙ֜ȅɦǼ Ȁȋ ̍ǱȄǽ ȅǺȅǽȋȓ ǮȄǬȄ ȭȀ̀ȄǼ ͛ȄǶǵ Ǡ ǶȅǼǧȄǽǵȄȓ Ǟ ȅǵȋǳɝȅǾǢȄʨ ȀȁȄȓǱȄ 

ǢǼȋǸǑ  
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1. ǮȄǬȄ ȭȀ̀ȄǼ (Data Center) 

ǮȄǬȄ ȭȀ̀ȄǼ ȁȋǽȄ ǮȄǬȄ ȀǔǼ́ǰ ǞǸǔ ʙȅʆȓȄǢǼȋǰǼ ǩϢ ȭǢ̊ȆȓǹȄȋǸ ͛ȄȅǶǱ ǞǢʨ ͼξˬԛǰɝ ͛ȄǶǵȄ ȭǻǣȄȋǵ ȀȄǹɝȄǼ, 

ȭ͗ȄȋǼǩ ϤǸ͛Ȅ, ǮȄǬȄȋǸȀ, ǞȋʺȀ ȭǵǬǠȓȄǢɝ, ȀǷǬǠȓʅȄǼ ǞǸǔ ǖʅȄȅ̘ȋǢǾǵ Ȁǔ֜  ɦǲȄȋǢǑ ǞǨȄȑȄǠ ǞȋǱ ϤȄǢǗǶ 

ǚǶȄǳȄǵ Ǡ ȅǸԋʅִ ȀǼǸǼȄȁ ϤǸ͛Ȅ, Ǳϟ ǗǳȄǵ ʙǳȄȋǵ ʙȋȓȄǩǵȆȓ ȀǔȋǻȄǤ, ǶȅǼȋǸǾ ȅǵȓ̆ǰ ȭǻǺǵ ǾȆǱȄǱǶ ȅǵȓ̆ǰ Ǡ 

ǖȅʿ ȅǵǸɝȄǶǵ ϤǸ͛Ȅ ǞǸǔ ǖǵȄϢ ȅǵǼȄǶ˭Ȅ ǻ̆ȄǔǾ ǲȄȋǢǑ 

2. ǮȄǬȄ ȭȀ̀ȄǼ ȅǵȋǳɝȅǾǢȄǼ ǚȋ˶ϩ (Purpose of a Data Center Guidlines) 

Ț.ș ȭǢȄȋǵȄ ʙȅǱ͌Ȅǵ ǸȄ Ȁǔ͛ȄǼ ǮȄǬȄ ȅǵǼȋǶʹǹȄȋǸ ȀǔǼʹǰ Ǡ ʙȅʆȓȄǢǼǰ ȅǵȅ́ǱǢǼǰ; 

Ț.Ț ǮȄǬȄ ȀǔǼʹȋǰǼ ȭʹȋʔ Ǘ̇ ǩɝȄȅǱǢǹȄȋǸ ϖȆӜǱ ʙȅǺǱ ǺȄǵ ǖԑȀǼǰ ǢǼȄ; 

Ț.ț ǮȄǬȄ ȀǔǼʹȋǰǼ ǩϢ ǻǲȄǻǲ ǺȄǵǳ˦ ǖԑǻȄȓȆ ǻ̆ǶȄȅǱǼ ϤǸȁȄǼ ȅǵȅ́Ǳ ǢǼȄ; 

Ț.Ȝ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȭʠȅǰ ȅǸϢȄȀ ǖԑǻȄȓȆ Ǘ̇ ǩɝȄȅǱǢ ǺȄǵǳ˦ ǖԑȀǼǰԛǸɝǢ ȅǮǩȄǘǵ, ǵǢǾȄ Ǡ ǗԑȀȄȅˈǢ ȅǸǿȓȄȅǳǼ 

ϤǸȁȄǼ ȅǵȅ́Ǳ ǢǼȄ; 

Ț.ȝ ԌȋǻɝȄȋǤȄ˭Ǽ Ǳϟ Ԛǵξ˸ȄȋǼǼ ȭʹȋʔ ǻǲȄǻǲ ʙȅʆȓȄ ǖԑȀǼǰ ǢǼȄ; ǞǸǔ 

Ț.Ȟ ȅǸȅǹ̏ ǩȄȓǤȄȓ ȅǸȅˏ̏ǹȄȋǸ ǮȄǬȄ ȀǔǼʹǰ ǵȄ ǢȋǼ ȭǢ̊ȆȓǹȄȋǸ ȅ֧ǵȅǳɝ͊ ǺȄǵǳ˦ ǖԑȀǼǰʆȋǺ Ǳϟ ȀǔǼʹǰ ǢǼȄǑ 

3. ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǴǼǰ (Types of Data Center) 

ǱȋϟǼ ʙȄϣǱȄǼ ǚǶǼ ȅǹȅ˭ ǢȋǼ ǮȄǬȄ ȭȀ̀ȄǼȋǢ Ȝ ȭʠȅǰȋǱ (Tier) ǹȄǤ ǢǼȄ ȁȋȓȋǨǑ Ǟȋʹȋʔ ǾȆǱǽȆǢǼǰ, ȅǸԋʅִ 

ȀǼǸǼȄȁ, ȭǵǬǠȓȄǢɝ ȭǻȄǤȄȋǻȄǤ, ȀȄǸɝ́ȅǰǢ ǱǳȄǼȅǢǢǼǰ ȅǸȋǸǧǵȄȓ ȭǵȓȄ ȁȓǑ ȅǵȋǧǼ ȭǬȅǸȋǽ ǮȄǬȄ ȭȀ̀ȄȋǼǼ 

ǴǼǵͼȅǽȋǢ Uptime ǘȅǵȅ͗ʨǚǬ ΜȄǼȄ Ȁǔ˕ȄȅȓǱ ǢȋǼ; 

Tier Requirement Tier I Tier II Tier III Tier IV 

Distribution Path 

Power and Cooling 

1 1 1 active / 1 

alternate 

2 active 

Redundancy active 

Component 

N N N+1 2(N+1) 

Redundancy 

backbone 

No No Yes Yes 

Redundancy 

horizontal cabling 

No No No Optional 

Raised Floor 12ò 18ò 30ò-36ò 30ò-36ò 

UPS / Generator Optional Yes Yes Dual 

Concurrently 

Maintainable 

No No Yes Yes 

Fault Tolerant No No No Yes 

Availability  99.671% 99.749% 99.982% 99.995% 
N: needed Source: Uptime Institute 

 

4. ǺȄǵǳ˦ Ǡ ʙǱʅȓǵ (Standards and Certifications) 

4.1. ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǖǸǢȄǭȄȋǺȄǼ ǺȄǵǳ˦ (Data Center Infrastructure Standards) 

4.1.1. Uptime ǘȅǵȅ͗ʨǛǬǕ ǮȄǬȄ ȭȀ̀ȄǼͼȅǽǼ ȀʪǢ ǵǢǾȄ, ȅǵǺɝȄǰ Ǡ ǢȄǻɝʆȋǺǼ ǩϢ Ǟʨ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǵǢǾȄ, 

ȅǵǺɝȄǵ Ǡ ǶȅǼǧȄǽǵȄǼ (Operation) ǩϢ ȅǸσϤȄǶȆ ӡȁȆǱ ǺȄǵǳ˦: 
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¶ ǵǢǾȄǼ ͚Ǽ ʙǱʅȓǵ (Tier Certification of Design Documents): ǮȄǬȄ ȭȀ̀ȄȋǼǼ ͚Ǽ ǢȄǭȄȋǺȄ 

ȅǸϢȄȋȀǼ ʙǲǺ ǶǳȋʹǶ ȁǽ Ȁǔ͛ȄǼ ϤǸȁȄȅǼǢ ʙȋȓȄǩǵ ǖԑǻȄȓȆ ǵǢǾȄ ʙϊǱ ǢǼȄ; ǞǸǔ 

¶ ȅǵȅǺɝǱ ȭȀǸȄǼ ͚Ǽ ʙǱʅȓǵ (Tier Certification of Constructed Facility):  ʙȅʆȓȄǼ ȀǸɝȋǾǿ ǴȄǶ ȁȋǽȄ 

ȅǵȅǺɝǱ ǮȄǬȄ ȭȀ̀ȄǼʨ ǞǼ ʙǱʅȅȓǱ ͚ȋǼǼ ǺȄǵ ǖԑǻȄȓȆ ǶȅǼȋǿǸȄ ȅǳȋǱ ǶȄȋǼ ǱȄ ȅǵȅ́Ǳ ǢǼȄǑ 

4.1.2. TIA -942: ȭǬȅǽȋǻȄǤȄȋǻȄǤ ȅǾ̼ ȀȅǺȅǱ (ʨǗǘǞ) TIA -942 ǺȄǵǳ˦ ȅǵ̦ǸȅǰɝǱ ȅǸǿȓȄȅǳ ǖ̇ ɝɦ֖ ǢȋǼ: 

¶ ͛ȄǶǵȄǼ ǗǢȄǼ ǞǸǔ ȅǸϢȄȀ; 

¶ ǱȄȋǼǼ ǖǸǢȄǭȄȋǺȄ (Cabling Infrastructure); 

¶ ʙȄϣǱȄǼ ȅǵǹɝǼȋǻȄϛǱȄ; ǞǸǔ 

¶ ǶȅǼȋǸǾǤǱ ȅǸȋǸǧǵȄǑ 

TIA-942-A ǺȄǵǳ˦ ǱȄȋǼǼ ǖǸǢȄǭȄȋǺȄǼ ȀǸɝȅǵ̦ ʙȋȓȄǩǵȆȓǱȄ ȅǵȅǳɝ͊ ǢȋǼǑ ȅǵ̦ǸȅǰɝǱ ͚Ǽ ǖԑȀȄȋǼ ǢʅȄǸȅǽǔ ȅȀȋ͗Ǻ 

ȅǵǴɝȄǼǵ ǢǼȄ ȁȓ: 

¶ ʙǲǺ ͚ǼǕ (TIER-I) ϤȄǢȋǸȄǵ ǢʅȄǸȅǽǔ, Ǘԑ֗ȅǺǢ ǢʅȄǸȅǽǔ ǞǸǔ Ȁȅʆȓ ȭǵǬǠȓȄǢɝ ǚǶȄǳȄǵͼȅǽ ǸȄȑȅǱ 

ǲȄȋǢ ǵȄǑ ǞǣȄȋǵ ǞǢʨ Ȁȁǩ ǱȄǼǢȄ (Star) ȭǬȄȋǶȄǽȅǩ ϤǸϘǱ ȁȓǑ ȭǵǬǠȓȄǢɝ ǢȄǻɝʆǺ ǞȋǱ ǸȄǴȄʈ͚ ȁȋǱ 

ǶȄȋǼ ȅǸǴȄȓ, Ǳϟ ǖǣ˦ǱȄ ȅǵȅ́Ǳ ǢǼȄ ǗǸϩǢǑ 

¶ ȅΜǱȆȓ ͚ǼǕ (TIER- II)   ϤȄǢȋǸȄǵ ǞǸǔ ǖԑ֗ȅǺǢ ǢʅȄǸȅǽǔ ǸȄȑȅǱ ǲȄȋǢ ǵȄ, ǱȋǸ ȭǵǬǠȓȄǢɝ ǚǶȄǳȄǵ ǞǸǔ 

ǱȄȋǳǼ ȀǔȋǻȄǤͼȅǽ ǞǢȄȅǴǢ ȁȓǑ ǞǣȄȋǵǠ ǞǢʨ ǱȄǼǢȄ ȭǬȄȋǶȄǽȅǩ (Star Topology)  ϤǸϘǱ ȁȓ; 

ȭǵǬǠȓȄǢɝ ǢȄǻɝʆǺ ςԎǺȄʔ ȅǵǴɝȄȅǼǱ ȀǺȋȓ Ǹ ̎ǢǼȄ ȭǻȋǱ ǶȄȋǼ; 

¶ ԇǱȆȓ ͚ǼǕ (TIER-III)   ǚǹȓ ϤȄǢȋǸȄǵ ǢʅȄǸȅǽǔ ǞǸǔ Ȁȅʆȓ ȭǵǬǠȓȄǢɝ ǚǶȄǳȄǵͼȅǽ Ǟǘ ǱȄǼǢȄ 

ȭǬȄȋǶȄǽȅǩȋǱ ǸȄȑȅǱ (reduntant) ǲȄȋǢ ǢȄǼǰ ȭǵǬǠȓȄǢɝ ǢȄǻɝʆǺ ǖǸϩǘ ȅǵǼȅǸȅˏ̏ ǼȄǣȄ ǚȅǧǱ; ǞǸǔ 

¶ ǧԅǲɝ ͚ǼǕ (TIER-IV)   ϤȄǢȋǸȄǵ ǢʅȄǸȅǽǔ ǞǸǔ ȀǺ͚ Ȁȅʆȓ ǚǶȄǳȄǵ ȭǻǺǵ ȀȄǹɝȄǼ, ֧ ǘǧ ǘǱʅȄȅǳ ǖȅǱȅǼʱ 

ǲȄǢȋǱ ȁȋǸ, 2 x (N + N), ȭȀǘȀȄȋǲ ǖȅǸȅˏ ̏ȅǸԋʅִ ȀǼǸǼȄȁ ǞǸǔ ǩξǼȆ ȅǸԋʅִ ȀǼǸǼȄȁ ϤǸ͛Ȅ ǲȄǢȋǱ 

ȁȋǸǑ Ǟǘ ͚ȋǼ (Tier) ȭǢȄȋǵȄ SPoF (Single Point of Failur) ȭǵǘǑ 

 

4.1.3. ASHRAE: ǗȋǺȅǼǢȄǵ ȭȀȄȀȄǘʨ ǖǷ ȅȁʨǔ, ȭǼȅʚǩȄȋǼʨǔ ǖʅȄ̃ ǞǻȂȄǼ Ǣȅ̃ǾǵȄǼ ǘȅ̇ȅǵȓȄȀɝ 

(ASHRAE) ȁǽ ǱȄǶ, ǸȄֱ ǧǽȄǧǽ, ǾȆǱȄǱǶ ȅǵȓ̆ǰ ǞǸǔ ȅȁǺȄȓǵ (HVAC&R)  Ƕ˸ȅǱ ǵǢǾȄ Ǡ ȅǵǺɝȄȋǰǼ 

ǱǳȄǼȅǢǼ ǩϢ ǞǢʨ ȅǸσϤȄǶȆ ȭǶǾȄǳȄǼ Ȁǔ͛ȄǑ ASHRAE HVAC Ƕ˸ȅǱǼ ȀȄȋǲ Ȁ̩ ȅǢɝǱ ǺȄǵ ǞǸǔ ȅǵȋǳɝȅǾǢȄ 

ʙǢȄǾ ǢȋǼ, ǻȄ ǮȄǬȄ ȭȀ̀ȄȋǼ ϤǸȁȄǼ ǢǼȄǼ ǩϢ ֧ǶȄȅǼǾ ǢǼȄ ȁȋˏǑ 

 

4.1.4. LEED : Leadership in Energy and Environmental Design ȁǽ ȅǸσϤȄǶȆ ϤǸϘǱ ȀǸȋǧȋȓ ǩǵȅʙȓ 

ǶȅǼȋǸǾǸȄ̎Ǹ ǹǸǵ ʙǱʅȓǵ ǢȄǻɝʆǺͼȅǽǼ Ǻȋϡ ǞǢʨǑ Ǟʨ ǖǽȄǹǩǵǢ ǺȄȅǢɝǵ ʈȆǵ ȅǸȅ̷ǔ ǢȄǚȅ̑ǽ (USGBC) ΜȄǼȄ 

ʙǢȄȅǾǱ, ǻȄǼ ǽ́ʅ ȁǽ ǶȅǼȋǸǾǸȄ̎Ǹ ǹǸǵ ǵǢǾȄ, ȅǵǺɝȄǰ, ǶȅǼǧȄǽǵ Ǡ Ǽ́ǰȄȋǸ́ȋǰ ǹǸȋǵǼ ǺȄȅǽǢ Ǡ ǶȅǼǧȄǽǢȋǳǼ 

ǶȅǼȋǸǾǤǱǹȄȋǸ ǳȄȓǸ˸ ǢǼȄ ǞǸǔ ǳʹǱȄǼ ȀȄȋǲ Ȁ̩ǳͼȅǽ ϤǸȁȄǼ ǢǼȋǱ ǱȄȋǳǼ ȀȁȓǱȄ ǢǼȄǑ ǮȄǬȄ ȭȀ̀ȄǼ ͛ȄǶǵȄ 

ȅǵǺɝȄȋǰǼ ȭʹȋʔ Ǟǘ ǺȄǵǳ˦ ǖԑȀǼǵ ǢǼȄ ȭǻȋǱ ǶȄȋǼǑ 
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4.2. Ǳϟ ȅǵǼȄǶ˭Ȅ ȀǔʆȄ̇ ǺȄǵǳ˦Ȁ֙ȁ (Information Security Related Standards) 

4.2.1. BDS/IEC 27001: Ǟǘ ǺȄǵǳ˦ʨ ǞǢʨ ʙȅǱ͌ȄȋǵǼ Ǳϟ ȅǵǼȄǶ˭Ȅ ϤǸ͛ȄǶǵȄ ʙȅʆȓȄ (ISMS) Ȁ̩ ȅǢɝǱ 

ȭǺȐȅǽǢ ʙȋȓȄǩǵȆȓǱȄ ǸǰɝǵȄ ǢȋǼǑ Ǟǘ ǺȄǵʨ ʙȄǲȅǺǢǹȄȋǸ ʙȅǱ͌ȄȋǵǼ ϤǸ͛ȄǶǵȄ ǶȅǼǿǳ ǞǸǔ Ǳϟ ʙ֜ȅʱ ȅǵǼȄǶ˭Ȅ 

ϤǸ͛ȄǶǢȋǳǼ, ǞǸǔ ȅΜǱȆȓǱǕ ǸȄ͚ǸȄȓǵ ϤǸ͛ȄǶǢȋǳǼ, ʙ֜ȅʱȅǸǳ ǞǸǔ ʙǾȄȀǢȋǳǼ ǚȋ˶ϩ ǢȋǼ ȭǽǣȄǑ ISMS 

ǸȄ͚ǸȄȓǵ ǖǹʅ̇ǼȆǰ Ǡ ǸȅȁǼȄǤǱ ȅǵǼȆʹǢ ΜȄǼȄ ȅǵǼȆʹȄ ǢǼȄ Ȁ̭ǸǑ ǮȄǬȄ ȭȀ̀ȄȋǼǼ Ǳϟ ȅǵǼȄǶ˭ȄǼ ǩϢ Ǟǘ ǺȄǵǳ˦ 

ǖԑȀǼǰ ǢǼȄ ȭǻȋǱ ǶȄȋǼǑ 

4.2.2. BDS/IEC 27002: Ǟʨ Ǳϟ ȅǵǼȄǶ˭Ȅ ǶȅǼǧȄǽǵȄǼ ǞǢʨ ȅǵȋǳɝȅǾǢȄǑ ֚ǽǱ, ȭǻǣȄȋǵ Ǳϟ ֧ǼʹȄ ʙȋǻȂȄǩǵ 

ȁȋǸ ȭȀǣȄȋǵ Ǟǘ ǺȄǵ ʙȋȓȄǤ ǢǼȄ ǚȅǧǱǑ Ǟǘ ǺȄǵ Ǘǘʨ ȅǵǼȄǶ˭Ȅ ϤǸ͛ȄǶǢȋǳǼ ǚȋ˶ȋϩ Ǳϟ ȅǵǼȄǶ˭ȄǼ ǩϢ ʙǰȆǱǑ 

4.2.3. BDS/IEC 27006: Ǳϟ ȅǵǼȄǶ˭Ȅ ϤǸ͛ȄǶǵȄ Ƕ˸ȅǱǼ ȅǵǼȆʹȄ ǺȄǵǳ˦ ǞȋǱ ǸǰͫǱ ȁȋȓȋǨǑ (ȅǸȅȀȅȀ ǢԇɝǢ 

ʙǰȓǰӜǱ ISO 27001 Audit Check List ƚǶȅǼȅǾ͊-Ǣƛ ȭǱ ǖ̇ ɝɦ֖ ǗȋǨ)Ǒ 

4.2.4. PCI-DSS: ϤȄǔȅǢǔ Ǡ ǗȅǲɝǢ ʙȅǱ͌ȄǵȀ֙ȋȁǼ Ǳϟ ֧Ǽ́ȄǼ ǩϢ ȀǸɝǩǵȆǵ ǺȄǵǳ˦ ȁǽ PCI-DSSί 

ϤȄǔȅǢǔ ǞǸǔ ǗȅǲɝǢ ȅȀȋ͗Ǻ Ǡ Ǳϟ ǩȅǮȂǱ ǲȄǢȋǽ ǮȄǬȄ ȭȀ̀ȄȋǼ PCI DSS ʙǱʅȓǵ ʈȁǰ ǢǼȋǱ ȁȋǸǑ 

4.2.5. BDS/IEC 27033: Ǳϟ ʙ֜ȅ ɦȭǵǬǠȓȄǢɝ ȅǵǼȄǶ˭ȄȋǢ ǽʹʅ ǢȋǼ Ǟǘ ǺȄǵǳ˦ʨ ʙǰȓǵ ǢǼȄ ȁȋȓȋǨǑ ǞȋǱ 

Ǳϟ ʙ֜ȅʱ ȭǵǬǠȓȄȋǢɝǼ ǢȄǻɝʆǺ ǶȅǼǧȄǽǵȄ Ǡ ǼʹǰȄȋǸʹǰ ǞǸǔ ǞǼ Ǹȅȁ֙ɝǣȆ ȀǔȋǻȄȋǤ ȅǵǼȄǶ˭ȄǼ ȅǸǿȓȄǸȅǽ 

ǗȋǽȄȅǧǱ ȁȋȓȋǨǑ  

4.2.6. BDS/IEC 27017: ʴȄǚǮ Ǣȅ̩ǚʨǔǞ ȀǔǼȅʹǱ ǱϟȄȅǳǼ ȅǵǼȄǶ˭Ȅ ȅǵȅ́Ǳ ǢǼȋǱ Ǟǘ ǺȄǵǳ˦ʨ ϤǸϘǱ 

ȁȓǑ 

4.3. ԋȋǻɝȄǤ ǶǼǸǱͫ Ǳϟ ԛȋǵȄξ˸ȄȋǼǼ ǺȄǵǳ˦ (Disaster Recovery Standard) 

4.3.1. BDS/IEC 24762: Ǟǘ ǺȄǵǳ˦ Ǳϟ ǞǸǔ ȭǻȄǤȄȋǻȄǤ ʙ֜ȅʱǼ ȭʹȋʔ ԋȋǻɝȄǤ ǶǼǸǱͫ Ǳϟ Ԛǵξ˸ȄǼ (ICT 

DR) ȭȀǸȄ ȅǸǿȓǢ ȅǵȋǳɝǾǵȄ ʙǳȄǵ ǢȋǼ ǞǸǔ Ǟʨ ǸȄǸ͚Ȅȓȋǵ ǗǸϩǢȆȓ Ǡ ȀȋǸɝȄ˭Ǻ ǖԑǾȆǽǵȀ֙ȁ ǖ̇ ɝɦ֖ ǢȋǼ, 

ǚǳȄȁǼǰϖοǶ ǩξȅǼȅǹȅ˭ȋǱ Ǣȅ̩ǛǬȄǼ ǞǸǔ ȅǸǢ̼ ʙȅʆȓȄǢǼǰ ͛ȄǶǵȄȀ֙ȋȁǼ ʙȄϣǱȄǑ 

4.4. ȅǵǼǸȅˏ̏ Ǳϟ ʙ֜ȅʱ ȭȀǸȄ ϤǸ͛ȄǶǵȄǼ ǺȄǵǳ˦ (Information Technology Continuity 

Management Standard) 

4.4.1. BDS/IEC 22301: Ǟʨ ǞǺǵ ǞǢʨ ϤǸ͛ȄǶǵȄ Ƕ˸ȅǱǼ ǸǰɝǵȄ ǢȋǼ ǻȄ Ǳϟ ʙ֜ȅʱ ǶȅǼȋǿǸȄǼ ȅǵǼȅǸȅˏ̏ǱȄ 

ʙȅǱ͌Ȅ ǢǼȋǸ ǞǸǔ ǸǩȄȓ ǼȄǣȋǸǑ 

4.5. ӱǓȅǢ ϤǸ͛ȄǶǵȄǼ ǺȄǵǳ˦ (Risk Management Standard) 

4.5.1. BDS/IEC 27005: Ǟǘ ǺȄǵǳ˦ʨ ǞǢʨ ȅǵȓǺǱȄȅ̆Ǣ, ʙȅʆȓȄ ȅǹȅ˭Ǣ ӱǓȅǢ ϤǸ͛ȄǶǵȄ ȅǸǿȋȓ ȅǵȋǳɝǾǵȄ ȭǳȓ 

ǞǸǔ BDS/IEC 27001 ǺȄǵǳ˦ ǖԑǻȄȓȆ ӱǓȅǢ ϤǸ͛ȄǶǵȄǼ ǗǸϩǢ ǧȄȅȁǳȄͼȅǽȋǢ ȀǺǲɝǵ ǢȋǼǑ 

4.6. Ȁǔ͛ȄǼ ʙǾȄȀȋǵǼ ǩϢ Ǳϟ ʙ֜ȅʱǼ ǺȄǵǳ˦ (Organization Governance in Information 

Technology Standards) 

4.6.1.BDS/IEC 38500:  Ǟǘ ǺȄǵǳȋ ̃Ȁǔ͛ȄǼ ʙǾȄȀǵ ȀǔʆȄ̇ Ǳϟ ʙ֜ȅʱǼ ȅǵȋ̦ ǚȅ̀ȅǣǱ Ǩȓʨ ֙ǽǵȆȅǱ ǸȅǰɝǱ 

ȁȋȓȋǨǕ 

¶ ǳȄȅȓΖ (Responsibility):  Ȁǔ͛ȄǼ ǶȅǼǧȄǽǵȄ Ƕǿɝǳ ΜȄǼȄ Ǳϟ ʙ֜ȅʱǼ ȭǻ ȭǢȄȋǵȄ ȅǸǿȋȓ ǻȋǲ͊ ͼξΖ ʙǳȄǵ; 

¶ ȭǢȐǾǽ (Strategy) : Ȁǔ͛ȄǼ ǶȅǼǧȄǽǵ ǵȆȅǱǺȄǽȄȓ Ǳϟ ʙ֜ȅʱ ǱǲȄ ǮȄǬȄ ȭȀ̀ȄǼ ȀǔʆȄ̇ ȭǢȐǾǽ ǖ֖̇ʱ 

ǢǼȄǑ ǶȅǼǢ̼ǵȄ ǞǸǔ Ǳϟ ʙ֜ȅʱ ȭǢȐǾǽ ȀǔǤǭǵ ǵȆȅǱǼ ǵȆȅǱǺȄǽȄȓ  Ǳϟ ʙ֜ȅʱǼ Ȁ̭ȄϤǱȄ ǞǸǔ ȭǢȐǾǽ 

ǖ̇ ɝ֖ȅɦ; 

¶ ǖȅǴʈȁǰ (Acquisition): ϖ  ˏȅȀ˸Ȅ̇ ʈȁȋǰǼ ǚǶǼ ȅǹȅ˭ ǢȋǼ ǻǲȄǻǲ ǧȄȅȁǳȄ ȅǹȅ˭Ǣ Ǳϟ ʙ֜ȅʱ ǸȄȋǩǬ 

ǶȅǼǢ̼ǵȄ; 

¶ ʙȅǱǶȄǳǵ (Performance): Ȁǔ͛ȄǼ ȅǸȅǹ̏ ȅǸǹȄǤȆȓ ʙȋȓȄǩǵȆȓǱȄǼ Ȁȋˈ Ǳϟ ʙ֜ȅʱ ȭȀǸȄȋǢ 

ԛǰȅǸɝϢȄȀǢǼǰ; 

¶ ȀȄԍϩ (Conformance): Ǳϟ ʙ֜ȅʱ ϤǸ͛ȄȋǢ ʙȋǻȄǩʅ Ǘǘǵ, ȅǸǴȄǵ ǞǸǔ Ȁǔ͛ȄǼ ǖǹʅ̇ǼȆǰ Ǡ ǸȄȅȁʅǢ 

ǺȄǵǳȋ̃Ǽ Ȁȋˈ ǖԑǸȅǱɝ ǢǼȄ; ǞǸǔ 
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¶ ǺȄǵǸ ǗǧǼǰ (Human Behavior): Ȁǔ͛ȄǼ ǖǹʅ̇ǼȆǰ Ǡ ǸȄȅȁʅǢ Ǳϟ ʙ֜ȅʱ ϤǸȁȄǼǢȄǼȆǼ ǧȄȅȁǳȄ ȅǸȋǸǧǵȄ 

ǢǼȄǑ 

Ǟǘ ǺȄǵǳ˦ʨ ǚǶȋǼȄʱ ֚ǽǵȆȅǱͼȋǽȄǼ ǚǶǼ ȅǵǹɝǼ ǢȋǼ ȅǱǵʨ ǢȄǩ ǗȋǼȄǶ ǢȋǼǕ 

¶ ֙ϨȄȓǵ (Evaluation): Ǳϟ ʙ֜ȅʱ ǢǺɝ́ǺǱȄǼ ǴȄǼȄǸȄȅȁǢ ֙ϨȄȓǵ; 

¶ ȅǵȓ̆ǰ (Control): ϤǸȀȄȅȓǢ ǽȋʹʅ Ǳϟ ʙ֜ȅʱǼ ϤǸȁȄǼ ȅǵȓ̆ǰ; ǞǸǔ 

¶ ǶȅǼǸȆʹǵ (Monitoring): Ǳϟ ʙ֜ȅʱǼ ϤǸȁȄǼ ǻǲȄǻǲǹȄȋǸ ʙȅǱǶȄǽǵ ǞǸǔ Ƕ˸ȅǱǤǱ ǚִǶȄǳǵǾȆǽǱȄ 

ǶǻɝȋǸ́ǰǑ 

4.6.2. COBIT: ʙȅǱ͌ȄȋǵǼ ϤǸ͛ȄǶǵȄ Ǡ Ǳϟ ʙ֜ȅʱ ȅǸǹȄǤȋǢ Ǳϟ ʙ֜ȅɦ ʙǾȄȀǵ Ȁ̩ ȅǢɝǱ ǳȄȅȓΖ Ȁ̩Ȅǳȋǵ 

ȀȄȁȄϦ ǢǼȄǼ ǩϢ, ISACA ǖʅȄȋȀȄȅȀȋȓǾȋǵǼ (ǘǵǷǼȋǺǾǵ ȅȀȋ͗Ǻ ǖȅǮǬ ǖʅȄ̃ Ǣȋ˿Ȅǽ ǞȋȀȄȅȀȋȓǾǵ) COBIT 

ȮǱȅǼ ǢȋǼȋǨ, ȭǻǣȄȋǵ Ǳϟ ʙ֜ȅʱǼ ȀǢǽ ȅǳȋǢǼ ǞǢʨ ȀǺȅεǱ ǢȄǭȄȋǺȄ ǶȅǼǢ̼ǵȄ, ǸȄ͚ǸȄȓǵ ǞǸǔ ȁ͚Ȅ̇Ǽ 

ȅǸ͚ȄȅǼǱǹȄȋǸ ȅǸ֕Ǳ ǢǼȄ ȁȋȓȋǨǑ  

4.7. Ǳϟ ʙ֜ ȅʱ ǶȅǼȋǿǸȄ ϤǸ͛ȄǶǵȄǼ ǺȄǵǳ˦ (Information Technology Service Management 

Standards) 

Ȝ.ȟ.ș ITIL  ǞǸǔ BDS 20000: Ǟʨ Ǳϟ ʙ֜ȅʱ ǶȅǼȋǿǸȄ ǶȅǼǧȄǽǵȄǼ (ITSM) ǩϢ ȭȀǼȄ Ƕ˸ȅǱͼȋǽȄǼ ǞǢʨ 

ʙȄȀȅˈǢ ǺȋǮǽǑ ITIL  ֚ǽǱ ƚǗǘʨ ǘǵʚȄ͖ȄǢǧȄǼ ǽȄǘȋʛȅǼƛ ȭǲȋǢ ǚ˺ȇǱ, ǻȅǳǠ ǸǱɝǺȄǵ ԇǱȆȓ Ȁǔ͔Ǽǰʨ ֕ȁ˭Ǽ 

ǢȋǽǸȋǼ ȮǱȅǼǑ ITIL  ǞǼ ǚȋ˶ϩ ȁǽ Ƕ˸ȅǱ, ǶȅǼȋǿǸȄ ǞǸǔ ʈȄȁǢȋǳǼ ǧȄȅȁǳȄͼȅǽ ǖ̇ ɝɦ֖ ǢǼȄǼ ǩϢ Ǳϟ ʙ֜ȅʱ 

ʙȅǱ͌ȄǵͼȋǽȄȋǱ ʙ֜ȅʱǼ ǸȄǘȋǼǠ ֧ȋǻȄǤ ֩ȅ͊ ǢǼȄǑ ITILv3  Ȁǔ͔Ǽǰʨ ȀǔǤǭǵ ȭǢȐǾǽ Ȁȁ Ǳϟ ʙ֜ȅʱ ǶȅǼȋǿǸȄ 

ǶȅǼǧȄǽǵȄǼ ǩϢ ȭǢȐǾǽǤǱ ǶȅǼǢ̼ǵȄ ʙȅʆǻȂȄǼ ʙǰȓǵ ǢȋǼȋǨ ǞǸǔ ǞǹȄȋǸ Ǳϟ ʙ֜ȅʱ ȭȀǸȄ ǶȅǼǧȄǽǵȄǼ ǺȄǵ BDS 

20000 ǞǼ ȀȄȋǲ ȀȄǺ˙ϬǱȄ ȅǵȅ́Ǳ ǢȋǼȋǨǑ ǞǼ țʨ ͚Ǽ ǼȋȓȋǨ: 

¶ ȅǹȅ˭ ͚Ǽ (Foundation); 

¶ ǺϡǸǱͫ ͚Ǽ (Intermediate); ǞǸǔ 

¶ ǖʈǰȆ ͚Ǽ (Advanced)Ǒ 

ǮȄǬȄ ȭȀ̀ȄȋǼǼ Ǘ̇ ǩɝȄȅǱǢ ǺȄǵǳ˦ BDS/IEC 20000 ǖԑǻȄǻȂȆ ǞǼ ǢȄǻɝʆǺ ǶȅǼǧȄǽǵȄǼ ʙǱʅȓǵ ǲȄǢȋǱ ǶȄȋǼǑ 

4.8. ǺȄǵ ȅǵȓ̆ǰ ϤǸ͛ȄǶǵȄǼ ǺȄǵǳ˦ (Quality Management Standard) 

4.8.1. BDS 9001: ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǺȄǵ ȅǵȓ̆ȋǰǼ ǩϢ ʙȋȓȄǩǵȆȓ ǾǱɝȄȅǳ Ǟǘ ǺȄǵǳ˦ ǸǰɝǵȄ ǢȋǼǑ 

4.9. ǶȅǼȋǸǾǤǱ ϤǸ͛ȄǶǵȄǼ ǺȄǵǳ˦ (Environmental Management Standard) 

4.9.1. BDS 14001: ǶȅǼȋǸǾǤǱ ǺȄǵ ȅǵȓ̆ȋǰǼ ǩϢ ʙȋȓȄǩǵȆȓ ǾǱɝȄȅǳ Ǟǘ ǺȄǵǳ˦ ǸǰɝǵȄ ǢȋǼǑ 

 

5. ǶȅǼǢ̼ǵȄ Ǡ ǵǢǾȄ (Planning and Designing) 

ʴȄǚǮ Ǣȅ̩ǚʨǔ, ǘ̀ȄǼȋǵǬ֜ʱ ȀȄǺʈȆ (IoT) ǞǸǔ ֕ȁ˭ȄǢȄǼ ǱϟǹȄ̃ȄǼ ΜȄǼȄ ֩ ͊ǵԅǵ ȀǔȋǻȄǤ ǞǸǔ ʙȅʆȓȄǢǼȋǰǼ 

ǧȄȅȁǳȄ ԛǼȋǰǼ ǩϢ ǤȅǱ, ǳʹǱȄ, ǵǺǵȆȓǱȄ ǞǸǔ ǢǺɝ́ǺǱȄ Ȁ Ȁ̧ȄǼǰ ǘǱʅȄȅǳ ȅǸȋǸǧǵȄ ǢȋǼ ǶȅǼǢ̼ǵȄ Ǡ ǵǢǾȄ 

ʙǵȓǰ ǢǼȄ ʙȋȓȄǩǵǑ 

5.1. ǶȅǼǢ̼ǵȄǼ ȭʹȋʔ ȅǸȋǸǧʅ ȅǸǿȓȀ֚ȁ (Planning Concerns) 

ǞǢʨ ǮȄǬȄ ȭȀ̀ȄǼ ͛ȄǶǵȄ Ȁǔ͔ȄǼ, Ȁ̧ȀȄǼǰ ǸȄ ͛ȄǵȄ̇ȋǼǼ ֧ȋǻȄǤ ֧ȅǸǴȄ, ǢȄǻɝ́ǺǱȄ Ǡ ȀʹǺǱȄǼ ȅǸǿȓ ȅǸȋǸǧǵȄ ǢȋǼ 

ǶȅǼǢ̼ǵȄ ʈȁǰ ǗǸϩǢ Ǒ  
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ǞǢʨ ȀǷǽ ǮȄǬȄ ȭȀ̀ȄǼ ͛ ȄǶǵȄǼ ֚ǽǺ̆ ȁȋǽȄ, ǻȄ ǳȆǥɝȋǺȓȄȋǳ ȭǬǢȀǘ,  ȀǼ˙ȄǺ ǞǸǔ ǢȄǻɝʆȋǺǼ ǩϢ ǞǢʨ ǴȄǼǢ 

ȅȁȀȄȋǸ ȅǸȋǸȅǧǱ, ȭȀǘȀȋˈ ǞǢʨ ȀǺȅεǱ ʙȅʆȓȄ, ǻȄǼ ʙȅǱʨ ǚǶȄǳȄȋǵǼ ǵǺǵȆȓǱȄ ǞǸǔ ǢǺɝ́ǺǱȄ Ȁ Ȁ̧ȄǼǰȋǻȄϛǱȄ 

ȅǸȋǸǧǵȄ ǢǼȄ ʙȋȓȄǩǵǑ 

ǮȄǬȄ ȭȀ̀ȄǼ ǶȅǼǢ̼ǵȄǼ ȭʹȋʔ ȅǸȋǸǧʅ ȅǸǿȓȀ֚ȁ: 

¶ ǵԅǵ ȀǼ˙ȄǺ (New equipment); 

¶ ԍȒǢǼǰ ǞǸǔ Ȁ Ȁ̧ȄǼǰ (Consolidations and expansions); 

¶ ǵԅǵ ȅǸǢ̼ ֩ȅ͊Ǽ ʙȋǻȂȄǩǵȆǻȂǱȄ (New redundancy requirements); 

¶ ʆǺǸǴɝǺȄǵ ȅǸԋʅִ ǧȄȅȁǳȄ (Incremental power requirements); 

¶ ȅǵǼȄǶ˭ȄǼ ǵԅǵ ǾǱɝȄȅǳ (New security requirements); 

¶ ʆǺǸǴɝǺȄǵ ǾȆǱǽȆǢǼȋǰǼ ǧȄȅȁǳȄ (Incremental cooling demands); 

¶ ǖʙԅǽ ȭǺȋǪǼ ǗǢȄǼ (Constrained floor space); 

¶ ȅǵǼȄǶ˭Ȅ ϤǸ͛Ȅ ǞǸǔ ֧ǼʹȄǼ ǵԅǵ ʙȅǸǴȄǵ (New safety and security regulations); 

¶ ǶȅǼǧȄǽǵȄ Ƕ˸ȅǱǼ ǶȅǼǸǱɝǵ (Changes in operational procedures); 

¶ ǽȋʹʅǼ ǶȅǼǸǱɝǵ (Changes in mission); ǞǸǔ 

¶ ǣǼȋǧǼ ǧȄǶ (Cost pressures)Ǒ 

ǢǺɝ ǶȅǼǢ̼ǵȄǕ ǖǸ͛Ȅǵ, ǹǸǵ ȅǵǸɝȄǧǵ, ͛Ȅǵ ȅǸϢȄȀ ǞǸǔ ǹǸȋǵǼ ǵǢǾȄ Ȁȁ ǮȄǬȄ ȭȀ̀ȄǼ ͛ȄǶǵȄǼ ȀǢǽ ȅǳǢͼȅǽ 

ǵǺǵȆȓ Ǡ Ȁ̧ȀȄǼǰȋǻȄϛ ȁȋǱ ȁȋǸǑ 

5.2. ǵǢǾȄǼ ȅǸȋǸǧʅ ȅǸǿȓ (Design Concerns) 

ȭǻȋȁԅ ǮȄǬȄ ȭȀ̀ȄǼ ȀǸɝǳȄ ǶȅǼǸǱɝǵ ǞǸǔ ǶȅǼǸǴɝǵǾȆǽ, ǱȄǘ ǖǱʅȄȅǴǢ ֚ǽǴǵ Ϥȓ ǞȑȄȋǱ ǞǢʨ ǵǺǵȆȓ ǵǢǾȄ Ƕ˸ȅǱǼ 

ʙȋȓȄǩǵ ȁȓǑ ǹȄǽ ǵǢǾȄ ȀȄǴȄǼǰǱ ʹȅǱ ȭǼȄǴ ǢǼȋǱ ȀȁȓǱȄ ǢȋǼ ǞǸǔ ǖȅǹȋǻȄǩǵȋǻȄϛ (Adaptable), ǺӼǽȄǼ 

ǵǢǾȄǼ ȀȄȁȄȋϦ ǸǱɝǺȄǵ Ǡ ǹȅǸϫȋǱǼ ǽʹʅ ǸȄȋǩȋǬǼ Ǻȋϡǘ ԚǼǰ ǢǼȄ Ȁ̭ǸǑ 

5.2.1. ǥǵΖ ǸǵȄǺ ǴȄǼǰʹǺǱȄ (Density vs. Capacity) 

Ǟǘ ȅǸǿȋȓ Ǹϗ ʙǺȄǰ ǶȄǠȓȄ ǻȄȋˏ ȭǻ, ǮȄǬȄ ȭȀ̀ȄǼͼȅǽ ǚˌ ȅǸԋʅִ ʹǺǱȄǼ ǩϢ ǵǢǾȄ ǢǼȄ ȁȋˏ, ǢȄǼǰ ǸǱɝǺȄȋǵǼ 

Ǣȅ̩ǚʨǔ Ǡ ȀǔǼʹǢ ǻ̆ȄǔǾͼȅǽǼ Ǿȅʱ ȀǼǸǼȄȁ ǞǸǔ ǾȆǱǽȆǢǼȋǰǼ ǧȄȅȁǳȄ ֕ȅ˸ ǶȄǠȓȄǑ ȀǼ˙ȄȋǺǼ ʙȄǲȅǺǢ Ǡ 

ǳȆǥɝȋǺȓȄȅǳ ȮǸԋʅȅǱǢ ʹǺǱȄǼ ǚǶǼ ǵǩǼ ȭǳȓȄ ǚȅǧǱǑ Ǣȅ̩ǚǬȄǼ ȀǼ˙ȄȋǺǼ ǩϢ ǸǤɝ ԝǬ ʙȅǱ ȟȘ ǠȓȄǬ ȮǸԋʅȅǱǢ 

ʹǺǱȄ ȀȄǴȄǼǰǱ ʙȋȓȄǩǵ ȁȓǑ ǱȋǸ, ǾȆǱȄǱǶ ȅǵȓ̆ǰ, ǗʖɝǱȄ, ǗȋǽȄ, Ǡ ǖȅǸȅˏ̏ Ǿȅʱ ȀǼǸǼȄȁ (ǘǚȅǶǞȀ) ǞǼ ǩϢ 

ʙȋȓȄǩǵȆȓ ǖȅǱȅǼʱ ȅǸԋʅִ ǧȄȅȁǳȄ ʏȄ̑ǷǼǺȄȋǼǼ ʹȅǱǼ ǢȄǼǰ ȁȋǱ ǶȄȋǼǑ Ǟǘ ǖȅǱȅǼʱ ǧȄȅȁǳȄ ȀǼ˙ȄǺ ǸȀȄȋǵȄ ǞǸǔ 

ǸȄֱ-ǶȅǼǧȄǽǵȄ ǳʹǱȄǼ ǚǶǼ ȅǵǹɝǼ ǢȋǼ ȅǸԋʅִ ϤǸȁȄȋǼ ȭǳȑ ͼǰ ȭǸȅǾ ǠǻȂȄȋǬǩ ֜  ɦǢǼȋǱ ǶȄȋǼǑ 

ǢǺɝ ǶȅǼǢ̼ǵȄǕ ǮȄǬȄ ȭȀ̀ȄȋǼ ǥǵΖ ǸǵȄǺ ǴȄǼǰʹǺǱȄǼ ȅǳȋǢ ǵǩǼ ȭǳǠȓȄ ǞǸǔ ǚ͍ Ǡ ǾȆǱǽ Ǽ ʅȄȋǢǼ ȀȄȅǼǼ (Rack 

aisle) Ǻȋϡ ǻȋǲ͌ ԌǼΖ ǼȄǣȄ, ǞȋǱ ǸȄֱʙǸȄȁ ֕ȅ˸Ǽ ǺȄϡȋǺ ǱȄǶ ǚִǶȄǳǵ ʣȄȀ ǶȄȋǸǑ 

5.2.2. Ǽ ʅȄȋǢǼ ȅǸϢȄȀ (Rack Layout) 

ǗԎȅǵǢ ȀȄǹɝȄǼ ǞǸǔ ȀǔǼʹǢ ǻ̆ȄǔǾͼȅǽ ǞǢǘ Ǽ ʅȄȋǢǼ Ǻȋϡ ǼȄǣȄ ȭǻȋǱ ǶȄȋǼ ǻȄǼ Ƿȋǽ ʙȅǱ Ǽ ʅȄȋǢ ȅǸԋʅִ ǧȄȅȁǳȄ șȠ 

ȭǲȋǢ ȚȘ ȅǢȋǽȄǠǻȂȄǬ ȁȋǸǑ ǚ  ̩ʹǺǱȄ Ȁ̩ ̏ȀȄǹɝȄǼ ǞǸǔ ȀǔǼʹǢ ǻ̆ȄǔǾͼȅǽ ǥǵǹȄȋǸ ͛ȄǶȋǵǼ ʙȄǲȅǺǢ ȀǺϬȄʨ 

ȁȋǽȄ, Ǟʨ ǩȄȓǤȄǼ ϤȄǶȄȋǼ ǢȄǻɝǢǼ ȁȋǽǠ, ǚ  ̩ǱȄǶǺȄʔȄǼ ǢȄǼȋǰ ǖȅǱȅǼʱ ǾȆǱǽȆǢǼȋǰǼ ʙȋȓȄǩǵ ȁȓ ǻȄ 

ǚȋ̀ǣȋǻȄϛǹȄȋǸ ȮǸԋʅȅǱǢ ǣǼǧ ֕ȅ˸ ǢȋǼǑ 
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ǚǶȋǼǼ ȅǧȋʔ ǞǢʨ Ǽ ʅȄȋǢǼ ȅǸϢȄȋȀǼ ǗȋǽȄȋǢ ȅǸԋʅִ ǧȄȅȁǳȄȋǢ ȭǳǣȄȋǵȄ ȁȋȓȋǨǑ ǞǢʨ ǥǵ-͛ȄǶǵ Ƕ˸ȅǱǼ ȅǸǢ̼ 

ȅǸϢȄȀ ȁȋǽȄ ǚ  ̩ǞǸǔ ȅǵ̦ ǥǵȋΖǼ ȅǺʠǰǑ ǚǶȋǼǼ ȅǧȋʔǼ ʙǲǺ Ȁ˓Ȅȓ, Ǽ ʅȄȋǢ ǚ -̩ǥǵȋΖǼ ȀȄǹɝȄǼͼȅǽȋǢ ǞǢȋʔ ǼȄǣȄ 

ȁȋȓȋǨ, ȭǻǣȄȋǵ ʙȅǱ ǸǤɝ ԝȋǬ șȞȞ ǠȓȄǬ ȮǸԋʅȅǱǢ ʹǺǱȄ ʙȋȓȄǩǵǑ ȅΜǱȆȓ Ȁ˓Ȅȓ, ǚ -̩ǞǸǔ ȅǵ̦-ǥǵȋΖǼ Ǽ ʅȄȋǢǼ 

ȅǺʠǰʨȋǱ ǸǤɝ ԝǬ ʙȅǱ ȟȘ ǠȓȄǬ ȮǸԋʅȅǱǢ ʹǺǱȄǼ ʙȋȓȄǩǵǑ Ǽ ʅȄȋǢǼ ǶȅǼǸȅǴɝǱ ǖǔȋǾ ʙȅǱ ǸǤɝ ԝȋǬ ǖȅǱȅǼʱ țȘ 

ǠȓȄǬ Ƕǻɝ̇ (ǸǤɝ ԝǬ ʙȅǱ șȘȘ ǠȓȄȋǬǼ ǖԑ͵ǽǱȄ ǖԑǺȄǵ ǢȋǼ) ȮǸԋʅȅǱǢ ʹǺǱȄ ֕ȅ˸ȋǱ ȀȁȓǱȄ ǢȋǼǑ ʙǲǺ Ȁ˓Ȅȓ, 

ȮǸԋʅȅǱǢ ǧȄȅȁǳȄ ǘȅǱǺȋϡ Ǟǘ ȀȆǺȄȋǼǣȄ ǖȅǱʆǺ ǢȋǼ, ǻȄȋǱ ǖȅǱȅǼʱ ȮǸԋʅȅǱǢ ǞǸǔ ǾȆǱǽȆǢǼǰ ʹǺǱȄ ȭǻȄǤ ǨȄȑȄ 

ǶȅǼǸǴɝǵ ǢǼȄ ǖȀ̭ǸǑ 

ǢǺɝ ǶȅǼǢ̼ǵȄǕ ǚˌǾȅʱǼ ȀȄǹɝȄǼȋǢ ǥǵǹȄȋǸ Ǽ ʅȄȋǢ ǼȄǣȄ ȭǲȋǢ ȅǸǼǱ ǲȄǢȋǱ ȁȋǸ; ǚ  ̩Ǡ ȅǵ̦ ǥǵȋΖǼ Ǽ ʅȄǢͼȋǽȄȋǢ 

ȅǺȅǾȋȓ ǼȄǣȄ ǚȅǧǱ ǻȄȋǱ ǚ  ̩ʹǺǱȄǼ ȀȄǹɝȄǼͼȅǽ ΜȄǼȄ ǚִǶȄȅǳǱ ǱȄȋǶǼ ʙǹȄǸ ǢȋǺ ǗȋȀǑ Ȁ̭Ǹ ȁȋǽ ǥǵ Ȁ˓ȄǼ 

ǶȅǼǸȋǱɝ Ǩȅȑȋȓ ǼȄǣȄ ǹȄȋǽȄ Ǒ 

5.2.3. Ǽ ʅȄȋǢǼ ȀȄȅǼ (Rack Units) 

ȀȄǴȄǼǰǱ, ͛ȄǶǵȄ ǶȅǼǢ̼ǵȄǢȄǼȆǼȄ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ʹǺǱȄ ǶȅǼǺȄǶ ǢǼȄǼ ǩϢ ʙȅǱ Ǽ ʅȄȋǢǼ ȭʹʔǷǽ ( ǸǤɝԝǬ) ǸȄ 

ǠȓȄǬ (Watt) ʙȅǱ ǸǤɝԝǬ ȅȁȀȄȋǸ ͛Ȅǵ ǶȅǼǢ̼ǵȄ ǢȋǼǵǑ Ǟǘ Ƕ˸ȅǱǼ ȀǺϬȄ ȁȋǽȄ, Ǟʨ ǚ -̩ǥǵȋΖǼ Ǽ ʅȄȋǢǼ ȅǸϢȄȀ 

ȭǲȋǢ ȅǵǤɝǱ ǾȅʱǼ ǱȆʛǱȄ ȅȁȀȄǸ ǢǼȋǱ Ϥǲɝ ȁȓǑ ǸǤɝԝǬ ʙȅǱ ǠȓȄȋǬǼ ǞǢ Ǽ ʅȄȋǢǼ ȅǸϢȄȀ (Rack Configuration) 

ȭǲȋǢ ǖϢʨǼ ǶȄǲɝǢʅ ȀǵȄʱ ǢǼȋǱ Ϥǲɝ ȁȓ, ȭǻǣȄȋǵ ǚȋ̀ǣȋǻȄϛ ǚ˭̔ ǞǽȄǢȄ (Hot Spot) ʆǺȄεȋȓ ǾȆǱȄǱǶ 

ȅǵȓ̆ȋǰǼ (Air Condition) ʙȋȓȄǩǵ ȁȋǱ ǶȄȋǼǑ ǱȄǘ Ǽ ʅȄȋǢǼ ȅǸϢȄȋȀǼ ȅǹȅ˭ȋǱ ǞǢʨ ǮȄǬȄ ȭȀ̀ȄǼ ǶȅǼǢ̼ǵȄ ǢǼȄǼ 

ǶǼȄǺǾɝ ȭǳǠȓȄ ȁȓǑ Ǟǘ ȭǢȐǾȋǽ ʙȅǱʨ Ǽ ʅȄȋǢǼ ȅǸϢȄȀ ǾȆǱȄǱǶ ȅǵȓ̆ȋǰǼ ǩϢ ȀǼ˙ȄǺ ǞǸǔ ʆǺǸǴɝǺȄǵ ȅǸԋʅȋǱǼ 

(ǖǲɝȄִ ȞȘ ǾǱȄǔǾ) ϤǸȁȄǼ ǗԑǻȄȓȆ ȭǺȄǬ-ǠȓȄȋǬȋǩǼ ԍȅ͊ȋǢȄǰ ȭǲȋǢ ȅȁȀȄǸ ǢǼȄ ȁȓǑ 
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ǚǶȋǼǼ ǚǳȄȁǼǰʨȋǱ ȭǳǣȄ ǻȄȓ ȭǻ ȭǺȄǬ Ǽ ʅȄȋǢǼ (Rack) ȀǔϚȄ ǤǰǵȄ ǢȋǼ, ȭǺȄǬ ȅǢȋǽȄǠȓȄǬ ǞǸǔ ϤǸϘǱ ͛Ȅǵ 

ȅȁȀȄǸ ǢǼȄ ǻȄȓǑ ǚǶȋǼǼ ǚǳȄȁǼȋǰ, ȚȘȘ Ǽ ʅȄǢ ȅǸϢȄȀ, ʙȅǱ ȅǸϢȄȋȀ șȘʨ ȀȄǹɝȄǼ, Ƿȋǽ ȭǺȄǬ șȚȘȘȘ ǸǤɝԝǬ ͛Ȅǵ 

ʙȋǻȂȄǩǵ ȁǻȂ ǞǸǔ ȠȘȠ ȅǢȋǽȄǠǻȂȄǬ ǸȄ Ȟȟ ǠǻȂȄǬ ʙȅǱ ǸǤɝԝǬ ȭǺȄǬ Ǿȅʱ (Power) ʙȋǻȂȄǩǵ ȁȓ ǻȄ ǸǤɝ ԝǬ ʙȅǱ 

ǶȅǼǢȅ̼Ǳ ȝȘ ȭǲȋǢ șȘȘ ǠȓȄȋǬǼ Ǻȋϡ ǗȋǨǑ ǻȅǳ Ǥȑ ȅǸԋʅִ ǧȄȅȁǳȄ Ǽ ʅȄǢ ʙȅǱ Ȝ ȅǢȋǽȄǠȓȄǬ ǖȅǱʆǺ ǢȋǼ ǱȋǸ 

֓ǪȄ ǻȄȓ ȭǻ Ǽ ʅȄȋǢǼ ȀȄȅǼʨ ԚǵǕȅǸϢȄȀ ǢǼȄ ǚȅǧǱ, ǖǲǸȄ ȀȄǺȅʈǢ Ϥȓ ȀʹǺǱȄ ֕ȅ˸ ǢǼȄǼ ǩϢ ȅǸϢȄȋȀ (Layout) 

ǖȅǱȅǼʱ ͛Ȅǵ ֜ʱ ǢǼȄ ǚȅǧǱǑ 

ǢǺɝ ǶȅǼǢ̼ǵȄǕ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȭǺȄǬ ͛Ȅǵ ǞǸǔ ȅǸԋʅִ ǧȄȅȁǳȄ ȅȁȀȄǸ ǢǼȄǼ ǩϢ Ǽ ʅȄȋǢǼ ȅǸϢȄȀȋǢ ǶȅǼǢ̼ǵȄǼ ȭǺȐȅǽǢ 

ǚǶȄǳȄǵ ȅȁȀȄȋǸ ϤǸȁȄǼ ǢǼȄǑ 

5.2.4. ʙȄϣǱȄ ǞǸǔ Δʨ ȀȁǵǾȆǽǱȄ (Availability and Fault Tolerance) 

Uptime ǘȅǵȅ͗ʨǚǬ ǧȄǼʨ Δʨ ȀȁǵǾȆǽǱȄ ǞǸǔ ʙȄϣǱȄǼ ǚǶǼ ȅǹȅ˭ ǢȋǼ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǧȄǼʨ ͚Ǽ (Tier) Ǟ ǹȄǤ 

ǢȋǼȋǨǑ ʙǲǺ ͚Ǽ (Tier I) ȁǽ ȀǸɝȅǵ̦ ͚Ǽ, ǞǸǔ ǧԅǲɝ ͚Ǽ (Tier IV) ȁǽ ȀȋǸɝȄ̩, ǻȄȋǱ ǞǢȄȅǴǢ Ƕȋǲ ȅǸԋʅִ ȅǸǱǼǰ, 

ǚִǶȄǳǵ ǞǸǔ ǘǚȅǶǞȀ ǻ̆Ȅȅǳ Ȁǔ֜ʱ ǲȄȋǢǑ ʙǲǺ ͚Ǽ (Tier I)  ȚȠ.Ƞ ǥ̀Ȅ Ƕǻɝ̇ ǸȄȅǿɝǢ ϤǲɝǱȄ (Outage) ȅǵȋǳɝǾ 

ǢȋǼ; ȅΜǱȆȓ ͚Ǽ (Tier II)  ȚȚ ǥ̀Ȅ ȅǵȋǳɝǾ ǢȋǼ; ԇǱȆȓ ͚Ǽ (Tier III) ș.Ȟ ǥ̀Ȅ ǞǸǔ ǧԅǲɝ ͚Ǽ (Tier IV) ςԎǺȄʔ 

Ș.Ȝ-ǥ̀Ȅ ǸȄȅǿɝǢ ϤǲɝǱȄ ǸȄ ȡȡ.ȡȡȝ% ʙȄϣǱȄ ȅǵȋǳɝǾ ǢȋǼǑ ǞǢʨ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ͚Ǽ (Tier), ǞǼ ǵǢǾȄǼ ȅǸǸǼǰȆȋǢ 

(Specification) ʙǹȄȅǸǱ ǢȋǼǑ ͚ȋǼǼ (Tier) ǺȄǵ ǻǱ ȭǸǾȆ, ȅǵǺɝȄǰ Ǡ ǶȅǼȋǸǾǤǱ ȀǼ˙ȄǺ ȮǱȅǼǼ ǩϢ ȅǸȅǵȋǻȂȄǤǠ 

ǱǱ ȭǸǾȆǑ ͚ȋǼǼ Δʨ ȀȁǵǾȆǽǱȄ ǮȄǬȄ ȭȀ̀ȄǼ ǶȅǼǧȄǽǵȄǼ ǩʨǽǱȄ ȅǵǴɝȄǼǰ ǢȋǼǑ Uptime ǘȅǵȅ͗ʨǚǬ ȀǱǢɝ ǢȋǼȋǨ 

ȭǻ, ǵǢǾȄǼ ȅǸǸǼǰȆ ȅǳȋȓ ʙȄϣǱȄǼ ͚ǼȆǢǼǰ ȅǵȅ́Ǳ ǢǼȄ ǻȄȓ ǵȄǑ ǖȅǴǢȄǔǾ ǶȅǼȋǿǸȄǼ ϤȄǥȄǱ ǥȋǬ ǺȄԑȋǿǼ ֩͊ ΔʨǼ 

ǢȄǼȋǰǑ ֧ǱǼȄǔ, ȅǵȋȓȄǤ, ǳʹǱȄǼ ȅǸǢȄǾ, ʙȅǾʹǰ ǞǸǔ ǞǢʨ ǘȅǱǸȄǧǢ ǢǺɝ ǶȅǼȋǸȋǾǼ ȅǳȋǢ ǺȋǵȄȋǻȄȋǤǼ ǺȄϡȋǺ 

ΔʨȁȆǵǱȄ, ǚ -̩ʙȄϣǱȄ (High Availability) ȅǵȅ́Ǳ ǢǼȄ Ȁ̭ǸǑ 

ǢǺɝ ǶȅǼǢ̼ǵȄǕ ǵǢǾȄǼ ȅǸǸǼǰȆ ǖԑǻȄȓȆ Δʨ ȀȁǵǾȆǽǱȄ ȅǵǰɝȓ ǢǼȋǱ ȁȋǸǑ  
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6. ǸȄȅȁʅǢ ǖǸǢȄǭȄȋǺȄ (Physical Infrastructure)  

6.1. ǖǸ͛Ȅǵ (Site) 

ǞǢʨ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǖǸ͛Ȅǵ ϤȄǶǢǹȄȋǸ ǞǼ ȅǵǼȄǶ˭Ȅ, ǢǺɝǳ́ǱȄ ǞǸǔ ǶȅǼǧȄǽǵȄǼ ϤȓȋǢ ʙǹȄȅǸǱ ǢȋǼǑ ͛ȄǶǵȄ 

ȅǵǸɝȄǧȋǵǼ ǺȄǵǳȋ˦Ǽ ǞǢʨ ǱȄȅǽǢȄ ȅǵȋ̦ ֧ǶȄȅǼǾ ǢǼȄ ȁȋǽȄ: 

¶ ǗǸȄȅȀǢ ǸȄ ǖϢȄϢ Ǿ  ̞ȀǔȋǸǳǵǾȆǽ ǞǽȄǢȄǼ ǢȄǨȄǢȄȅǨ ǵȄ ȁǠȓȄ; 

¶ ǶȄȅǢɝǔ, ǶȄȅǵ Ȁȓ̠͛ Ȅǵ, ΎȄǽȄǵȆ Ȁȓ̠͛ Ȅǵ, ʏȄ̑ǷǼǺȄǼ ǸȄ ȀȄǸȋ͗Ǿǵ ǸȄ ȭǩǵȄȋǼǬǼ ǸȀȄȋǵȄǼ ǩȄȓǤȄ ǲȄǢȋǱ 

ȁȋǸ; 

¶ ȀǼ˙ȄǺ ȀǼǸǼȄȋȁǼ ǩϢ ʏȄǢ ʙȋǸȋǾǼ ϤǸ͛Ȅ ǲȄǢȋǱ ȁȋǸ; 

¶ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ͛ȄǶǵȄ ȭǲȋǢ ȀǼ˙ȄǺȄȅǳ Ȁȁȋǩ ǶȅǼǸȁȋǵǼ ֧ȋǻȄǤ ֧ȅǸǴȄ; 

¶ Ǣ̩ǵ ǞǸǔ ӱǓȅǢ ǚִȀ (ȭǻǺǵ ȅǸǺȄǵǸ̋Ǽ ǞǸǔ ȭǼǽ ǽȄǘǵ) ȭǲȋǢ ԌȋǼ ǖǸȅ͛Ǳ ȁȋǱ ȁȋǸ; 

¶ ȁȄȀǶȄǱȄǽ, ԚȅǽǾ Ƿсȅȑ, ǼȄǩȌǵȅǱǢ ͛ȄǶǵȄ ǘǱʅȄȅǳ ȀǔǢǬԛǰɝ ǞǽȄǢȄ ǶȅǼȁȄǼ ǢǼȋǱ ȁȋǸ; 

¶ ǞǢȄȅǴǢ ȅǸԋʅִ ȀǼǸǼȄȁ ȅʈǮ ǸȄ ȅǸԋʅִ ǚִǶȄǳǵ ȭǢȋ̊Ǽ ȭǲȋǢ Ȁȁȋǩ ȅǸԋʅִ ȀǔȋǻȄǤ ǶȄǠȓȄ ǻȄȓ ǞǺǵ ǞǽȄǢȄ 
ȁȋǸ; 

¶ ǸϢȄʙǸǰ ȀǺ֗ȅǺ ǞǸǔ ǬȋǵɝȋǮȄ ǞǸǔ ȁȄȅǼȋǢǵ-ʙǸǰ ǞǽȄǢȄǼ ǸȄǘȋǼ ǖǸȅ͛Ǳ ȁȋǱ ȁȋǸ; ǞǸǔ 

¶ ͛ȄǵȆȓ ǢԇɝǶ  ́ȅǸȅ̷ǔ ϤǸȁȄǼ ǢǼȄǼ ǞǣȅǱȓȄǼ ǼȄȋǣǑ  

 

6.2. ͛ȄǶǱʅ (Architecture)  

ǹǸȋǵǼ ǴǼǰ ǚȋ̀ǣȋǻȄϛǹȄȋǸ ǳǣȅǽϖȋ˭Ǽ ǣǼǧ, ȅǵǼȄǶ˭Ȅ, Ȁ̧ȀȄǼǵ ǞǸǔ ǢǺɝ́ǺǱȄǼ ǵǺǵȆȓǱȄ ʙǹȄȅǸǱ ǢǼȋǱ 

ǶȄȋǼǑ ͛ȄǶȋǱʅǼ ȅǵ̦ǸȅǰɝǱ ǺȄǵǳ˦ ֧ǶȄȅǼǾ ǢǼȄ ȁǽ: 

¶ ֕ȁִ ǢǽȄȋǺǼ ԌǼΖ (țȘ ԝǬ x ȝȘ ԝǬ ǚ˭Ǻ); 

¶ ǢȄǭȄȋǺȄǤǱ ȭǺȋǪ (Slab) ȭǲȋǢ ȀǸɝȅǵ̦ ǢȄǭȄȋǺȄǤǱ ǖǔȋǾǼ ǚˌǱȄ ԒʅǵǱǺ șț ԝǬ; 

¶ ǢȄǻɝǢǼȆ ȭǺȋǪ ǷǽǢ (ǗȓǱȄǢȄǼ, ǸǤɝȄǢȄǼ ǸȄ ǶȄσɝ ȭǢȄǼ ǖʈȄȅǴǢȄǼȋǻȄϛ); 

¶ ԒʅǵǱǺ ǢǶȄǬ ֧ȅǸǴȄ; ǾʱȋǶȄʱ Ǡ ǖȅʿȋǼȄǴȆ ȁȋǱ ȁȋǸ; 

¶ ǹȄǽ ǨȄǳ ƙ ǗǢȄǾʙǳȆǶ (Skylight) ǨȄǮȂȄ ǨȄǳ; 

¶ ȀǼ˙ȄǺ ǶȅǼǸȁȋǵǼ ǩϢ ǶϢ ǚǭȄǵȄǺȄ ǢǼȄǼ ͛Ȅǵ ǞǸǔ ǘǚȅǶǞȋȀǼ ϤȄǬȄǼȆ Ǡ ǖϢȄϢ ǹȄȅǼ ʖϤȄȅǳ 

ǶȅǼǸȁȋǰǼ ǩϢ ʏȅǽǼ ϤǸ͛Ȅ; 

¶ ǷǢɝȅǽǷȋǬǼ ΜȄǼȄ ǶϞ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǖǹʅ̇ȋǼ ǶϞ ǶȅǼǸȁȋǰǼ ǩϢ ʙȋȓȄǩǵȆȓ ǯȄ֟ ȅȀȅȑǼ ϤǸ͛Ȅ; 

¶ Ǣʪǵ ǗǸǩɝǵȄ ǖǶȀȄǼȋǰǼ ϤǸ͛Ȅ; 

¶ ǞǢǢ ͛Ȅǵ ȅǳȋȓ ʙȋǸǾ ǞǸǔ ǹǸȋǵǼ ǗȋǾǶȄȋǾ ǻȋǲ͊ ȅǵǼȄǶ˭ȄǼ ϤǸ͛Ȅ; 

¶ ǩξȅǼ ȅǵǤɝǺǰ ϤǸ͛Ȅ; 

¶ ςԎǺȄʔ ǞǢȄȅǴǢ ǱǽȄǼ ǩϢ: ʙȄǲȅǺǢ / ǩξǼȆ ȅǸԋʅִ ȅǸǱǼǰ, ȅǸȅǹ̏ ǱȄȋǼǼ ȭǯȄǢȄǼ ǞǸǔ ǖϢȄϢ ǚ̀ν 

ǶȅǼȋǿǸȄͼȅǽǼ ǩϢ ǹǸȋǵ ǶǻɝȄ̔ ǞǸǔ ǞǢȄȅǴǢ ǚˮȄȋǵȄǶȋǻȄǤȆǱȄ (Riser) ȅǵȅ́Ǳ ǢǼȄ ǗǸϩǢ ( ǖȅǴǢ 

ǱȋϟǼ ǩϢ ǶȅǼȅǾ͊ ʖ͊Ϥ); 

¶ ǨȄȋǳ ǸʍǶȄǱ ȅǵǕȀǼȋǰǼ ǩϢ Ǹʍ ȅǵȋǼȄǴǢ ǳȋ̃Ǽ (Lightening Rod) ϤǸ͛Ȅ; 

¶ ǨȄȋǳǼ ǚǶǼ ǻȄȅ̆Ǣ ȀǼ˙ȄǺ ͛ȄǶȋǵǼ ǩϢ ǾȄȅ̞Ǣ ǞǸǔ ǵȄ̋ȅǵǢ ǯȄǢǵȄǼ (Screening) ϤǸ͛Ȅ; ǞǸǔ 

¶ ȝȘȘȘ ȭǲȋǢ ȚȘȘȘȘ ǸǤɝ ԝǬ ϤǸȁȄǼȋǻȄϛ ͛Ȅǵ ȁȋǽ ǹȄǽ ȁȓǑ 



12 

 

 

6.3. ǹǸȋǵǼ ͼξΖԛǰɝ ϤǸ͛ȄȀ֙ȁ (Critical Building System) 

ȮǸԋʅȅǱǢ Ǿȅʱ, ͛Ȅǵ ǸǼȄ˶ǢǼǰ ǞǸǔ ǻȄȅ̆Ǣ ʙȅʆȓȄͼȅǽǼ ȀȋǸɝȄ˭Ǻ ϤǸȁȄȋǼǼ ȅǵȅǺȋ˭ ǞǢʨ ȀǺȅεǱ Ƕ˸ȅǱ ȅȁȀȄȋǸ 

ǮȄǬȄ ȭȀ̀ȄǼʨ ǵǢǾȄ ǞǸǔ ǸȄ͚ǸȄȓǵ ǢǼȋǱ ȁȋǸǑ Ƕсǧʨ ͼξΖԛǰɝ ǹǸǵ ȅǵǺɝȄǰ ʙȅʆȓȄ ǞǢʨ ǮȄǬȄ ȭȀ̀ȄȋǼ ֧ ȅǸӛǱ 

ʙȋǢȐǾǽ ǲȄǢȄ ʙȋȓȄǩǵ: 

¶ ȅǸԋʅִ ǚִȀ (Power source) ƙ ȅǸԋʅȋǱǼ ǩϢ ȀȄǸȋ͗Ǿǵ, ǘǚ.ȅǶ.ǞȀ, ȅǸǢ̼ ȅǮȋǩȋǽǼ ȭǩǵȄȋǼǬǼ, ȅǸԋʅִ 

ȅǸǱǼǰ ϤǸ͛Ȅ (PDU) ǞǸǔ ǺϡǸǱͫ ȅǸǱǼǰ ϤǸ͛ȄȀȁ ȅǸԋʅִ ȅǸǱǼǰ; 

¶ ǱȄǶ, ǸȄֱ ǧǽȄǧǽ ǞǸǔ ǞȓȄǼ Ǣȅ̃ǾǵȄǼ (HVAC) Ƕ˸ȅǱ - Ǟʨ ǨȄȋǳ ͛ȄȅǶǱ ֧ȅǸӛǱ ϤǸ͛Ȅ ǻȄ ͛ȄǵȆȓǹȄȋǸ 

ǸȄֱ ǾȆǱǽȆǢǼǰ ǢȋǼǑ ǚȅˮǱ ȭǺȋǪǼ ȅǵǧ ȅǳȋȓ ǸȄֱ Ȁ˗Ȅǽǵ ȀǺȄǵǹȄȋǸ ǸȄֱ ȅǸǱǼȋǰǼ ǞǢʨ ǢȄǻɝǢǼ ǚǶȄȓ 

ȁȋǱ ǶȄȋǼǑ ȀǺȀȄǺȅȓǢ ǮȄǬȄ ȭȀ̀ȄȋǼ Ȁ̭ǸǱ ʙǴȄǵ ȀǺϬȄ ǗԎȅǵǢ ȀȄǹɝȄǼ ǞǸǔ Ǳϟ ȀǔǼʹǢ ǻ̆ȄǔȋǾǼ ǱȆʛ 

ǱȄǶ ǚִǶȄǳȋǵǼ ȅǸǶǼȆȋǱ ǶǻɝȄ̔ ǾȆǱǽǱȄ ǞǸǔ ǸȄֱ ǧǽȄǧǽ ǸǩȄȓ ǼȄǣȄ; 

¶ ǖȅʿ ֧ǼʹȄ ϤǸ͛Ȅ (Fire protection systems) - ȀǔȋǸǳǵǾȆǽ ǞǽȄǢȄ ȭǻǺǵ ȅǮ͔ ȭ͗ȄȋǼǩ ǞǽȄǢȄǼ ǩϢ 

ς͈ Ǡ ȅȀ ɦǖȅʿ ȅǵǸɝȄǶǢ Ƕ˸ȅǱͼȅǽǼ Ǘ̇ǕȀǔȋǻȄǤ ǲȄǢȄ ǚȅǧǱ; 

¶ ȅǵǼȄǶ˭Ȅ ϤǸ͛Ȅ (Security systems) - ͛ȄǵȆȓ ǞǸǔ ȭǢ̊Ȇȓ ʙȁǼȄǼ ϤǸ͛Ȅ ǞǸǔ ǖʅȄȋʺȀ Ǣȋ˿Ȅǽ ȅȀȋ͗Ǻ 

ΜȄǼȄ ǞǼ ϤǸȁȄǼ ȀȆȅǺǱ ȁȋǸ; ǞǸǔ 

¶ ǚȅˮǱ ȭǺȋǪǼ ϤǸ͛Ȅ (Raised floor systems) ǞǸǔ ǸȄֱ Ȁ˗ȄǽȋǵǼ ǩϢ ȅǨʖ֜ʱ ǚȅˮǱ ȭǺȋǪǼ 

(Perforated Raised Floor) ϤǸ͛ȄǑ 

ȅǵȋǧǼ ǨȅǸȋǱ ǹǸȋǵǼ ͼξˬԛǰɝ ϤǸ͛ȄȀ֙ȁ ȭǳǣȄȋǵȄ ȁǽǕ 

 

6.4. ȅǸԋʅִ ȅǸǱǼǰ (Power Distribution) 

ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȅǵǹɝǼȋǻȄϛǱȄ ǞǸǔ ǢǺɝǳʹǱȄǼ ǩϢ ȅǸԋʅִ ǚִǶȄǳǵ ǞǸǔ Ǹ̀ǵ ϤǸ͛Ȅ ǖǱʅ̇ ͼξΖԛǰɝǑ ϣȄǧ ǷǽǢ 

(patch panels) ǞǸǔ ȮǸԋʅȅǱǢ ǱȄȋǼǼ ǗǸǼǢ ǵȋǽǼ (conduits) ǺȋǱȄ ʙǴȄǵ ȮǸԋʅȅǱǢ ǚǶȄǳȄǵͼȋǽȄȋǱ ǖȅǴǢ 

ȀʹǺǱȄ ȭǳȓȄ ǞǸǔ ȮǸԋʅȅǱǢ ǧȄȅȁǳȄǼ ǹȅǸϫִ ֕ȅ˸Ǽ ȀȄȋǲ ǱȄǽ ȭǺǽȄȋǵȄǼ ǩϢ ǚˌǺȄȋǵǼ ȮǸԋʅȅǱǢ ǱȄȋǼǼ ϤǸȁȄǼ 

ǢǼȄ ǖǶȅǼȁȄǻɝǑ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȅǸԋʅִ ȅǸǱǼǰ ϤǸ͛Ȅ ȅǵǺɝȄȋǰǼ ǩϢ ȅǵ̦ǸȅǰɝǱ ǖԑǾȆǽǵȀ֙ȁ ֧ǶȄȅǼǾ ǢǼȄ ȁǽ: 

¶ ȀȄǺȅʈǢ ȅǸԋʅִ ǧȄȅȁǳȄǼ ֚Ϩȓǵ (ǖϟɝȄִ, Ǽ ʅȄǢ ʙȅǱ ϤǸȁȄȋǼǼ ǶȅǼǺȄǶ); 

NAFS 125 
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¶ ǶȅǼȋǿǸȄͼȅǽȋǱ ǞǢȄȅǴǢ ȮǸԋʅȅǱǢ ȀǔȋǻȄǤ ȅǵȅ́Ǳ ǢǼȄ; 

¶ ǼʹǰȄȋǸʹȋǰǼ ǩϢ ǸȄǘǶȄȀ ǞǸǔ ǩξȅǼ ȀǔȋǻȄǤ ȅǸȅˏ̏ǢǼǰ (Shutdown) ֧ȅǸǴȄ; 

¶ ȀǼ˙ȄǺͼȋǽȄǼ ǞǢǢ ǸȄ ȅǱǵ ȭǷȋǩ ȅǸԋʅȋǱǼ ʙȋǻȂȄǩǵ ȅǵξǶǵ ǢǼȄ; 

¶ ʈȄǚȅ̃ǔ ǞǸǔ Ǹȅ̃ǔȋǻȂǼ (grounding and bonding) ǩϢ ʙȄȀȅˈǢ ǸȄǔǽȄȋǳǾȆ ǸȄ Ǘ̇ǩɝȄȅǱǢ ǺȄǵǳ˦ 

ȭǺȋǵ ǧǽȄ ǞǸǔ ȭǺȀ (Mesh) ȀǔȋǻȄǤ ǗǢȄȋǼ ʈȄǚȅ̃ǔ ǢǼȄ; 

¶ ǹȅǸϫȋǱ Ȁ̧ȀȄǼǰ ǩϢ ǚˌǺȄȋǵǼ ǱȄȋǼǼ ϤǸȁȄǼ; 

¶ ǚˌ Ǣ̩ȄǔȋǢǼ ʙȅǱǸ̎ǢǱȄ (high-frequency impedance) ǢǺȄȋǵȄǼ ǩϢ ǞǢʨ ʙȄȀȅˈǢ ȀȄǔȋǢȅǱǢ 

ǤǼȄǳ (SRG) ȀǼǸǼȄȁ ǢǼȄ ǚȅǧǱ; 

¶ ǸǱɝǵȆ ȅǸȅˏ Ǣ̏ȄǼǢ (circuit breakers) ǞǸǔ ȀǼ˙ȄǺ ȀǔȋǻȄǤ ȀǔȁǱ ǢǼȄǼ ǩϢ ȅǸԋʅִ ȅǸǱǼǰ ǻ̆ 

(PDUs) ϤǸȁȄǼ ǢǼȄ; 

¶ ȅǼ͛ ȮǸԋʅȅǱǢ ȅǵǕȀǼǰ (electrostatic discharge) ǢǺȄȋǵȄǼ ǩϢ ǗȋǶȅʹǢ ǗʖɝǱȄ ǺȄʔȄ ǸǩȄȓ ǼȄǣȄ; 

¶ Ǳȅȑִ ȭǧȐνǢȆȓ ȁ͚ȋʹǶ (EMI) ǢǺȄȋǵȄǼ ǩϢ ȀȋǧǱǵ ȁȋǱ ȁȋǸ; ʙȋȓȄǩȋǵ Ǟ ȭǲȋǢ ǼʹȄ ǶȄǠȓȄǼ ǚǶȄȓ 

ȭǸǼ ǢǼȄ; 

¶ ȅǸԋʅִ ȀǱɝǢǼǰ (power-conditioning) ȀǼ˙ȄǺ ϤǸȁȄǼ ǢǼȄ ǸȄ ǖȅǸȅˏ̏ ȅǸԋʅִ ȀǼǸǼȄȁ  ȭǻǺǵ, UPS 

ϤǸ͛ Ȅȓ ǱȄ ǞǢȆ֖Ǳ ǢǼȄ; ǞǸǔ 

¶ ȭǹȄȋ̵ȋǩǼ ȁǭȄִ ֕ȅ˸ ʙȅǱȋǼȄǴ (TVSS) ϤǸ͛Ȅ ϤǸȁȄǼ ǢǼȄǑ  

¶ ϜȄǶ ǖǷ ǸȄȋʺǼ ȀȄȁȄȋϦ ǸȄȀ ǸȄǼ ʏȄǔȋǢǼ ǺȄϡȋǺ ʙǴȄǵ ȅǸǱǼǰ ȭǸȄȋǮɝǼ (MDB) Ȁȋ ̍Ǽ ʅȄȋǢǼ ȅǸԋʅִ 

ȅǸǱǼǰ ǘǚȅǵǬ (PDU) ֜ʱ ǢǼȄǑ 

6.5. ȅǸԋʅִ ȀǼǸǼȄȁ (Power Supply) 

ǘǚȅǶǞȀ - ǞǸǔ, ǖȋǵǢ ȭʹȋʔ, ȅǸǢ̼ ȅǮȋǩǽ ǧȄȅǽǱ ȭǩǵȄȋǼǬǼ - ȀǸɝǩǵȆǵ ϤǸϘǱ ȅǸԋʅȋǱǼ ϤǱȓ ǥǬȋǽ ȅǸԋʅȋǱǼ 

ȅǵǼȅǸȅˏ̏ ʙǸȄȁ ǸǩȄȓ ǼȄǣȄǼ ǩϢ ǖǱʅ̇ ͼξΖԛǰɝǑ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȅǸԋʅִ ȀǼǸǼȄȁ Ȁ̩ ȅǢɝǱ ȅǵ̦ǸȅǰɝǱ ǖԑǾȆǽǵͼȅǽ 

֧ǶȄȅǼǾ ǢǼȄ ȁȋǽȄ: 

¶ ȅǵǼȅǸȅˏ̏ ȅǸԋʅ ִȀǼǸǼȄȁ (UPS): 

o ǢǺǶȋʹ Ț ǥ̀Ȅ Ƕǻɝ̇ șȘȘ% ȅǸԋʅִ ǧȄȅȁǳȄ ԚǼȋǰǼ ʹǺǱȄ; 

o ǮȄǬȄ ȭȀ̀ȄȋǼǼ ͚Ǽ (Tier) ǖԑǻȄȓȆ ȭǽȄǮ ϤȄǽȄȅ̑ǔ ǞǼ ǩϢ ȅǸǢ̼ UPS  ǞǼ ϤǸ͛Ȅ; 

o ǞǨȄǮȂȄǠ ȀȋǸɝȄ̩ (Peak) ȭǽȄǮ ǸȄ Δʨԛǰɝ ǠǹȄǼȋǽȄǮ ǖǸ͛ȄǼ ǩϢ ʙȋȓȄǩǵȆȓ ǗǢȄǼ; ǞǸǔ 

o ȀǸɝǳȄ ȅǸԋʅִ ȅǷ̵ȄȋǼǼ ȅǵȓ̆ǰ ǢȄǻɝǢǼ ǼȄǣȄǑ 

¶ ȅǸǢ̼ ȅǸԋʅִ ǚִǶȄǳǢ (Backup Generator): 

o ԇǱȆȓ ͚Ǽ (Tier III) ǞǸǔ ǧԅǲɝ ͚Ǽ (Tier IV) ǺȄȋǵǼ Δʨ ȀȁǵǾȆǽǱȄ ǖǩɝǵ ǢǼȄǼ ǩϢ ʙȋȓȄǩǵ; 

o Ț ǥ̀ȄǼ ȭǸȅǾ ȀǺȓ ȅǸԋʅִ ǖԑǶȅ͛ȅǱȋǱ ǢȄǩ ǢǼȋǱ ȀʹǺ; 

o ΎȄǽȄȅǵ ȀǔǼʹǰ ǞǸǔ Ǿ̞Ԍǿǰ ʣȄȋȀ Ȁǔȅ͆͊ ǵȆȅǱǺȄǽȄ ȅǸȋǸǧǵȄ ǢǼȄ; 

o ȅǵ͈ȄǾǵ ǞǸǔ Ǣ̩ȋǵǼ ʙǹȄǸ ȅǸȋǸǧǵȄ ǢǼȄ; 

o ȅǮȋǩǽ ΎȄǽȄȅǵ ʆȋȓǼ ǩϢ ΎȄǽȄȅǵ ǶȅǼȋǸǾȋǢǼ ȀȄȋǲ Өȅ ɦǢǼȄ ǞǸǔ ǱȄ ȀǔǼʹǰ Ǡ ǼʹǰȄȋǸʹȋǰǼ 

ǩϢ ΎȄǽȄȅǵ ϜȄǔȋǢǼ ϤǸ͛Ȅ ǢǼȄ; ǞǸǔ 

o ȭǩǵȄȋǼǬȋǼǼ ȅǵȓȅǺǱ ǶǼȆʹȄǼ ǩϢ ǶȅǼǢ̼ǵȄ ǢǼȄǑ 

ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǩϢ ǹǸȋǵǼ ȅǸԋʅִ ȀǼǸǼȄȁ ǚִȀ ǞǢʨ ȅǵȋǸȅǳǱ LT ϣȄȋǵȋǽ ֜  ɦǢǼȄ ǚȅǧǱǑ LT ϣȄȋǵǽʨ ǖǸϩǘ 

ʙȋȓȄǩǵȆȓ ȀǔȋǻȄǤ ǞǸǔ TPN Bus Bar ǞǼ ȀȄȋǲ ʙȋȓȄǩǵȆȓ ǖ̇ǤɝȄǺȆ MMSB ǖ̇ ɝɦ֖ ǲȄǢȄ ǚȅǧǱǑ ǘǚ.ȅǶ.ǞȀ, 
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ǾȆǱȄǱǶ ȅǵȓ̆ǰ, ǗȋǽȄ ǞǸǔ ǢсǧȄǺȄȋǽǼ ǺȋǱȄ ȅǸȅǹ̏ ȭǽȄǮͼȅǽǼ ǩϢ ȅǹ̏ ȅǵȓ̆ǰ ϤǸ͛Ȅ ǲȄǢȄ ǚȅǧǱǑ ǚǶȋǼǼ 

ǢȄǭȄȋǺȄǼ ȅǹȅ˭ȋǱ, ǱȄǼ ǞǸǔ ǞǼ ǗǢȄǼ ʙȋȓȄǩǵ ǖԑǻȄȓȆ ϤǸȁȄǼ ǢǼȋǱ ȁȋǸǑ 

6.6. ǾȆǱǽȆǢǼǰ ϤǸ͛Ȅ (Cooling System) 

ǗԎȅǵǢ ǚ -̩ǥǵΖ ȀȄǹɝȄǼ ǞǸǔ Ǳϟ ȀǔǼʹǢ (Storage) ʙ֜ȅʱͼȅǽǼ ʆǺǸǴɝǺȄǵ ǱȄǶ ǚִǶȄǳǵ ǮȄǬȄ ȭȀ̀ȄǼ 

ǾȆǱǽȆǢǼȋǰǼ ǩϢ ǞǢʨ ͼξΖԛǰɝ ȀǺϬȄ ȁȋǻȂ ǳȄȅȑȋȓȋǨǑ ǞǢʨ HVAC Ƕ˸ȅǱ ǵǢǾȄ ǢǼȋǱ ȅǵȋ̦Ǽ ȅǵȋǳɝȅǾǢȄ 

ǖԑȀǼǰ ǢǼȄ ȭǻȋǱ ǶȄȋǼ: 

¶ ǞǢʨ ȀȁǵǾȆǽ ǱȄǶǺȄʔȄ ȅǵȅ́Ǳ ǢǼȄ - șȠ ȭǲȋǢ ȚȚ ȅǮȅʈ ȭȀǽȅȀȓȄȀ; 

¶ ǗȋǶȅʹǢ ǗʖɝǱȄ - Ȝȝ ǾǱȄǔǾ ȭǲȋǢ ȝȘ ǾǱȄǔǾ; 

¶ ǵȆȋǧ ȭǲȋǢ ǚǶǼ Ƕǻɝ̇ ǸȄֱ ʙǸȄȁ; 

¶ ȭǢ̊Ȇ֗Ǳ Ƕ˸ȅǱ Ǟȅȑȋȓ ǧǽȄ ƙ ȅǸӛǱ ϤǸ͛Ȅ (Distributed Unit) ȅǵǸɝȄǧǵ ǢǼȄ; 

¶ ǾȆǱǽ ǶȄσɝ / ǚ˭̔ ǶȄσɝ Ǽ ʅȄǢ (Rack) ȅǸϢȄȀ ϤǸȁȄǼ ǢǼȄ; 

¶ ǢʹǧȄȋǶǼ ǚǶȋǼ ȝ ǾǱȄǔǾ ȅ͛ȅǱǧȄǶ ǸǩȄȓ ǼȄǣȄ; 

¶ ǚȅˮǱ ȭǺȋǪȋǱ (Raised floor) ǸȄֱ ȅǵǤɝǺȋǵǼ ȅǨʖ ǞȑȄȋǵȄ; 

¶ ǚ͍ Ǡ ǾȆǱǽ ǸȄֱǼ ȅǺʠǰ ǶȅǼȁȄǼԚǸɝǢ ǸȄֱ Ȁ̠ȄǽȋǰǼ ϤǸ͛Ȅ ǢǼȄ; 

¶ ʙȋȓȄǩǵǺǱ ǾȆǱǽȆǢǼǰ ͛Ȅǵ ϤǸȁȄǼ; ǞǸǔ 

¶ ǳǼǩȄ, ǖ͛ȄȓȆ ȭǺȋǪ ǞǸǔ ǞǼ ǗȋǾǶȄȋǾǼ ǞǽȄǢȄȓ ǸȄ͏ ǸȄǴȄ ǸǩȄȓ ǼȄǣȄǑ 

ȅǵȋǧǼ ȅǧȋʔ ǞǢʨ ǾȆǱǽȆǢǼǰ ϤǸ͛Ȅ ȭǳǣȄȋǵȄ ȁǽǕ 

 

6.7. ǚȅˮǱ ȭǺȋǪ (Raised Access Floor (RAF)) 

ǚȅˮǱ ȭǺȋǪ ȮǸԋʅȅǱǢ ǞǸǔ ȀǔȋǢǱǸȄȁȆ ǱȄȋǼǼ ϤǸ͛ȄǶǵȄǼ ǩϢ ȀǸȋǧȋȓ ǢȄǻɝǢǼ ǞǸǔ ϤȓȀȄϡ ȀǺȄǴȄǵ ʙǳȄǵ ǢȋǼ, 

ǶȄǾȄǶȄȅǾ ǮȄǬȄ ȭȀ̀ȄǼ ӮȋǮȂ ǾȆǱǽ ǸȄǱȄȋȀǼ ȀǸɝȄȅǴǢ ȀǼǸǼȄȁ ȅǵȅ́Ǳ ǢȋǼǑ ǚȅˮǱ ȭǺȋǪ ǞǢʨ ǚˌǱǼ Signal 

Reference Ground (SRG) ȀǼǸǼȄȁ ǢȋǼ, ǻȄǼ ǺȄϡȋǺ ǚȋ̀Ϛ ȅʈǮ ǻȄȅ̆ǢǹȄȋǸ ȭǺȋǪǼ ȀȄȋǲ Ȁǔ֜ʱ ȁǻȂǑ ǚȅˮǱ 

ȭǺȋǪ ǗԎȅǵǢ Ǣȅ̩ǚǬȄǼ ȀǼ˙ȄǺͼȅǽǼ ǩϢ ǭȄ̃Ȅ ǸȄǱȄȋȀǼ ȀȋǸɝȄ˭Ǻ ȀǼǸǼȄȁ ǢȋǼ ǻȄ ȀȄǴȄǼǰǱ ȅǵǧ-ȭǲȋǢ-ǚǶȋǼǼ 

ȅǳȋǢ ǸȄֱ ʙǸȄȋȁǼ ǩϢ ȅǮǩȄǘǵ ǢǼȄ ȁǻȂǑ ǚǶǼβ, ǚȅˮǱ ȭǺȋǪ ȮǸԋʅȅǱǢ ǞǸǔ ȀǔȋǢǱ ǱȄǼ ϤǸ͛ȄǶǵȄǼ ǩϢ ǚǶ֜ʱ 

ǶȅǼȋǸǾ ʙǳȄǵ ǢȋǼǑ RAF ǞǼ ǩϢ ȭǺȋǪǼ ǬȄȅǽ ȅǵǸɝȄǧǵ ǢǼȄǼ ȀǺȓ ǞʨǼ ʙȋȓȄǩǵȆȓ ȀȋǸɝȄ̩ ȭǺȋǪǼ ǹȄǼǸȁǵ ʹǺǱȄ 

ȅǵǰɝȓ ǢǼȄ ͼξΖԛǰɝǑ ȅǵȋ̦ ǚȅˮǱ ȭǺȋǪǼ ǚˌǱȄ Ȁ̩ ȋǢɝ ֧ǶȄȅǼǾ ǢǼȄ ȁȋǽȄ: 

¶ ȝȘȘȘ ǸǤɝ ԝǬ Ƕǻɝ̇ ͛ȄǶǵȄ ---șȠ ǘȅ˗ RAF ǚˌǱȄ; ǞǸǔ 
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¶ ȝȘȘȘ ǸǤɝ ԝǬ ȭǸȅǾ ͛ȄǶǵȄ --- ȚȜ ǘȅ˗ RAF ǚˌǱȄǑ 

6.8. ǖȅʿ ȀǵȄʱǢǼǰ Ǡ ȅǵǸɝȄǶǵ ϤǸ͛Ȅ (Fire Detection and Suppression) 

ǞǢʨ ǮȄǬȄ ȭȀ̀ȄȋǼ ȮǸԋʅȅǱǢ ǢȄǼȋǰ ֩͊ ǗͼȋǵǼ ȅǸǾȄǽ ӱǓȅǢ ǲȄȋǢ, ǱȄǘ Ǘͼǵ ȀǵȄʱǢǼǰ ǞǸǔ ȅǵǸɝȄǶǵ ϤǸ͛Ȅ 

͛ȄǶǵ ǢǼȄ ǩȆǸǵ ǞǸǔ Ȁ̩ȅ˭ ֧ǼʹȄǼ ǩϢ ͼξΖԚǰɝ, ǶȄǾȄǶȄȅǾ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ΚǱ ǢǺɝ́ǺǱȄ Ԛǵξ˸ȄǼ ȅǵȅ́Ǳ ǢǼȄǼ 

ǩϢ ǩξȅǼǑ 

ǖȅʿ ȀǵȄʱǢǼǰ ǻ̆ʨ ǚȅˮǱ ȭǺȋǪ, ǶȄǾȄǶȄȅǾ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȀǺʈ ǹǸǵ ӮȋǮȂ ͛ȄǶǵ ǢǼȄ ǚȅǧǱǑ ȀǵȄʱǢȄǼǢ ȅȁȀȄȋǸ 

ǱȄǶ ǞǸǔ ȭǴсȓȄ ǚǹȓǘ ȀǵȄʱ ǢǼȋǱ ǶȄȋǼ ǞǺǵ ǻ ̆ǖ̇ ɝɦ֖ ǢǼȄ ǞǸǔ ǖȅʿ ȅǵǸɝȄǶǵ ϤǸ͛Ȅ, ͛ ȄǵȆǻȂ ȅǸǶǳ ǥ̀Ȅ ǞǸǔ 

͛ȄǵȆȓ ǸȄ ȭǢ̊Ȇȓ ǶǻɝȋǸ́ǰ ǢȋʹǼ Ȁȋˈ Ǘ̇ǕȀǔȋǻȄǤ ǲȄǢȄ ǳǼǢȄǼǑ ȀǵȄʱǢȄǼǢʨ ǗȀ̏ ȮǸԋʅȅǱǢ ǗͼȋǵǼ 

ʙȄǲȅǺǢ ȀǵȄʱǢǼǰ ȅǵȅ́Ǳ ǢǼȋǱ ǸȄֱ ʙǸȄȋȁǼ Ƕǲ ǖԑǻȄȓȆ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǢȋʹǼ ǨȄǳ Ǡ ǚȅˮǱ ȭǺȋǪǼ ȅǵȋǧ 

ǸȀȄȋǵȄ ǚȅǧǱǑ 

ǖȅʿ ȅǵǸɝȄǶȋǵǼ ǩϢ ȀȨ̏ȅǱǢ ǞǸǔ ʙ֜ȅʱǤǱǹȄȋǸ ǚ̏Ǳ ǺȄϡǺ ȁȋǽȄ ȅʴǵ Ǟȋǩ̀ ǖȅʿ ȅǵǸɝȄǶǵ ϤǸ͛Ȅ ǻȄ 

"ǾȆǱǽȆǢȄǼǢ ȅǵǺȅ˓Ǳ ǱǼǽ (Immersion Cooling Fluid)" ϤǸȁȄǼ ǢȋǼ, ǱȄǘ ǮȄǬȄ ȭȀ̀ȄǼͼȅǽȋǱ ǞͼȋǽȄ ϤǸȁȄǼ 

ǢǼȄǼ ǶǼȄǺǾɝ ȭǳǠȓȄ ȁȓǑ 

 

6.9. ǶȄȅǵǩȅǵǱ ʹȅǱ ȭǲȋǢ ֧ǼʹȄ (Water Damage Protection) 

ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǶȄȅǵǩȅǵǱ ʹȅǱ ςԎǺȄʔ ǖȅʿ ȅǵǸɝȄǶǢ ǩǽ ȭǲȋǢ ǵȓ, ǸǼǔ ǹȄˈȄ ǶȄȅǵǼ ǵǽ, ǖȅǱȅǼʱ ǗʖǱȄ ȭǲȋǢ 

ǩǺȄ ȁǠȓȄ ǶȄȅǵ, ǸϢȄ Ǡ ǹǸȋǵǼ ʹȅǱǼ ǢȄǼȋǰǠ ǥȋǬǑ ǱȄǘ ǶȄȅǵ ȅǨǬȄȋǵȄǼ ǻ̆ (sprinkler) ϤǸȁȄǼ ǞȑȄȋǵȄǘ 

ǸȄ˘ǵȆǻȂǑ ǩǽǩȅǵǱ ʹȅǱ ȭǲȋǢ ǼʹȄǢȄǼȆ ǻ̆ ͛ȄǶǵ ǢǼȄ ʙȋȓȄǩǵǑ Ǟȋʹȋʔ ȭǺȋǪȋǱ ȭǩȄǵ ȅǹȅ˭Ǣ ǗʖɝǱȄ ȭȀ̑Ǽ ǼȄǣȄ 

ȁȓ ǻȄ ǢȋʹǼ ǗʖǱȄ ȅǵǼȆʹǰ ǢȋǼ ǞǸǔ ǻǣǵ ǗʖǱȄ ȭǳǣȄ ȭǤȋǽ ǞǢʨ ȀǱǢɝ ǥ̀Ȅ ǸȄǩȄȓǑ ȅǵǼȄǶ˭Ȅ ǢǺɝǢǱɝȄȋǳǼ 

ȀǸɝǳȄ ǖǸǤǱ ǼȄǣȋǱ ǞǸǔ ʹȅǱ ȁȋǽ ʙȅǱȅʆȓȄ ȀǺȓ ǢǺȄȋǵȄǼ ǩϢ ǵǩǼǳȄȅǼ ǢʅȄȋǺǼȄ ϤǸȁȄǼ ǢǼȄ ǚȅǧǱǑ ȀȄǹɝȄȋǼǼ 

ȭǢȅǸȋǵǬ (Cabinet) ǞǸǔ ǢʹͼȋǽȄȋǱ Ǟǘ ֨  ̫ǚǶȄǳȄǵȀ֙ȁȋǢ ǞǺǵǹȄȋǸ ͛ȄǶǵ ǢǼȄǼ ֧ǶȄȅǼǾ ǢǼȄ ȁȓ ȭǻ, ǖ  ̼

ǶȅǼǺȄȋǰ ǶȄȅǵ ǩǺȄ ȁȋǽǠ ǞͼȋǽȄ ȭǻǵ ʹȅǱʈ ͚ǵȄ ȁȓǑ 

6.10. ǵǩǼǳȄǼȆ ϤǸ͛Ȅ (Surveillance Systems) 

Ǘͼǵ ǞǸǔ ǶȄȅǵ ȭǲȋǢ ֩ ͊ϗǺȅǢ ȭǢǸǽǺȄʔ ȅǵȅǳɝ͊ ȀǺȓ ǴȋǼ Ǳϟ ʙ֜ȅʱ ǖǸǢȄǭȄȋǺȄͼȅǽȋǢ ȅǸԚǽ ʹȅǱ ǢǼȄǼ ʹǺǱȄ 

ǼȄȋǣǑ ǱȄǘ ȀǸɝǳȄ ȀȄǹɝȄȋǼǼ ȭǢȅǸȋǵǬͼȅǽ (Cabinet), Ǣȅ̩ǚǬȄǼ Ǣ  ́ǞǸǔ ȀҪǰɝ ǹǸȋǵǼ ǚǶǼ ǵǩǼǳȄȅǼ ǢǼȄ 

ͼξΖԛǰɝ, ǻȄȋǱ ʹȓʹȅǱǼ ȁȋǽ ΚǱ ϤǸ͛Ȅ ȭǵȓȄ ǻȄȓǑ ϖȓǔȅʆȓ ǗǘȅǶ (IP) ȅǹȅ˭Ǣ ǖǸȋǽȄȅȁǱ (Infrared) Ǽȅ֜ͅʱ 

֙ǣȄȓǸǢ ȅǧȅͥǱ ǢǼȋǱ ȀʹǺ ǢʅȄȋǺǼȄǼ ȀȄȁȄȋϦ ǵǩǼǳȄȅǼ Ƕ˸ȅǱ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǩϢ ֧ǶȄȅǼǾ ǢǼȄ ȁȓ ǻȄ Ǟǘ ǴǼȋǰǼ 

ǢȄȋǩǼ ǚȋǶȄȋǻȄǤȆ; Ǟʨ ȭǩȄǵ ǖԑǻȄȓȆ ǱȄǶǺȄʔȄ, ǗʖɝǱȄ, ȅǸԋʅִ ȀǼǸǼȄȁ, ȅǾȅǾǼ ȅǸҍ ǞǸǔ ȭǴсȓȄ ȅǸǢȄȋǾǼ ǺȋǱȄ ǮȄǬȄ 

ȭȀ̀ȄȋǼǼ ǶǼȄȅǺȅǱͼȅǽȋǱ ǵǩǼ ǼȄȋǣ ǞǸǔ ǞǢǘ ȀǺȋȓ ϖǻȂǔȅʆȓǹȄȋǸ ʙȅǱȋǼȄȋǴǼ ǢȄǩ ςξ ǢǼȋǱ ǶȄȋǼ (ȭǻǺǵ 

ǱȄǶǺȄʔȄǼ ȀȆǺȄǼ ǺȄǵ ǖȅǱʆǺ ǢǼȄǼ ȀǺȓ ǶȄǣȄǼ ǤȅǱ ǸȄȑȄȋǵȄ) ǸȄ ȀǱǢɝ ǸȄǱɝȄ ǶȄǭȄȋǱ ǶȄȋǼǑ 
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6.11. ǗȋǽȄǢȀ˓Ȅ (Lighting ) 

¶ LED ȅȀȅǽǔ ǽȄǘǬ ͛ȄǶǵ ǢǼȋǱ ȁȋǸ ǻȄ ȭǺȋǪ ȭǲȋǢ Ƞȝ ȭȀ.ȅǺ. ǚǶȋǼ ǞǸǔ ǞǼ ǳȆǶǵ ʹǺǱȄ ȁȋǸ țȘȘ ǽȄʺ 

(LUX); 

¶ ǻǲȄǻǲ ȀǔϚȄǼ ǽȄǘǬ ǘǚ.ȅǶ.ǞȀ (UPS) ΜȄǼȄ ǞǸǔ ǸȄȅǢͼȋǽȄ LDB ΜȄǼȄ ȅǸԋʅִ ȀǼǸǼȄȁ ǢǼȄ ȁȋǸ; 

¶ ǗȋǽȄǢȀ˓Ȅ ϤǸ͛Ȅ ȀȄǴȄǼǰ ǞǸǔ ǩξȅǼ Ƕ˸ȅǱ ȅǺȋǽ ǤʪǱǑ ȅǸԋʅִ ȀǼǸǼȄȁ ǻǣǵ ǾȅʱǾȄǽȆ ǲȄȋǢ Ǳǣǵ 

ȀȄǴȄǼǰ ǗȋǽȄʨ "ǧȄ֟" ǲȄǢȋǸǑ ȅǢӫ ǩξȅǼ ǗȋǽȄ ȅǸǢ̼ ϤȄǬȄȅǼȀȁ ȀǼǸǼȄȁ ǢǼȄ ǚȅǧǱ; 

¶ ǮȄǬȄ ȭȀ̀ȄǼ ǞǽȄǢȄȓ ϖȄǹȄȅǸǢ ǗȋǽȄ ǞǸǔ ǢȋȓǢʨ ǩξǼȆ ǗȋǽȄ ȀǼǸǼȄȁ ǢǼȄ ǚȅǧǱ; 

¶ ǗȋǽȄǢȀ˓Ȅ ͛ȄǶǱʅ, ǢȄǻɝǢǼȆǱȄ ǞǸǔ ǵȄ̋ȅǵǢǱȄǼ ʙȋȓȄǩǵ ǖԑȀȄȋǼ ȅǵǸɝȄǧǵ ǢǼȄ ǚȅǧǱ; ǞǸǔ 

¶ TIA -942 ǺȄǵǳ˦ ǖԑȀǼǰ ǢȋǼ ȀǺ͚ ǗȋǽȄǢȀ˓Ȅ ͛ȄǶǵ ǢǼȋǱ ȁȋǸǑ 

 

6.12. ȮǸԋʅȅǱǢ ǢȄȋǩǼ ȅǵȋǳɝȅǾǢȄ (Electrical Work Guidelines) 

 

6.12.1. ȮǸԋʅȅǱǢ ǱȄǼ (Electrical Cabling) - ȅǸϠǺȄǵ ǞǸǔ ʙ͚ȄȅǸǱ ǚǶȄǳȄȋǵǼ ȮǸԋʅȅǱǢ 

ʙȋȓȄǩǵȆȓǱȄǼ ȭǧȋȓ ǖȅǴǢ ʹǺǱȄǼ ǖȅʿ ʙȅǱȋǼȄǴȆ ǱȄǼ ϤǸȁȄǼ ǢǼȄ ǹȄȋǽȄǑ ǮȄǬȄ ȭȀ̀ȄǼ Ȁ̧ȀȄǼȋǰǼ ǩϢ 

ǻǲȄǻǲ ǖǸ͛Ȅȋǵ ǖȅǱȅǼʱ ǶȄǠȓȄǼ Ƕȋȓ̀ ͛ȄǶǵ ǢǼȄ ʙȋǻȂȄǩǵǑ 

 

6.12.2. ǱȄȋǼǼ ͼˏȄȓǰ (Bunching of Wires) - ǱȅȑִǸȄȁȆ Ǹȅȁ֙ɝǣȆ Ǡ ȅǷǼȅǱ ǱȄǼ ǻȄȋǱ ǞǢǘ ǗǸǼǢ 

ǵȋǽ (conduit) ǬȄǵȄ ȁȓ, ȭȀǹȄȋǸ ǗǸ˸ ǢǼȄ ǚȅǧǱǑ ԋʨ ȅǹ̏ ǚִȋȀǼ ȭǲȋǢ ǚ˺ȇǱ ǱȄǼ ǞǢǘ ǗǸǼǢ ǵȋǽǼ 

(conduit) Ǻȋϡ ǧȄǽȄȋǵȄ ǚȅǧǱ ǵȓǑ 

6.12.3. ǶȅǼǸȄȁȆ Ȁȅ̏ȋǸǾǵ (Drawing of Conductors) - Ǟ֟ȅǺȅǵȓȄǺ ǸȄ ǱȄǺȄǼ ǶȅǼǸȄȁȆ ǱȄǼ ǞǢǘ 

ǗǸǼǢ ǵȋǽǼ (conduit) Ǻȋϡ ǧȄǽȄȋǵȄǼ ȀǺȓ ȭǣȓȄǽ ǼȄǣȋǱ ȁȋǸ ǻȄȋǱ ǥǿȄ ǵȄ ǣȄȓ ǸȄ ȭǢȋǬ ǵȄ ǻȄȓ, ǢȄǼǰ 

ǹȅǸϫȋǱ ǞȋǱ ǱȄǼ ȅФȋȑ ȭǻȋǱ ǶȄȋǼǑ 

6.12.4. ȀǔȋǻȄǤ (Joints) - ȀǺ͚ Ȁǔ֜ȅʱ ςԎǺȄʔ ʙǴȄǵ ֧ǘǧ, Ǹ̀ǵ ȭǸȄǮɝ, ȀȋǢǬ ǗǚǬȋǽǬ, ǗȋǽȄǼ 

ǗǚǬȋǽǬ ǞǸǔ ֧ǘǧ ǸȄȋʺ ȮǱȅǼ ǢǼȋǱ ȁȋǸǑ ȭǢȄȋǵȄ ǱȄȋǼǼ Ȁǔ֜ȅʱ ǗǸǼǢ ǵǽ (conduit) ǞǸǔ ǩǔǾǵ 

ǸȄȋʺǼ ȅǹǱȋǼ ǢǼȄ ǚȅǧǱ ǵȓǑ ǶȅǼǸȄȁȆ ǱȄǼ ǗǚǬȋǽǬ ȭǲȋǢ ǗǚǬȋǽȋǬ ǖȅǸȋˏ˶ ȁǠȓȄ ʙȋȓȄǩǵǑ 

6.12.5. ʙǴȄǵ Ǡ ǚǶʙǴȄǵ ǱȄǼ (Mains and Sub-Mains) -ʙǴȄǵ Ǡ ǚǶʙǴȄǵ ǱȄǼ ǚ  ̩ʹǺǱȄ֜ʱ ǞǸǔ 

ǖԑȋǺȄȅǳǱ ȁǠǻȂȄ ǚȅǧǱǑ ʙȅǱʨ ʙǴȄǵ ǞǸǔ ǚǶʙǴȄǵ ǱȄǼ ǶǻɝȄ̔ ǗǢȄȋǼǼ ȅǵǩϖ ǗǸǼǢ ǵȋǽǼ (conduit) 

Ǻϡ ȅǳȋȓ ǬȄǵȋǱ ȁȋǸǑ ʙǴȄǵ Ǡ ǚǶʙǴȄǵ ǱȄǼ Ȁȁȋǩ ǬȄǵȄǼ ǩϢ ֧ȅǸǴȄǺǱ ͛Ȅȋǵ ǶǻɝȄ̔ ǗǢȄȋǼǼ ʑ ǸȄʺ 

ȀǼǸǼȄȁ ǢǼȋǱ ȁȋǸǑ ֗ȅǺ ȀǔȋǻȄȋǤǼ ǩϢ ȀʪǢ ȭǼʨǔ ǞǼ ǱȄǼ ϤǸȁȄǼ ǢǼȋǱ ȁȋǸǑ ʙǴȄǵ Ǡ ǚǶʙǴȄǵ ǱȄȋǼǼ 

ǶȄǾ ȅǳȋȓ ֗ȅǺ ȀǔȋǻȄǤ ǱȄǼ ǬȄǵȋǱ ȁȋǸǑ 

6.12.6. ǶȅǼǸȄȁȆǼ ǼȋǦǼ ȭǢȄȅǮǔ (Color Code of the Conductors) - ԚȋǼȄ ǱȄȋǼǼ ȀǔȋǻȄȋǤ ǼȋǦǼ 

ȭǢȄǮ ǸǩȄȓ ǼȄǣȋǱ ȁȋǸ; ȅǱǵ ȭǷȋǩǼ ǩϢ ǽȄǽ, ȁ֟ǳ, ǵȆǽ ǞǸǔ Ǹ̎ ȅǵǼȋǶ́ ǸǱɝǵȆǼ ǩϢ ǢȄȋǽȄ Ǡ ֗ȅǺ 

ȀǔȋǻȄȋǤǼ ǩϢ Ȁ֓ǩ ǼǦ ϤǸȁȄǼ ǸȄ˗ǵȆȓǑ 

6.12.7. ǱȄǼǸȄȁȆ ǗǸǼǢ ǵȋǽǼ ͛ȄǶǵ (Fixing of the Conduits) ƙ ǱȄǼǸȄȁȆ ǗǸǼǢ ǵȋǽǼ ȀǔȋǻȄǤ 

ǸȄʺ ǖǸϩǘ ǻǲȄ͛Ȅȋǵ ȁȋǸ ǞǸǔ Ǿ  ɦǢȋǼ ǗǬǢȄȋǵȄ ǲȄǢȋǸǑ ǵǽ ͼȋǽȄ ǞǺǵ ǹȄȋǸ ǼȄǣȋǱ ȁȋǸ ǻȄȋǱ Ȁȁȋǩǘ 

ǱȄǼ ǽȄǤȄȋǵȄ ǻȄȓǑ ǖԑȋǺȄȅǳǱ ǗǢȄǼ-ǗӜȅǱǼ ȀǔȋǻȄǤ ǸȄʺ ǶǻɝȄ̔ ǶȅǼǺȄȋǵ ǲȄǢȋǱ ȁȋǸǑ ȀǢǽ ǱȄǼǸȄȁȆ 

ǗǸǼǢ ǵǽ ǸȄ͏ Ǡ ǤǼǺ ǶȄȅǵǼ ǵǽ ȭǲȋǢ ԌȋǼ ͛ȄǶǵ ǢǼȋǱ ȁȋǸǑ ǱȄǼǸȄȁȆ ǗǸǼǢ ǵǽ, ȀǔȋǻȄǤ ǸȄʺ, Ǹȅȁ֙ɝǣȆ 

ǸȄʺ ǞǸǔ ֧ʅǘǧ ǸȄʺ ǸȀȄȋǵȄ ȭǾǿ ȁǸȄǼ ǶǼ ǞǼ ǯȄǢǵȄ ǹȄȋǽȄǹȄȋǸ Ǹ ̎ǢȋǼ ȅǳȋǱ ȁȋǸ ǻȄȋǱ ǶȄȅǵ, ԎǽȄǸȄȅǽ, 

ȭǶȄǢȄǺȄǢȑ ǸȄ ǖϢ ǸȄǘȋǼǼ Ǹϊ ʙȋǸǾ ǢǼȋǱ ǵȄ ǶȄȋǼǑ ǱȄǼǸȄȁȆ ǵǽ ͼȋǽȄ ֧ ͌Ǡ ȀǔǤʪǱ Ƕ˸ȅǱȋǱ ͛ȄǶǵ 

ǢǼȋǱ ȁȋǸ ǻȄȋǱ ǱȄ ǖϢȄϢ ǶȅǼȋǿǸȄǼ ǽȄǘǵ ǸȄ ǵȋǽǼ ʙǸȄȋȁ ȅǸ˂ ǵȄ ǥǬȄȓǑ 
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6.12.8. ֧ǼʹȄ (Protection) - ǶȅǼǸȄȁȆǼ Ǻȋϡ ǸȄ͏ ǸȄ ȅǾȅǾǼ ǻȄȋǱ ǩǺȄ ǵȄ ȁȓ ǱȄǘ ǱȄǼǸȄȁȆ ǵȋǽ ǸȄֲ 

ǧǽȄǧȋǽǼ ϤǸ͛Ȅ ǲȄǢȋǱ ȁȋǸǑ ȀǺ͚ ȀǔȋǻȄǤ ǖǸϩǘ ǚǶ֜ʱ ʖϤȄȅǳ ΜȄǼȄ ǶȄȅǵȋǼȄǴȆ ǢǼȋǱ ȁȋǸǑ 

6.12.9. ֧ǘǧ Ǡ ȀǔȋǻȄǤ ǸȄʺ (Switch Outlet Boxes and Junction Boxes) - ȀǸ ǸȄʺ ǸȄǔǽȄȋǳȋǾǼ 

ǧǽȅǱ ǺȄǵǳ˦ ǖԑǻȄȓȆ ȁȋǸǑ ǗˏȄǳǵ ǹȄǽ ǺȄȋǵǼ ȁȋǱ ȁȋǸ, ǻȄ ǻȄȅ̆ǢǹȄȋǸ ǾȅʱǾȄǽȆ ǞǸǔ ǖȅʿȋǼȄǴǢǑ 

ʙȋǻȂȄǩǵ ǖԑȀȄȋǼ ֧ǘǧͼȅǽǼ ǗˏȄǳǵ ʪǢ ǢǼȄǼ ֧ȅǸǴȄ ǲȄǢȋǱ ȁȋǸǑ ֗ȅǺ ȀǔȋǻȄȋǤǼ ǩϢ ǸȄȋʺǼ Ǻȋϡ ȀǔȋǻȄǤ 

ʙǳȄǵ ǢǼȋǱ ȁȋǸǑ 

6.12.10. ǶȅǼǳǾɝǵ ǸȄʺ (Inspection Boxes) - ǸȄǘȋǼ Ǡ ȅǹǱȋǼ Ǻ֩ǵ ǱǽȋǳǾ֜ʱ ǺȅǼǧȄȋǼȄǴȆ ǸȄʺͼȋǽȄ 

ȅǵȓȅǺǱ ǶȅǼǳǾɝǵ ǞǸǔ ʙȋȓȄǩȋǵ ǱȄȋǼǼ ǖǶȀȄǼǰ Ǡ ʙȅǱ͛ȄǶǵ ȀȁǩǱǼ ǢȋǼǑ 

6.12.11. ֗ȅǺ ȀǔȋǻȄǤǢȄǼȆ ǱȄǼ (Earthing) - ǮȄǬȄ ȭȀ̀ȄǼ ǩϢ TIA -942 ȭǬȅǽȋǻȄǤȄȋǻȄǤ ǖǸǢȄǭȄȋǺȄ 

ǺȄǵǳ˦ ΜȄǼȄ Ȁǔ˕ȄȅȓǱ ǞǼ ȀǼ˙ȄǺͼȅǽǼ ǺȄǵ ǻǲȄǻǲ ͛ȄǵȄȋˆǼ ȅǹȅ˭ȋǱ, ȀȄǴȄǼǰǱ ȭǵǬǠǻȂȄǢɝ ʈȄǚȅ̃ǔ ǸȄ ǮȄǬȄ 

ȭȀ̀ȄȋǼǼ ʈȄǚȅ̃ǔ ǖǸǢȄǭȄȋǺȄ ȅȁȀȄȋǸ ǱȄǺȄǼ ǷǽǢ ǞǸǔ ǷȄǽȄ ȅǳȋȓ ֗ȅǺǼ ȀȄȋǲ ֜ʱ ǲȄǢȄ ǚȅǧǱǑ ǞǢǢ ͛Ȅȋǵ 

ǞǢȋʔ Ȁǔ֜ʱ ȀǺ͚ ֗ȅǺ ȀǔȋǻȄǤ ǱȄȋǼǼ ȭǼȄȋǴǼ ȭǻȄǤǷǽ ǖǸϩǘ ș ǠȁǺ (Ohm) ȭǲȋǢǠ ǢǺ ǲȄǢȋǱ ȁȋǸǑ 

 

6.13. ǘԋǼ ǞǸǔ ǞǼ ȅǸǱȄǼǰ ϤǸ͛Ȅ (Rodent and Repellent System (RRS)) ƙ ʠǸǰȄǱȆǱ Ǿȋ̞Ǽ ǘԋǼ 

ȅǸǱȄǼǰ ϤǸ͛Ȅ ǮȄǬȄ ȭȀ̀ȄȋǼ ͛ȄǶǵ ǢǼȄ ǸȄ˘ǵȆȓǑ 

6.14. ǶȅǼȋǸǾ Ǡ ǖǸǢȄǭȄȋǺȄ ϤǸ͛ȄǶǵȄ (Environment and Infrastructure Management Tools) - 

ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǶȅǼȋǸǾ Ǡ ǖǸǢȄǭȄȋǺȄ ϤǸ͛ȄǶǵȄǼ ǩϢ ȀǷǬǠȓȄǼ ȀǼ˙ȄǺ ϤǸȁȄǼ ǢǼȄ ǚȅǧǱǑ 

 

7. ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȅǸϢȄȀ (Data Center Layout) 

ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǵǢǾȄ ʙϊǱ ǢǼȄǼ ȀǺȓ ǖǸϩǘ ǽʹʅ ǼȄǣȋǱ ȁȋǸ ȭǻǵ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȭǹǱȋǼ ʙӨǼ ǷсǢȄ ǩȄȓǤȄ ǲȄȋǢ, 

ǻȄȋǱ ǹȅǸϫȋǱ ǧȄȅȁǳȄ ǖԑȀȄȋǼ ǶǻɝȄ̔ ȀȄǹɝȄǼ ͛ȄǶǵ ǢǼȄǼ ǩϢ ǵԅǵ ǼȄǢ Ǡ ȭǢȅǸȋǵǬ ͛ȄǶǵ ǢǼȄ ǻȄȓǑ ǞǨȄȑȄ ǮȄǬȄ 

ȭȀ̀ȄȋǼǼ ǗȋǾǶȄȋǾ ǶǻɝȄ̔ ǣȄȅǽ ǩȄȓǤȄ ǼȄǣȋǱ ȁȋǸ ǻȄȋǱ ǹȅǸϫȋǱ Ȁȁȋǩǘ ǮȄǬȄ ȭȀ̀ȄȋǼǼ Ȁ̧ȀȄǼǰ ǢǼȄ Ȁνǹ ȁȓǑ  

TIA -942 ǞǼ ǞǢʨ Ǹȑ ǖǔǾ ͛ȄǶǵȄ Ȁ̩ ȅǢɝǱǑ Ǟǘ ǺȄǵǳ˦ ȅǵȅǳɝ͊ ǢȄǻɝǢǼȆ ǞǽȄǢȄǼ ֧ǶȄȅǼǾ ǢȋǼ ǻȄ ǺȄǵȀ̮Ǳ 

͚ǼȆ֗Ǳ ǱȄǼǢȄ ȭǬȄȋǶȄǽȅǩ (hierarchical star topology) ǵǢǾȄǼ ǚǶǼ ȅǹȅ˭ ǢȋǼ ȀǼ˙ȄȋǺǼ ǖǸ͛Ȅǵ ȅǵǴɝȄǼǰ 

ǢǼȋǱ ȀȁȄȓǱȄ ǢȋǼǑ Ǟǘ ǢȄǻɝǢǼȆ ǞǽȄǢȄ ȅǸȅǾ͊ ǞǢʨ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǵǢǾȄ ǞǼ ǹȅǸϫȋǱǼ Ȁ̧ȀȄǼȋǰ ȀȁȓǱȄ ǢȋǼ 

ǞǸǔ ǞǺǵ ǶȅǼȋǸǾ ȮǱȅǼ ǢȋǼ ȭǻǣȄȋǵ ǖʅȄȅ̘ȋǢǾǵ ǞǸǔ ȀȄǹɝȄǼͼȋǽȄȋǢ Ȁȁȋǩ ֜  ɦǢǼȄ ǻȄǻȂ ǞǸǔ ԑʅǵǱǺ ǮȄǚǵǬȄǘǺ 

ǞǸǔ ϤǱȋȓʅǼ Ǻȋϡ ǗǶȋʈǮ ǢǼȋǱ ȀʹǺǑ ȅǵȋǧǼ ȅǧȋʔ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȅǸϢȄȀ ȭǳǣȄȋǵȄ ȁǽ: 
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7.1. ǢȄǻɝǢǼȆ ǞǽȄǢȄ (Functional Areas) 

ǞǢʨ ǮȄǬȄ ȭȀ̀ȄȋǼ ȅǵȋ̦Ȅʱ ǢȄǻɝǢǼȆ ǞǽȄǢȄ ǲȄǢȄ ǗǸϩǢǕ 

ʙȋǸǾ Ǣ  ́(ǸȄȅȁʅǢ ȭǵǬǠǻȂȄǢɝ ǘ̀ȄǼȋǷȀ) (Entrance Room (External Network Interface)): Ǟʨ ǮȄǬȄ 

ȭȀ̀ȄȋǼ ȭǵǬǠȓȄȋǢɝǼ ʙȋǸǾ ǞǽȄǢȄ ǻȄ ǸȄǘȋǼǼ ȭǵǬǠȓȄȋǢɝǼ (ǘ̀ȄǼȋǵǬ ʙǳȄǵǢȄǼȆ) ǖȅǹǤǺȋǰǼ ǩϢ ȅǸȋǸȅǧǱ ȁȓ ǞǸǔ 

͚ȋǼǼ (Tier) ǚǶǼ ȅǵǹɝǼ ǢȋǼ ǞǢȄȅǴǢǹȄȋǸ Ȁǔ֜ʱ ǲȄǢȋǱ ǶȄȋǼǑ ȭǨȄǬ ȭǵǬǠȓȄȋǢɝǼ ȭʹȋʔ, ǸȄȅȁʅǢ ȭǵǬǠȓȄǢɝ 

ǘ̀ȄǼȋǷȀʨ ȀǼȄȀȅǼ ǖԑ֗ȅǺǢ ȅǸǱǼǰ ǞǽȄǢȄǼ (͛ ȄǵȆȓ ǶȅǼȋǸǾǢ) ȀȄȋǲ Ȁǔ֜ʱ ǲȄȋǢǑ 

֚ǽ ȅǸǱǼǵ ǞǽȄǢȄ (ʙǴȄǵ ǶȅǼȋǸǾǢ) (Main Distribution Area (Main Distributor) ): Ǟǘ ǞǽȄǢȄʨ ǮȄǬȄ 

ȭȀ̀ȄȋǼǼ ֚ǽ ǖǔǾȋǢ ʙȅǱȅǵȅǴΖ ǢȋǼ, Ǟǘ ǢȄǼȋǰ ςԎǺȄʔ Ǟǘ ǖ˗ȋǽ ǖȅǱȅǼʱ ȀǔȋǻȄǤ ǲȄȋǢ ǞǸǔ ǞǼ ǚǶȄǳȄǵͼȅǽ 

ǖǱʅ̇ ͼξΖԛǰɝǑ ϤȄǢȋǸȄȋǵ ȀǺ͚ ǱȋϟǼ ǶȅǼǸȁǵ ǞǣȄȋǵ ȅǵȓȅ̆Ǳ ȁǻȂ, Ǟǘ ǢȄǼȋǰ ȭǵǬǠȓȄǢɝʨǼ Ǟǘ ǖǔǾʨ ֚ǽ 

ȅǸϢȄȀ (Core Layer)  ȅȁȀȄȋǸ ǶȅǼȅǧǱǑ ǻȄǘȋȁȄǢ, ȀǺȅ͊ ͚Ǽ (ǸȄ ȅǸǱǼǰ ͚Ǽ), ǻȄǼ Ǹ̀ǵ ֧ʅǘȋǧǼ ȀǺȅ͊ ǞǸǔ 

ǖ̇͛ȋǽǼ ʙȋǸǾ ȅǸϢȄȀ ǻȄ Ǳϟ ǶȅǼǸȁǵ ǢȋǼ, Ǟ ͛Ȅȋǵ ǖǸȅ͛ǱǑ 

ǖԑ֗ȅǺǢ ȅǸǱǼǰ ǞǽȄǢȄ (͛ ȄǵȆȓ ǶȅǼȋǸǾǢ) (Horizontal Distribution Area (Zone Distributor) ): 

ϤȄǢȋǸȄǵ ǞǸǔ ǖԑ֗ȅǺǢ ǢʅȄǸȋǽǼ Ǻȋϡ Ǟǘ "ǘ̀ȄǼȋǷȀ" Ǟ, ǖʅȄȋʺȋȀǼ ǮȄǬȄ ʏʅȄȅǷǢ ǬȄȅǺɝǵȄǽ ȅǮǹȄǘȀͼȋǽȄǼ ȀȄȋǲ 

ǮȄǬȄ ǗǳȄǵʙǳȄǵ ȅǵȓ̆ ǰ ǢȋǼǑ ȭǵǬǠȓȄȋǢɝǼ Ǟǘ ǞǽȄǢȄʨ ǖȅǹǤǺǵ ͚Ǽ (Access Layer)  ȅȁȀȄȋǸ ǶȅǼȅǧǱǑ 

Ǘ˗ȅǽǢ ȅǸǱǼǵ ǞǽȄǢȄ (͛ ȄǵȆȓ ȅǸǱǼǰ Ƕȋȓ̀) (Zone Distribution Area (Local Distribution Point)): 

Ǟʨ ȀǼ˙ȄǺ ȅǸǱǼǰ ǞǽȄǢȄȓ "ǺϡǸǱͫ Ǹ̀ǵ" ǢȋǼ, ǻȄ ͛ȄǵȆȓǹȄȋǸ ϤǸϘǱ ȁȓ ǞǸǔ ǚȅˮǱ ȭǺȋǪȋǱ ǼȄǣȄ ȁȓǑ 

ԋǼȄǽȄǶǵȆ ǢʹǕ ǞǣȄȋǵ ǖǹʅ̇ǼȆǰ ȭǵǬǠȓȄȋǢɝǼ ȀǔȋǻȄǤ ǖǸȅ͛Ǳ ǲȄȋǢǑ 

ǶȅǼǧȄǽǵȄ Ǣ ,́ ȀȁȄȓǢ Ǣ  ́ǞǸǔ ǗȅǶȀ ȁǽ ǮȄǬȄ ȭȀ̀ȄȋǼ ȅǵ֜ʱ ǢǺͫȋǳǼ Ǣ Ǒ́ 
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7.2. ǢȋʹǼ ǴȄǼǰȄ (Room Concept) 

ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȅǸϢȄȀ ǖԑǻȄȓȆ ȅǸȅǹ̏ ǢȋʹǼ ǴȄǼǰȄ Ǥȋȑ ǚȋǭȋǨǑ ʙǲȄǤǱ ǢȋʹǼ ǺȄȋǪ Ǣ  ́(Room in Room) 

ǴȄǼǰȄǼ ȀȄȋǲ ǗǽȄǳȄ ʙ֜ȅʱ Ǡ Ǳϟ ʙ֜ȅʱ ȅǵǼȄǶ˭Ȅ Ǣ  ́ǲȄȋǢ ȭǻǣȄȋǵ ǚȅˮǱ ȭǺȋǪǼ ǚǶǼ ȭǻȋǢȄȋǵȄ ȀǔϚǢ Ǡ 

ǴǼȋǰǼ ȀȄǹɝȄǼ Ǽ ʅȄǢ ǞǸǔ ȭǵǬǠȓȄǢɝ ǸȄʺ, ʙȋȓȄǩȋǵ ӱǽ̇ ǨȄǳ, ʙǱʅʹ Ǡ ǶȋǼȄ ́ǖȅʿ ֧ǼʹȄ ϤǸ͛Ȅ ǞǸǔ ǾȆǱǽȆǢǼǰ 

֧ȅǸǴȄ ǲȄǢȋǱ ǶȄȋǼǑ 

8. Ǳϟ ʙ֜ȅʱ ǖǸǢȄǭȄȋǺȄ (Information Technology (IT) Infrastructure)  

 

8.1. ǢʅȄǸȅǽǔ ϤǸ͛Ȅ (Cabling System) 

ǮȄǬȄ ȭȀ̀ȄȋǼ Ǳϟ ʙ֜ȅʱ ȀǔʆȄ̇ ǖʅȄȅ̘ȋǢǾǵͼȋǽȄȋǢ ȀǸɝǳȄ ϤǸȁȄȋǼȄǶȋǻȄǤȆ ǼȄǣȄǼ ǩϢ ȭǻȄǤȄȋǻȄȋǤ ȀʹǺ ǢʅȄǸȅǽǔ 

ϤǸ͛Ȅ ǖǶȅǼȁȄǻɝǑ ǞǢʨ ǚ -̩ǢǺɝ́ǺǱȄ Ȁ̩̏ ǢʅȄǸȅǽǔ ȅȀȋ͗Ǻ ǨȄǮȂȄ, ȀȄǹɝȄǼ, ֧ǘǧ, ǼȄǚǬȄǼ, ȭ͗ȄȋǼǩ ȅǮǹȄǘȀ ǞǸǔ 

ǖϢȄϢ ȀǼ˙ȄǺ ǞȋǢ ǖǶȋǼǼ ȀȄȋǲ ȭǻȄǤȄȋǻȄǤ ǞǸǔ Ǳϟ ȅǸȅǵǺȓ, ʙȅʆȓȄǢǼǰ ǞǸǔ ȀǔǼʹǰ ǢǼȋǱ ǶȄǼȋǸ ǵȄǑ ǮȄǬȄ 

ȭȀ̀ȄǼͼȅǽǼ ǩϢ ǢʅȄǸȅǽǔ ǞǼ ǗԎȅǵǢ ǾǱɝȄȅǳ ȅǵ̦οǶ: 

¶ ǚ  ̩ǧʅȄȋǵǽ ǥǰˬ (High channel densities); 

¶ ǚˌǤȅǱǼ ʏȄ̑ȅǺǾǵ (High transmission speeds); 

¶ ǸȄǴȄ/ȅǸ˂ȁȆǵ  ȁȄǮɝǠϦȂȄǼ ǶȅǼǸǱɝǵ (Interruption-free hardware changes); 

¶ ǸȄֱǧǽȄǧǽ ϤǸ͛Ȅ (Ventilation aspects); ǞǸǔ 

¶ ʙȋȓȄǩǵȆȓ ȀǺǲɝǵ (Support)Ǒ 

ȀȄǸǴȄǵǱȄ, ԌǼǳǾͫ ǶȅǼǢ̼ǵȄ ǞǸǔ ֧ǤʪǱ ǢʅȄǸȅǽǔ ϤǸ͛Ȅ ǱȄǘ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǶȅǼǧȄǽǵȄǢȄǼȆȋǳǼ ǳȄȅȓΖͼȋǽȄǼ Ǻȋϡ 

ǚȋϨǣȋǻȄϛǑ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǢʅȄǸȅǽǔ ϤǸ͛Ȅ ǶȅǼǢ̼ǵȄ ǢǼȄǼ ȀǺȓ ȅǵ̦ȅǽȅǣǱ ȅǸǿȓͼȅǽ ȅǸȋǸǧǵȄ ǢǼȄ ǳǼǢȄǼ: 

¶ ȭǢȄȋǼ ǖȅǱȅǼʱ (Redundancy) ǢʅȄǸȅǽǔ ǖǵȄǸϩǢ; 

¶ ǹǸǵ Ǻȋϡ ǖȅǱȅǼʱ ȅǽˆ; 

¶ ȭǢȄȋǼǼ ϤȄ̃ǚǘǲ ֕ȅ˸; 

¶ ʙȄ̇ ȅǸҍȋǱ ϤȄ̃ǚǘǲ ֕ȅ˸; 

¶ ǹȋȓȀ ǠǹȄǼ ǗǘȅǶ (VoIP) Ȁ̧ȀȄǼȋǰǼ ǩϢ QoS ȅǵȓ̆ ǰ; 

¶ LAN  ǞǸǔ WAN Ǟ ȅǹȅǮǠ ȅ͖ȅǺǔ ǞǸǔ ȅǹȅǮǠ ȅǸǱǼȋǰǼ ǩϢ ȀҪǰɝ ȀǺǲɝǵ; 

¶ VLAN ǞǼ ǺȋϡǢȄǼ ȭǻȄǤȄȋǻȄȋǤ ǢȋǭȄǼ ǵȆȅǱǺȄǽȄ; ǞǸǔ 

¶ ǮȄǬȄ ȭȀ̀ȄǼ ȭǲȋǢ DR ȀȄǘȋǬ Ǳϟ ʙȅǱȅǽȅǶ (Replication) ǢǼȄǼ ϤǸ͛ȄǑ 

ȅǵȋǳɝǾǵȄ (Guideline) - ǸȄȅǰȅǩʅǢ ǹǸȋǵ ȭǬȅǽȋǻȄǤȄȋǻȄǤ ǢʅȄǸȅǽǔ ǺȄǵǳ˦ ǖԑǻȄȓȆ TIA -568-B.1, TIA -568-

B.2, TIA -568-B.3, TIA-569-B, TIA -606-B, ǸȄȅǰȅǩʅǢ ǹǸǵͼȋǽȄǼ ȭǬȅǽȋǻȄǤȄȋǻȄǤ ǖǸǢȄǭȄȋǺȄǼ ǩϢ 

ʙǾȄȀȅǵǢ ǺȄǵ TIA-606-A, ȭǬȅǽȋǻȄǤȄȋǻȄȋǤǼ ǩϢ ǸȄȅǰȅǩʅǢ ǹǸȋǵǼ ʈȄǚȅ̃ǔ ǞǸǔ Ǹȅ̃ǔ ǾǱɝ TIA -607 ǺȄǵ 

ǖԑǻȄǻȂȆ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǩϢ ǢȄǭȄȋǺȄǤǱ ǢʅȄǸȅǽǔ ȅȀȋ͗Ǻ (SCS) ȅǸȋǸǧǵȄ ǢǼȄ ǚȅǧǱǑ 

8.2. ȭǵǬǠȓȄǢɝ (Network) 

ǞǢʨ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȭǵǬǠȓȄǢɝ ʙȅǱ͌ȄǼ ǩϢ ȭǢȄȋǵȄ ǗǳǾɝ ȅǵȋǳɝȅǾǢȄ ȭǵǘǑ ǱȋǸ ʴȄǚǮ Ǣȅ̩ǚʨǔ, ǠȋȓǸ ȅǹȅ˭Ǣ 

ǖʅȄȅ̘ȋǢǾǵ ǞǸǔ ȅǵǼȄǶ˭Ȅ ȅǳǢ ȀȨ̏ȅǱǢ ʙǸǰǱȄ ȅǸȋǸǧǵȄ ǢȋǼ, ǞǢʨ ԜǲǢ ȭǵǬǠȓȄǢɝ ǺȋǮȋǽǼ ֧ǶȄȅǼǾ ǢǼȄ ȁȓǑ 

ǵȆȋǧǼ ȅǧȋʔ ʙ͚ȄȅǸǱ ȅǱǵ-͚Ǽ ȅǸȅǾ͊ ȭǵǬǠȓȄǢɝ ǺȋǮǽ ȭǳǣȄȓ: 
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ǚǶȋǼǼ ǺȋǮȋǽǼ ʙȅǱʨ ͚Ǽ ԜǲǢ ǷȄȓȄǼǠȓȄȋǽǼ ǺȄϡȋǺ ǗǽȄǳȄ ǢǼȄ ȁȓǑ ǢǺ ȅǵǹɝǼȋǻȄϛ ͚ȋǼ ǚˮȄȅǶǱ 

ȭǻȄǤȄȋǻȄǤͼȅǽ ςԎǺȄʔ ǶǼǸǱͫ ȅǵȋǧǼ ȋ͚Ǽ ʙȋǸǾ ǢǼȋǱ ǶȄȋǼ (ʙǲǺ ͚Ǽ ȀǸȋǧȋȓ ǢǺ ȅǵǹɝǼȋǻȄϛ ǞǸǔ ԇǱȆȓ ͚Ǽʨ 

ȀǸȋǧȋǻȂ ȅǵǹɝǼȋǻȄϛ)Ǒ ͚ǼͼȋǽȄǼ Ǻȋϡ ȅǸȅˏ̏ǱȄ ǞǸǔ ǷȄȓȄǼǠȓȄǽ ȀȆǺȄǸ˸ǱȄǼ ȀǺεȋȓ ȅǵ̦ ͚ȋǼ ȅǵǹɝǼȋǻȄϛǱȄǼ 

ʆǺǸǴɝǺȄǵ ͚Ǽ ǖԑǻȄȓȆ ǞǢǘ ȀǺȓ ǞǢʨ ǺȄʔ ͚ȋǼǼ ȀȄȋǲ ȭǻȄǤȄȋǻȄȋǤǼ ǖԑǺȅǱ ȭǳȓȄ ȁȓǑ ǺȋǮȋǽǼ ʙȅǱʨ ͚Ǽ ȅǵȅǳɝ͊ 

ȅǢӫ ǢȄǩ Ȁ̩̏ ǢȋǼ, ȭǻǺǵ ȀȄǹɝȄȋǼǼ ȭǽȄǮ ǹȄǼȀȄϥ, ȅ͛ȅǱ͛ȄǶǢǱȄ ǞǸǔ ֚ǽ ǚǶȄǳȄǵͼȅǽǼ ǚˌǱǼ ʙȄϣǱȄǑ 

8.2.1. ȭǵǬǠȓȄǢɝ ԜǲǢȆǢǼǰ (Network Segregation) 

ǠȋȓǸ, ǖʅȄȅ̘ȋǢǾǵ ǞǸǔ ǮȄǬȄ ȭǩȄǵ ț ʨ ԜǲǢ ͚ȋǼǼ Ǻȋϡ ȭȁȄ͗ ǢǼȄ ǚȅǧǱǑ Ǟǘ ǵǢǾȄʨ ǷȄȓȄǼǠȓȄǽ / ǼȄǚʨǔ 

ǻȋ̆Ǽ ΜȄǼȄ ͚ǼʨǼ Ǻȋϡ ǞǸǔ ǸȄǘȋǼ ȅǵȓ̆ ǰ ǸǩȄȓ ǼȄȋǣ ǞǸǔ ȭǢȄȋǵȄ ȀȄǹɝȄǼ ǞȋǢ ǖǶȋǼǼ ȀȄȋǲ ȭǻȄǤȄȋǻȄǤ ǢǼȋǱ 

ǶȄȋǼ ǱȄ ȅǵǴɝȄǼǵ ǢȋǼǑ 

¶ ʙǲǺ ͚Ǽ ƙ ǖȅǵǹɝǼȋǻȄϛ ͚Ǽ (Tier 1 ï Untrusted layer) 

ʙǲǺ ͚Ǽ (Tier 1) ǸȄǘȋǼǼ ȅǸȋσǼ (ȀȄǴȄǼǰ ǩǵȀȄǴȄǼȋǰǼ) ǢȄȋǨ ǠȋȓǸ ǶȅǼȋǿǸȄ ȀǼǸǼȄȁ ǢǼȋǱ ϤǸϘǱ 

ȁǻȂǑ ʙǲǺ ͚Ǽ (Tier 1) ǞǢʨ ǸȄȅȁʅǢ ǷȄȓȄǼǠȓȄȋǽǼ ǺȄϡȋǺ ȅǷ̵ȄǼ ǢǼȄ ȁȓ ǞǸǔ ǖϢȄϢ ͚ȋǼ ǶǼǸǱͫ 

ʏʅȄȅǷǢ ǞǢʨ ǖǹʅ̇ǼȆǰ ǷȄȓȄǼǠȓȄȋǽǼ ǺȄϡȋǺ ǶȄǭȄȋǵȄ ȁȓǑ ֧ǼʹȄ ǸȄȑȄȋǵȄǼ ǩϢ ʙǲǺ ͚ǼȋǢ (Tier 1) 

ȅǸȅǹ̏ ǖ ȋ̠ǽ ǹȄǤ ǢǼȄ ȁȓ (ǚǳȄȁǼǰ: ǠȋȓǸ ǶȅǼȋǿǸȄȀ֚ȁ ǞǸǔ ǘ̀ȄǼȋǵȋǬǼ ǺȄϡȋǺ ʙǳ˭ ǠȋȓǸ 

ǶȅǼȋǿǸȄȅǳȋǱ ʙȋǸȋǾǼ ǶȅǼȋǿǸȄ)Ǒ 

¶ ȅΜǱȆȓ ͚Ǽ ƙ ǖȅ̼ǵǹɝǼȋǻȄϛȋǻȄϛ ͚Ǽ (Tier 2 ï Semi-trusted layer) 

ȅΜǱȆȓ ͚Ǽ (Tier 2) ǚǶ͛ȄǶǵȄ (Presentation) ȀȄǹɝȄǼͼȋǽȄǼ ǮȄǬȄǼ ǩϢ ǖԑȋǼȄǴͼȅǽ ǶǻɝȄȋǽȄǧǵȄ ǢȋǼ ǞǸǔ 

ǮȄǬȄȋǸȀ ȀȄǹɝȄǼ ȭǲȋǢ Ǟǘ ǮȄǬȄʨ Ԛǵξ˸ȄǼ ǢȋǼǑ Ǟǘ ͚Ǽ ȭȀǘ ǮȄǬȄȓ ȅǸȅǹ̏ ʙȅʆȓȄǢǼǰ ǷȄǔǾǵ ʙȋȓȄǤ ǢȋǼ 

ǞǸǔ ǷǽȄǷǽͼȅǽȋǢ ʙǲǺ ͚ȋǼǼ (Tier 1)  ȅǮǹȄǘȋȀ ǶȄǭȄȓǑ ʙǲǺ ͚ȋǼ ȀǺ͚ ʙȅʆȓȄǢǼȋǰǼ ǖԑȋǼȄǴ 

(Processing Request) ȅΜǱȆȓ ͚ȋǼ (Tier 2) ȭǶȐǓǨȄȋǵȄǼ ǗȋǤ ǞǢʨ ǖǹʅ̇ǼȆǰ ǷȄȓȄǼǠȓȄȋǽǼ Ǻϡ ȅǳȋȓ 

ǻȄȋǸǑ ȅΜǱȆȓ ͚ȋǼ (Tier 2) ȀȄǹɝȄǼ ȭȁȄ͗ ǢǼȄǼ ǩϢ ȅǸȅǹ̏ ǖ˗ȋǽ ԜǲǢ ǢǼȄ ǻȄȓǑ 

¶ ԇǱȆȓ ͚Ǽ ƙ ȅǵǹɝǼȋǻȄϛ ͚Ǽ (Tier 3 ï Trusted layer) 
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ԇǱȆȓ ͚Ǽ (Tier 3) ǖʅȄȅ̘ȋǢǾǵ ǮȄǬȄ ȀǔǼʹǰ ǢȋǼǑ Ǟǘ ͚Ǽ ȭǵǬǠȓȄȋǢɝǼ ȀǸȋǧȋȓ ȅǵǼȄǶǳ ǞǸǔ 

ȭǻȐȅʱǢǹȄȋǸ (Logically) ȅǸȅˏ̏ ǞǽȄǢȄ ȭǻǣȄȋǵ Ǳϟ ȀǔǼʹǰǢȄǼȆ ǮȄǬȄȋǸȀ ȀȄǹɝȄǼ ȭȁȄ͗ ǢǼȄ ȁȓǑ Ǟǘ 

ȋ͚ǼǼ ǮȄǬȄ ȅǳΖȆȓ ͚ȋǼǼ ǚǶǼ ǖȅǵǹɝǼǾȆǽǑ ȅΜǱȆȓ ͚Ǽ (Tier 2) ȭǲȋǢ ԇǱȆȓ ͚Ǽ (Tier 3)ǞǼ ǖԑȋǼȄǴͼȅǽ 

ȭǶȐǓǨȄȋǵȄǼ ǗȋǤ ǖǹʅ̇ǼȆǰ ǷȄǻȂȄǼǠǻȂȄȋǽǼ Ǻϡ ȅǳȋȓ ȭǻȋǱ ȁȋǸǑ ԇǱȆȓ ͚Ǽ (Tier 3) ǖǹʅ̇ǼȆǰ ǞǸǔ ǸȄǘȋǼǼ 

ȀȄǹɝȄǼȋǢ ȭȁȄ͗ ǢǼȄǼ ǩϢ ǞǢȄȅǴǢ ǖ ȋ̠ǽ ԜǲǢ ǢǼȄ ȭǻȋǱ ǶȄȋǼǑ (ǚǳȄȁǼǰ: ǮȄǬȄȋǸȀ ȀȄǹɝȄǼ ȭǻͼȋǽȄ 

ǖϢȄϢ Ȁǔ͛ȄǼ ǖԑȋǼȄǴ ʈȁǰ ǢȋǼ ǞǸǔ ȭǻͼȋǽȄ ςԎǺȄʔ ǖǹʅ̇ǼȆǰ ϨȄǵ ȭǲȋǢ ǖԑȋǼȄǴ ʈȁǰ ǢȋǼ)Ǒ 

8.2.2. ȅǵȋǳɝȅǾǢȄ ʙǰȓȋǵǼ ǵȆȅǱǺȄǽȄ (Guiding principles) 

¶ ȅǵǼȄǶ˭Ȅ (Security) ƙ ǮȄǬȄ ȭȀ̀ȄǼ ȭǵǬǠȓȄǢɝ ͛ȄǶȋǱʅ (architecture) Ǳϟ ȭǤȄǶǵȆȓǱȄ 

(Confidentiality), ȀǱʅǱȄ (authenticity) ǞǸǔ ȅǸς˸ǱȄ (integrity) ȅǵȅ́Ǳ ǢǼȄ ǚȅǧǱǑ Ǳϟ ȅǸȅǵǺȓ 

ȅǵǹɝǼȋǻȄϛ ȁǠȓȄ ǚȅǧǱ ǻȄ ʙȅǱȅ͌Ǳ ȅǵǼȄǶ˭Ȅ ǵȆȅǱǼ ȀȄȋǲ Ȁ̍ȅǱԛǰɝ, ȭǻǣȄȋǵ ǱȋϟǼ ǖǵԑȋǺȄȅǳǱ ǖȅǴǢǼǰ 

(Access), ǶȅǼȋǿǸȄ ǖϖȆǢȄǼ ǞǸǔ ǘˏȄӜǱ / ǗǢȅ͢Ǣ ǶȅǼǸǱɝȋǵǼ ȅǸξȋ˸ ֧ǼʹȄ ȅǸϠǺȄǵǑ 

¶ ʙȄϣǱȄ (Availability)  ƙ ǚˌ ʙȄϣǱȄǼ ǩϢ ȭǵǬǠȓȄǢɝ ǚǶȄǳȄǵͼȅǽ ȅǵǹɝǼȋǻȄϛ ȁǠǻȂȄ ǚȅǧǱ ǞǸǔ ǞȋǱ 

ǶȅǼȋǿǸȄ ͚ȋǼ ӨȅʱǼ (SLA) ֧͊͟ ǚȋ̀ǣ ǲȄȋǢ ȅǢβ ȭǵǬǠȓȄȋǢɝǼ ͛ȄǶȋǱʅ (Architecture) ǖȅǱȅǼʱ 

ǚǶȄǳȄǵ ǲȄȋǢ  ǻȄȋǱ ȭǢȄȋǵȄ ϤǲɝǱȄǼ ǞǢǢ ȅǸҍ (Single Point of Failure) ǵȄ ǲȄȋǢǑ 

¶ ǢȄǻɝ́ǺǱȄ Ǡ Ȁ̧ȀȄǼǰȋǻȄϛǱȄ (Performance and Scalability) - ȭǵǬǠȓȄǢɝ ϤǸ͛Ȅȓ ʈȁǰȋǻȄϛ 

ʙȅǱȅʆȓȄ ǢǼȄǼ ȀǺȓ ǲȄǢȄ ǚȅǧǱ ǞǸǔ ǖǸǢȄǭȄȋǺȄʨȋǱ ǖȅǱȅǼʱ ϤȄ̃ǚǘǲ ǞǸǔ ȅǵǢǬ ǹȅǸϫȋǱ ǵԅǵ 

ϤǸȁȄǼǢȄǼȆǼ ȭȀǸȄ ȭǳǸȄǼ ǩϢ ȭǵǬǠȓȄǢɝʨ Ȁ̧ȀȄǼǰȋǻȄϛ ȁǠȓȄ ǚȅǧǱǑ 

¶ ǵǺǵȆȓǱȄ (Flexibility ) ƙ ȭǵǬǠȓȄǢɝ ϤǸ͛ȄǼ ǚǶȄǳȄǵͼȅǽ ǶȅǼǢȅ̼Ǳ ǣǼȋǧǼ Ǻȋϡ ǶȅǼǸȁǵ, ǶȅǼǸǱɝǵ, 

ǶȅǼǸǴɝǵ Ǡ ȀǔȋǻȄǩǵȋǻȄϛ ȁȋǸǑ 

 

8.3. ȀȄǹɝȄǼ (Servers) 

ȀȄǹɝȄǼ ȅǵǸɝȄǧǵ ǢǼȄǼ ǩϢ ȅ֧ǵȅǳɝ͊ ȭǢȄȋǵȄ ǺȄǵǳ˦ ȭǵǘǑ ǞǢʨ ȀȄǹɝȄȋǼǼ ʙ֜ȅʱǤǱ ȮǸȅǾ͊ʅ ȅǵǴɝȄǼǰ ǢǼȄ ȁȓ, ȀȄǴȄǼǰǱ 

ȀȄǹɝȄȋǼ ǧǽǺȄǵ ǖʅȄȅ̘ȋǢǾȋǵǼ ʙȅʆȓȄǢǼǰ ʹǺǱȄ (Processing Power), ʙȅǱȅʆȓȄǼ ȀǺȓ (Response Time), 

ȭǺǺȅǼ ʹǺǱȄ, ȁȄǮɝ ȅǮȋ͔Ǽ ʹǺǱȄ ǘǱʅȄȅǳ ȅǸǿȋȓǼ ǚǶǼ ȅǵǹɝǼ ǢȋǼǑ ǱȄǘ ǚǶ֜ʱ ǢǵȅǷǤȄȋǼǾȋǵ ȅǵǼȄǶǳ, 

ȅǵǹɝǼȋǻȄϛ, ǳ,́ Ȁ̧ȀȄǼǰȋǻȄϛ (Scalable) ǞǸǔ Ȁȁȋǩ ǼʹǰȄȋǸʹǰȋǻȄϛ ȀʪǢ ȀȄǹɝȄǼ ȅǵǸɝȄǧǵ ǢǼȄ ӝǸǘ ͼξΖԛǰɝǑ 

 

8.3.1. ֚ǽ ȅǸȋǸǧʅ ȅǸǿȓ (Key Considerations) 

ȀȄǹɝȄǼ ȭǸȋǨ ȭǵǠȓȄǼ ȭʹȋʔ ȅǵȋǧǼ ȅǸǿȓͼȋǽȄ ȅǸȋǸǧǵȄ ǚȅǧǱǕ 

¶ ǗǶǵȄǼ ʙǲǺ ȅǸȋǸǧʅ ȅǸǿȓ ȁǽ ȀȄǹɝȄȋǼǼ ǢȄǻɝǢȄȅǼǱȄǑ ͊͟Ǳǘ ǗǶȅǵ ǞǺǵ ȭǢȄȋǵȄ ȀȄǹɝȄǼ ȅǸȋǸǧǵȄ ǢǼȋǸǵ 

ǵȄ ǻȄ ǗǶǵȄǼ Ȁǔ͛ȄǼ ʙȋȓȄǩǵȆȓǱȄ ԛǼǰ ǢǼȋǱ ǶȄǼȋǸ ǵȄ; 

¶ ǗǶǵȄǼ ʙȅǱ͌ȄȋǵǼ ǩϢ ȀʪǢ ֚ȋϨ ǞǺǵ ȀȄǹɝȄǼ ȅǵǸɝȄǧǵ ǻȄȋǱ ǖʙȋȓȄǩǵȆȓ ȅǢӫǼ ǩϢ ǗǶȅǵ ǖǲɝ Ϥȓ 

ǢǼȋǸǵ ǵȄ; 

¶ ǗǶȅǵ ǗȋǤǘ ȅǧ̇Ȅ Ǣξǵ, ȀȄǹɝȄǼ ǹȄȑȄ (Rent) ȅǵȋǸǵ, ǵȄȅǢ ȅǢǵȋǸǵǑ ԋȅ́̇Ȅ ǞȑȄȋǵȄǼ ǩϢ ϖ̼ ȭǺȓȄȋǳ 

ȀȄǹɝȄǼ ǹȄȑȄ ǢǼȄ ǞǢʨ ȀʪǢ ȅȀ˸Ȅ̇ ȁȋǱ ǶȄȋǼ, ǱȋǸ Ǟǘ ȅȀ˸Ȅ̇ ǗǶǵȄǼ ǢȄǻɝ́ǺǱȄȋǢ Ǹȑǘ ȀȆȅǺǱ ǢȋǼ 

ȭǷǽȋǱ ǶȄȋǼǑ ʙȋȓȄǩǵ ȁȋǽ ǢȄǻɝǢȄȅǼǱȄ ȅǵȋȓ ǗȋǼǢǸȄǼ ȅǧ̇Ȅ Ǣξǵ; 

¶ ʙȋȓȄǩǵ ǖԑǻȄȓȆ ȁȄǮɝǠȓȄǼ ֓ȋǪ ȅǵǵǑ ǗǶȅǵ ǻȅǳ ȅǢǵȋǱ ǧȄǵ, ǱȋǸ ǗǶǵȄȋǢ ǖǸϩǘ ȅǵǩϖ ȀȄǹɝȄȋǼǼ ǩϢ 

ȅȁȀȄǸ ǢǼȋǱ ȁȋǸǑ ǗǶǵȄǼ ǸǱɝǺȄǵ ǖǸǢȄǭȄȋǺȄ ǗǶǵȄǼ ȀȄǹɝȄǼͼȅǽȋǢ ֧͌ȇǹȄȋǸ ǶȅǼǧȄǽǵȄ ǢǼȋǱ ȀʹǺ ȁȋǸ 

ȅǢǵȄ ǱȄ ȅǵǴɝȄǼȋǰǼ ǩϢ ǞǸǔ ȭȀǘ ǞǢǘ ǖǸǢȄǭȄȋǺȄ ʙȅǱ͌ȄȋǵǼ ʙ֕ȅ˸ȋǢ/Ȁ̧ ȀȄǼǵȋǢ ȀǺǲɝǵ ǢǼȋǱ ǶȄȋǼ 
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ȅǢǵȄ ǱȄ ȅǵǰɝȋȓǼ ǩϢ ǗǶȅǵ ǳȄȓǸ ˸ȁȋǸǵǑ Ǟǣǵ ǖȋǵǢ ϤǸȀȄȓ ȀȄǹɝȄǼ ǹȄӨɝȓȄǽȄǘȋǩǾǵ (VPS) ǞǸǔ 

ǖǱʅȄԎȅǵǢ ʴȄǚǮ-ȅǹȅ˭Ǣ ȀȄǹɝȄȋǼ ǧȄ֟ ȁȋˏ ǢȄǼǰ ȭȀͼȋǽȄ ǸȄȅȁʅǢ ȁȄǮɝǠȓȄȋǼǼ ǚǶǼ ȅǵǹɝǼǱȄ ǨȄȑȄǘ ǶǻɝȄ̔ 

ǢǺɝ́ǺǱȄ ȭǳǣȄȋǱ ȀʹǺ; 

¶ ǗǶǵȄǼ ȀȄǹɝȄȋǼ ʙȋȓȄǩǵ ȁȋǱ ǶȄȋǼ ǞǺǵ ȭǻ ȭǢȄȋǵȄ ǖȅǱȅǼʱ ȀǷǬǠȓʅȄǼ Ȁ̩ ȋǢɝ ȭǩȋǵ ȅǵǵǑ ȀǷǬǠȓʅȄǼ 

Ȁ̩ ȋǢɝ ʙǴȄǵ ȅǸȋǸǧʅ ȅǸǿȋȓǼ ǞǢʨ ȁǽ, ǗǶȅǵ ǚǘȋ̃Ȅǩ ǸȄ ȅǽǵȄʺ ǖǶȄȋǼʨǔ ȅȀȋ͗Ǻ ϤǸȁȄǼ ǢȋǼ ȀȄǹɝȄǼ 

ǧȄǽȄȋǱ ǧȄǵ ȅǢǵȄǑ ǖǱǞǸ, ʆȓ ǢǼȄǼ ǗȋǤ ǗǶǵȄǼ ʙȋȓȄǩǵȆȓ ȀǸȅǢӫ Ȁ̩ ȋǢɝ ȭǣсǩ ȅǵǵ ǞǸǔ ǗǶǵȄǼ 

ȭǺȄǬ ǣǼǧ ȅǵǰɝȓ ǢξǵǑ ȀȄǹɝȄǼ ϤǻȂǸϗǽ ȁȋǱ ȁȋǸ ǞǺǵ ǵȓ, ǱȋǸ ǗǶȅǵ ȭȀͼȋǽȄ ǢȆǹȄȋǸ ϤǸȁȄǼ ǢǼȋǨǵ ǱȄǼ 

ǚǶǼ ȅǵǹɝǼ ǢȋǼ ǣǼǧ ǖȋǵǢ ֕ȅ˸ ȭǶȋǱ ǶȄȋǼ; 

¶ ʙȅǱ͌ȄȋǵǼ ȀǢǽ ǵԅǵ ȁȄǮɝǠȓȄǼ ǞǸǔ ȀǷǬǠȓʅȄǼ ȅǸϠǺȄǵ ȀȄǹɝȄȋǼ Ȁǔ֜  ɦǢǼȄǼ ȅǸǿȋȓǠ ǹȄǸȋǱ ȁȋǸǑ 

ǗǶǵȄǼ ǻȅǳ ǘȅǱǺȋϡ ȭǢȄȋǵȄ ȀȄǹɝȄǼ ǸȄ ȭǵǬǠȓȄǢɝ ǲȄȋǢ, ǱȋǸ ǵԅǵ ȭǢȄȋǵȄ ʆȓ, ǖǸϩǘ ǘȅǱǺȋϡ ǻȄ ǗȋǨ 

ǱȄ Ȁ̧ȀȄǼȋǰǼ ǩϢ ǢǼȋǱ ȁȋǸ; 

¶ ȁȄǮɝǠȓȄǼ ǞǸǔ Ȁ̚ǠȓȄǼ ǚǹȓǘ ȅȁȀȄȋǸǼ ȀǺȓ, ǗǶȅǵ ǧǽǺȄǵ ϤǸ͛ȄǼ ǼʹǰȄȋǸʹȋǰǼ ȅȁȀȄǸǠ ȅǸȋǸǧǵȄ 

ǢξǵǑ ȭǢȄȋǵȄ ȀȄǹɝȄǼȋǢ ǢȄǻɝǢǼȆ ǼȄǣȋǱ, ǶȅǼǢȅǱ̼ ǮȄǚǵǬȄǘǺ Ȁȁ ǗǶǵȄǼ ʙȅǱ͌ȄȋǵǼ ǩϢ ȭǢȄȋǵȄ ȀȄǹɝȄǼʨ 

ȀʪǢ, ȭȀǬȄ ȅǸȋǸǧǵȄȓ ȅǵȋȓ ȅȀ˸Ȅ̇ ȭǵǠȓȄǼ ǞǢʨ ͼξΖԛǰɝ ǖǔǾ; 

¶ ʙǲǺǱǕ Ǳϟ ֧ǼʹȄǼ ǩϢ ǞǢʨ ʙȅǱ͌Ȅǵ ȀȄǹɝȄǼ ϤǸȁȄǼ ǢȋǼ Ǒ ǗǶȅǵ ǢȆ ֧ǼȅʹǱ ǼȄǣȋǱ ǧȄǵ ǞǸǔ ǗǶȅǵ 

ǢȆǹȄȋǸ Ǟʨ ǢǼȋǱ ǻȄȋˏǵ ǱȄ ȅǵȋȓ ǹȄǵ֓; 

¶ ȭǢȄȋǵȄ ȀȄǹɝȄȋǼǼ ǚǶ֜ʱǱȄ ȅǵǴɝȄǼǰ ǢǼȄǼ ȀǺȓ ǞǼ Ȁ̧ȀȄǼǰȋǻȄϛǱȄ (Scalability) ǖǱʅ̇ ͼξΖԛǰɝǑ 

ʙȅǱ͌ȄǵȋǢ ȀǸɝǳȄ Ȁ̧ȀȄǼǰȋǻȄϛ ȀȄǹɝȄǼ ȅǵǸɝȄǧǵ ǢǼȄ ǚȅǧǱ; ǞǸǔ 

¶ ǞǢʨ ȀȄǹɝȄǼ ȭǢǵȄǼ ȀǺȓ өǮȂȄ̇ ǞǸǔ Ȁ̭ǸǱ ȀǸȋǧȋȓ ͼξΖԛǰɝ ȅǸǿȓ ȁǽ, ȭȀǬȄ ǗǶǵȄǼ ϤǸȀȄǼ ǩϢ ȀȁȄȓǢ 

ǞǢʨ ȭȀǸȄǑ ȭǢȄȋǵȄ ȀȄǹɝȄǼ ȭǲȋǢ ȀǸɝȄȅǴǢ ȭȀǸȄ ȭǶȋǱ, ʙȅǱ͌ȄǵȋǢ ǺȄȋǪǺȄȋǪ ʙ֜ȅʱǤǱ ȀȁȄȓǱȄǼ ǚǶǼ 

ȅǵǹɝǼ ǢǼȋǱ ȁȋǱ ǶȄȋǼǑ ȅǸȅǹ̏ ȀȄǹɝȄǼ ȭǢȄ̩ȄȅǵǼ ȀȁȄȓǱȄ ȭȀǸȄ Ȁ̩ ȋǢɝ ȭȁȄȅ͗ǔ ȭǷȄǼȄȋǺ ʈȄȁǢȋǳǼ 

ȀǺȄȋǽȄǧǵȄͼȋǽȄ ȅǸ͚ȄȅǼǱ Ƕ֫ǵǑ Ǟʨ ȅȀ˸Ȅ̇ ȭǵǠȓȄǼ ʙȅʆȓȄȓ ǞǢʨ Ǹȑ ȀȁȄȓǢ ȁȋǱ ǶȄȋǼǑ 

 

8.4. Ǳϟ ȀǔǼʹǰ (Storage) 

ǞǢʨ Ǳϟ ȀǔǼʹǰȄǤȄǼ (Storage) ȅǵǸɝȄǧǵ ǢǼȄǼ ǩϢ ȭǢȄȋǵȄ ǗǳǾɝ ǺȄǵǳ˦ ȭǵǘǑ ǞǢʨ Ǳϟ ȀǔǼʹǰȄǤȄǼ 

(Storage) ȅǵǸɝȄǧǵ, ǞǢʨ ʙȅǱ͌ȄȋǵǼ ǱȋϟǼ ǗǢȄǼ Ǡ ʙ֕ȅ˸, ǱȋϟǼ ϤȄǢǗǶ (Backup) ǞǸǔ ȀǔǼʹȋǰǼ 

ʙȋȓȄǩǵȆȓǱȄǼ ǚǶǼ ȅǵǹɝǼ ǢȋǼǑ 

Ǳϟ ȀǔǼʹǰȄǤȄǼ (Storage) ǞǢʨ ǩʨǽ ȅǸǿȓǑ ȭǢȄȋǵȄ ʙȅǱ͌ȄȋǵǼ Ǳϟ ȀǔǼʹǰȄǤȄǼ (Storage) ȅǵǸɝȄǧǵ Ǣʪǵ, 

ǢȄǼǰ Ǟʨ ʙȄȓǾǘ ȀȋǸɝȄ˭Ǻ ǽȄǹ ǶȄǠȓȄǼ ǩϢ ȭǸǾȆ ǳȄȅǺ ǻ ̆(Equipment) ǖ̇ ɝɦ֖ ǢǼȄ ȁȓǑ ʙȅǱ͌ȄȋǵǼ ǖȅǴǢȄǔǾ 

ȅǵǸɝȄȁȆǘ Ǳϟ ȀǔǼʹǰ ǢǼȄǼ ʙȋȓȄǩǵȆȓǱȄ ǚǶǽȅ̟ ǢȋǼ, ǱȋǸ ǱȄǼȄ ǞǼ ǢǺɝ́ǺǱȄ, ǖȅǴǤϥǱȄ, ʙȄӨǻɝǱȄ 

(Redundancy) Ǡ ӱǓȅǢ ǤǰǵȄ, ȅǸǢ̼ǱȄ Ǡ ԋȋǻɝȄǤ ǶǼǸǱͫ Ԛǵξ˸ȄǼ Ȁ̩ ȋǢɝ ǢǺǘ ȅǸȋǸǧǵȄ ǢȋǼǑ ȭȀǩϢ Ǳϟ 

ʙ֜ȅʱǼ ǢȄǩȋǢ ǩʨǽ ǢȋǼ, ǢȄǼǰ ʙȅǱ͌ȄȋǵǼ ǾȆǿɝ ϤǸ͛ȄǶǢȋǳǼ ǢȄȋǨ ǖԍϩ Ǟ ϤǸ͛ȄǶǵȄǼ ǩϢ ȭǢǵ Ǹȑ ǸȄȋǩȋǬǼ 

ǳǼǢȄǼ, ȭȀǬȄ ϤȄϚȄ ǢǼȄǼ ʙȋȓȄǩǵ ǶȋȑǑ 

Ǳϟ ȀǔǼ́ȋǰǼ ǩϢ ǖԎǵȄ ȭ͗ȄȋǼǩ ǞȅǼȓȄ ȭǵǬǠȓȄǢɝ (SAN) ǞǸǔ ϤȄǢǗȋǶǼ ǩϢ ȭǬǶ ǽȄǘȋʛȅǼ ǖǲǸȄ ȅǮ͔ 

ȅǹȅ˭Ǣ Ǳϟ ȀǔǼʹǰȄǤȄǼ ϤǸϘǱ ȁȓǑ 

8.4.1. ֚ǽ ȅǸȋǸǧʅ ȅǸǿȓȄȅǳ (Key Considerations): 

ȭ͗ȄȋǼǩ ȭǢǵȄǼ ȀǺȓ ȅǱǵʨ ʙǴȄǵ ȅǸȋǸǧʅ ȅǸǿȓ ǼȋȓȋǨ: ǢȄǻɝʆǺ (ǢȆǹȄȋǸ ȭ͗ȄȋǼǩ ϤǸȁȄǼ ǢǼȄ ȁȋǸ ǞǸǔ ǖȅǹǤǺǵ 

ǢǼȄ ȁȋǸ), ́ ǺǱȄ Ǡ ǤȅǱ ǞǸǔ ȅǵǹɝǼȋǻȄϛǱȄǑ 
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¶ ǢȄǻɝʆǺ (Function): ȭ͗ȄȋǼǩ ȭǢǵȄǼ ǖȋǵǢ ǢȄǼǰ ǗȋǨǑ ǢȋǻȂǢʨ ǚȋ̀ǣȋǻȄϛ ȅǸǿȓ ȁǽǕ ԜǲǢ ȀȄǹɝȄǼ ǸȄ 

ȭǮ͔ǬȋǶ ͛ȄǵȆȓǹȄȋǸ ֕ȁִ ǶȅǼǺȄȋǰ Ǳϟ Ȁ˗ǻȂ͛Ȅǵ, Ǳϟ ϤǸ͛ȄǶǵȄȋǢ ȭǢ̊Ȇ֗ǱǢǼǰ, ǢǺɝ́ǺǱȄ ֕ȅ˸ ǞǸǔ 

Ƕ˸ȅǱǤǱ ϤǲɝǱȄǼ ȭʹȋʔ ǱϟȋǢ ǗǼǠ ȭǸȅǾ Ȁȁǩǽǹʅ ǢǼȄǑ ǗǶȅǵ ǻȅǳ ȭ͗ȄȋǼǩʨǼ ǷȄǔǾǵʨ ȅǵǴɝȄǼǰ 

ǢǼȋǱ ǵȄ ǶȄȋǼǵ, ǱȋǸ ǗǶǵȄǼ ȭ͗ȄȋǼȋǩǼ ʙȋȓȄǩǵ ȭǵǘǑ  

¶ ǴȄǼǰǺ́ǱȄ Ǡ ǤȅǱ (Capacity & Speed): ǴȄǼǰʹǺǱȄ ȭ͗ȄȋǼȋǩǼ ȀǸȋǧȋȓ Ȁȁǩ ǞǸǔ ȀǸȋǧȋȓ ͟  ͊

ǷȄǔǾǵǑ ǢȄǻɝ́ǺǱȄ ǸȄ ǤȅǱ ǸǰɝǵȄ Ǡ ϤȄϚȄ ǢǼȄ Ȁȁǩ ȅǢβ IOPS ȅȁȀȄȋǸ ǶȅǼǺȄǶ ǢǼȄ ǗȋǼȄ ǢʪǵǑ IOPS 

ȅǸȅǹ̏ ǹȄȋǸ ǸȅǰɝǱ ȁȓ ȭǻǺǵ ȁǭȄִ ǖȅǹǤǺǵ, ʆȅǺǢ ǖȅǹǤǺǵ, ȅǸȋ͡ȄȅǼǱ ǤȅǱ, ȅǸǽν ǞǸǔ ȅ͛ȅǱ ȁȄȋǼǼ 

ǗǾˆȄ ǲȄȋǢ ǞǸǔ ǱȄǼǶȋǼ ǶǮȂȄǼ ǞǸǔ ȭǽǣȄǼ (Read and Write) Ǻȋϡ ǶȄǲɝǢʅǑ ǞǺǵȅǢ ȅǮǹȄǘȋȀǼ 

ʙǱʅȄȅǾǱ ǶȄǼǷǼϥȄȋ̑Ǽ ǩϢ ʙȋǻȂȄǩǵȆǻȂ ǢǺɝ́ǺǱȄ ȅǵǴɝȄǼǰ ǢǼȄǠ ǢʪǵǑ ȅǢβ ȀȄǸǴȄȋǵ ǤȋǸǿǰȄ ǢǼȋǽ Ǟʨ 

ǖǩɝǵȋǻȄϛ ǞǸǔ ǶȅǼǺȄǶȋǻȄϛǑ 

¶ ȅǵǹɝǼȋǻȄϛǱȄ (Reliability): Ǻȋǵ ǼȄǣȋǱ ȁȋǸ ȭǻ, ȭ͗ȄȋǼǩ "ȭǢǸǽ ǞǢʨ ȀȄǹɝȄǼ ǺȄʔ" ǞǸǔ ȀȄǴȄǼǰ 

ȀȄǹɝȄȋǼǼ ȭʹȋʔ ʙȋǻȄǩʅ ǖȅǱȅǼʱǱȄ ǞǸǔ ȅǵǹɝǼȋǻȄϛǱȄǼ ȅǸǿȓͼȅǽ, ǖǔǾȆǳȄǼȆ ȭ͗ȄȋǼǩ ȅȀȋ͗ȋǺǼ  ȭʹȋʔǠ 

ȀǺȄǵǹȄȋǸ ʙȋǻȂȄǤ ǢǼȄ ǚȅǧǱǑ ʙȄǻȂ ȭʹȋʔ, Ǟ̀ȄǼʙȄǘǩ ȭ͗ȄȋǼǩ ȅȀȋ͗Ǻͼȅǽ Ǟ̀ ȄǼʙȄǘǩ ȀȄǹɝȄǼͼȅǽȋǱ ȮǱȅǼ 

ǢǼȄ ȁȓ - ǞǢǘ ǸȄȅȁʅǢ ǢȄǭȄȋǺȄ (Chassis), ǞǢǘ ʑȄǘǹ ǞǸǔ ǞǢǘ ǚǶȄǳȄǵǑ ǢȄǼǰ, ȅǵǹɝǼȋǻȄϛǱȄǼ ǞǢǘ 

ǵȆȅǱ ʙȋǻȄǩʅ ȁȋǸ ǞǸǔ ǗǶǵȄǼ ǩϢ ȭǢȄȋǵȄ ȀǼ˙ȄǺ ȀʪǢ ȅǢǵȄ ǱȄ ȅǵǴɝȄǼǰ ǢǼȄǼ ǩϢ ǗǶǵȄȋǢ ǖǸϩǘ 

(ȭǻǺǵ ǲȄǢȄ ǚȅǧǱ) ǞǢǘ ӱǓȅǢ ȅǸȋǸǧǵȄȓ ȅǵȋǱ ȁȋǸǑ 

֚ϨȄȓǵ, ǤȋǸǿǰȄ ǞǸǔ Ȁǔʈȁ͛ȋǽǼ ʙȋȓȄǩǵȆȓǱȄ ȅǸȋǸǧǵȄȓ ȀǺȓ ȭǳȓȄ ǢǼȄ ǖǱʅ̇ ͼξΖԛǰɝ ǢȄǼǰ ǗǶǵȄǼ ȭ͗ȄȋǼǩ 

ȅȀȋ͗Ǻʨ ǚˌ Ϥȓ ǞǸǔ ǩʨǽǱȄǼ ǢȄǼȋǰ Ȁ̭ǸǱ ǳȆǥɝ ȀǺȓ ǗǶǵȄǼ ȭǵǬǠȓȄȋǢɝ ǞǢʨ ϤȄǢȋǸȄǵ ǚǶȄǳȄǵ ȅȁȀȄȋǸ 

ǲȄǢȋǸǑ ֧ǱǼȄǔ ȀȄǸǴȄȋǵ Ǟʨ ȅǵǸɝȄǧǵ Ǣξǵ ǞǸǔ ǗǶǵȄǼ ȭǺǴȄ ϤǸȁȄǼ ǢξǵǑ 

8.5. Ǳϟ ȅǵǼȄǶ˭Ȅ (Information Security ) 

ǮȄǬȄ ȭȀ̀ȄǼ ǞǺǵ ǞǢʨ ͛Ȅǵ ȭǻǣȄȋǵ Ǳϟ ȀǔǼʹǰ, ʙȅʆȓȄǢǼǰ ǞǸǔ ȅǸǱǼǰ ǢǼȄ ȁȓǑ ǮȄǬȄ ȭȀ̀ȄȋǼ ǖǸϩǘ 

ȭǤȄǶǵȆȓǱȄ (Confidentiality), ȀǱʅǱȄ (Authenticity) ǞǸǔ ȅǸς˸ǱȄ (Integrity) ȅǵȅ́Ǳ ǢǼȋǱ ȁȋǸǑ Ǳϟ 

ȅǵǼȄǶ˭Ȅ ǸǽȋǱ ȭǸȄǪȄȓ ȀǼ˙ȄǺ, ǵȆȅǱ, ȅǵǼȄǶ˭Ȅ ǴȄǼǰȄ, ȅǵǼȄǶ˭Ȅ ֧ǼʹȄ, ȅǵȋǳɝȅǾǢȄ, ӱǓȅǢ ϤǸ͛ȄǶǵȄ Ƕ˸ȅǱ, ǢǺɝ, 

ʙȅǾʹǰ, ȀȋǸɝȄ˭Ǻ ǖԑǾȆǽǵ (Best Practice), ǗσȄȀ ǞǸǔ ʙ֜ȅʱǼ Ȁǔʈȁ ǻȄ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǶȅǼȋǸǾ ǞǸǔ ǱȄǼ 

Ȁ̩ȋǳǼ ֧ǼʹȄǼ ǩϢ ϤǸȁȄǼ ǢǼȄ ȭǻȋǱ ǶȄȋǼǑ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȀȄȋǲ Ȁǔ֜ʱ Ǣȅ̩ǚʨǔ ȅǮǹȄǘȀ, ȭ͗ȄȋǼǩ ȅǮǹȄǘȀ, 

ǢǺɝǧȄǼȆ, ǖǸǢȄǭȄȋǺȄ, ǖʅȄȅ̘ȋǢǾǵ, ǶȅǼȋǿǸȄȅǳ, ȭǬȅǽȋǻȄǤȄȋǻȄǤ ϤǸ͛Ȅ ǞǸǔ ǞȋǱ ȭʙȅǼǱ ǞǸǔ / ǸȄ ȀǔǼȅʹǱ ǱȋϟǼ 

ȀǺʈǱȄ ǖ̇ ɝɦ֖Ǒ Ǳϟ ȅǵǼȄǶ˭Ȅ ȀȄǘǸȄǼ ǶȅǼȋǸȋǾ ȅǵǼȄǶ˭Ȅ ӱǓȅǢ ȭǲȋǢ ǮȄǬȄ ȭȀ̀ȄǼȋǢ ǼʹȄ ǢǼȄǼ ȭǧ͊Ȅ ǢȋǼǑ 

Ǟǘ ȅǵȋǳɝȅǾǢȄǼ ǚǶ-ǴȄǼȄ Ȝ.Ț Ǟ ǸȅǰɝǱ Ǳϟ ȅǵǼȄǶ˭Ȅ Ȁ̩ ȅǢɝǱ ǺȄǵǳ˦Ȁ֙ȁ ǼȋǻȂȋǨ, ǻȄ ǮȄǬȄ ȭȀ̀ȄȋǼ ʈȁǰ ǢǼȄǼ 

ǶǼȄǺǾɝ ȭǳǠǻȂȄ ȁȓǑ ǱȋǸ ǮȄǬȄ ȭȀ̀ȄǼ ֧ǼʹȄ ǗȅǢɝȋǬǢǧȄǼ Ȁ̩ ȅǢɝǱ ǸȄ ȅǵǼȄǶ˭Ȅ Ȁ̩ ȅǢɝǱ ȀǼ˙ȄǺ ȅǵǸɝȄǧǵ ǢǼȄǼ ǩϢ 

ȭǢȄȋǵȄ ȅǵȅǳɝ͊ ǺȄǵǳ˦ ȭǵǘǑ 

ǱȋǸ, Ǳϟ ȅǵǼȄǶ˭Ȅ ǞǢʨ ͼξˬԛǰɝ ȀǺϬȄ ǞǸǔ ǧʅȄȋǽ˙ ȅǸȋǸǧǵȄ ǢȋǼ, Ǳϟ ȭǢ̊ ǞǸǔ ǱȄǼ Ȁ̩ȋǳǼ ȀȋǸɝȄ˭Ǻ ͚ȋǼǼ 

ȅǵǼȄǶ˭Ȅ ȭǶȐǓǨȄȋǵȄǼ ǽȋʹʅ "ȅǵӠȒ ʙȅǱǼʹȄ (Defense-in-Depth)" Ƕ˸ȅǱ ǸȄ͚ǸȄǻȂǵ ǢǼȄǼ ǶǼȄǺǾɝ ȭǳǠǻȂȄ ȁǽǑ 

8.5.1. Ǳϟ ȅǵǼȄǶ˭Ȅȓ ƚȅǵͼȒ ʙȅǱǼʹȄƛ (ƚDefense-in-Depthô Approach to Information Security) 

"ȅǵӠȒ ʙȅǱǼʹȄ (Defense-in-Depth)" ǴȄǼǰȄʨ ȀȄǺȅǼǢ ʙȅǱǼʹȄ ȭǲȋǢ ӡȁȆǱ ȁȋȓȋǨ ȭǻǣȄȋǵ ǗʆǺǰǢȄǼȆȋǢ ǱȄǼ 

ȀǺ͚ ʹǺǱȄ ʙȋȓȄǤ ǢǼȋǱ ǸȄϡ ǢǼȄǼ ǩϢ ǶȋǳǶȋǳ ǸȄǴȄ ͛ȄǶǵ ǢǼȄ ȁȓǑ Ǳϟ ȅǵǼȄǶ˭ȄǼ ȭʹȋʔ, ʙǾȄȀǢ 

(Administrator) ǸȄ Ȁǔ͛Ȅ ǖǵԑȋǺȄȅǳǱ ǖȅǹǤǺǵ (Unauthorized Access) ǸȄ Ǳϟ ǗʆǺȋǰǼ ӱǓȅǢ ǢǺȄȋǵȄǼ 

ǩϢ ǞǢȄȅǴǢ ͚ȋǼǼ ʙȅǱǼʹȄ֚ǽǢ ϤǸ͛Ȅ ȭǵǠȓȄ ȁȓǑ ȀǺȄǶȅǱǱ ͚ǼͼȋǽȄ ΜȄǼȄ ǖϢ ͚ȋǼǼ ԋǸɝǽǱȄ ԌǼ ǢǼȄ ȁȓǑ ǞǢʨ 
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֧Ȁǔ˕ȄȅȓǱ ǞǸǔ ֧͌ȇǹȄȋǸ ʙȋȓȄǤ ǢǼȄ "ȅǵӠȒ ʙȅǱǼʹȄ"  ȭǢȐǾǽ ȅǸȅǹ̏ ǴǼȋǰǼ ǗʆǺǰ ʙȅǱȋǼȄǴ ǢȋǼ ǞǸǔ ǞǼ 

ʙǾȄȀǢȋǳǼ ǢȄȋǨ ǱȄִʹȅǰǢ ǖԑʙȋǸȋǾǼ ǖʅȄǽȄǺɝǠ ȭǶǾ ǢȋǼǑ 

"ȅǵӠȒ ʙȅǱǼʹȄƞ ǞǺǵ ǞǢʨ ǢȄǻɝǢǼ Ƕ˸ȅǱ, ǻȄ ϖǻȂǔȅʆȓǹȄȋǸ ȁȄǺǽȄ Ǡ ǗʆǺȋǰǼ ʙȅǱȋǼȄǴ ϤǸ͛Ȅ, ǻȄ ǶȄǸȅǽǢ 

ǘ̀ȄǼȋǵǬ ȭǲȋǢ ֩ȅ͗ ȁǻȂǑ Ǟǘ ǴǼȋǵǼ ǗʆǺȋǰ, ǗʆǺǰǢȄǼȆ ȅǸȅǹ̏ Ƕ˸ȅǱǼ ȀȄȋǲ ǧǽȅǱ ǶȅǼȋǸȋǾ Ǳϟ ȅȀȋ͗Ǻ ǸȄ 

Ȁ̩ȋǳǼ ǢȄȋǩ ǽȄǤȄȋǵȄǼ ȭǧ͊Ȅ ǢȋǼ ǻȄ ʙȅǱȋǼȄǴ ǢǼȄ ǖǱʅ̇ Ǣʪǵ, "ȅǵӠȒ ʙȅǱǼʹȄ" ͛ ȄǶǱʅʨ ԑʅǵǱǺ ֧ǼʹȄ ȀǼǸǼȄȁ 

ǢǼȋǱ ǶȄȋǼǑ 

ǖȀȄǺȅǼǢȆӜǱ ǞǽȄǢȄ (Demilitarized Zone (DMZ)), ǷȄȓȄǼǠȓȄǽ, ǘ-ȭǺǘǽ ȅȀȅǢǚȅǼʨ ȭǤǬǠȋȓ, ǠȋȓǸ ȅǷ̵ȄǼ, 

Ǟ̃Ƕȋȓ̀ ֧ǼʹȄ, ǖǵȅǴǢȄǼ ʙȋǸǾ ʙȅǱȋǼȄǴ ϤǸ͛Ȅ (Intrusion Prevention System (IPS)), ϥȄǽǠȓȄǼ ֧ǼʹȄ, 

ǹȄӨɝȓȄǽ ʙȄǘȋǹǬ ȭǵǬǠǻȂȄǢɝ (VPN), ȭǵǬǠȓȄȋǢɝǼ ǗǧǼǰ ȅǸȋ͆ǿǰ, ȅǵǼȄǶ˭Ȅ Ǳϟ ǞǸǔ ǘȋǹ̀ ϥȄȋǵǩȋǺ̀ ȅȀȋ͗Ǻ 

(ȭǻǺǵ: SIEM), ǠȋȓǸ Ǟȅ̘ȋǢǾǵ ǷȄȓȄǼǠȓȄǽ (WAF), Ǟȅ̀ ǞȅǶʨ, Ǟȅ̀-Ǽ ʅȄȋ̑ȄǺǠȓȄǼ, Ǟȅ̀-ȅǮȅǮǠȀ, ȅǮǞǵǞȀ 

ȅȀȅǢǚȅǼʨ, ȭǮǬȄ ǽȀ ȭʙȄȋǬǢǾǵ (DLP), ȀȄǘǸȄǼ ȭʕǬ ǘȋ̀ȅǽȋǩ̑ (CTI) ǘǱʅȄȅǳ "ȅǵӠȒ ʙȅǱǼʹȄ" ȭǢȐǾǽ ȀǼǸǼȄȁ 

ǢȋǼ Ǳϟ ֧ǼʹȄǼ ǚȋ˶ȋϩ ǘ̀ȄǼȋǵǬ ǸȄ ǶȄǸȅǽǢ ȭǵǬǠȓȄǢɝ ʙȅǱ͌ȄȋǵǼ Ǳϟ ʙ֜ȅʱǼ Ȁ̩ǳȋǢ ǗʆǺǵǢȄǼȆȋǳǼ 

ǖǵԑȋǺȄȅǳǱ ǖȅǹǤǺǵ ǖǩɝȋǵǼ ǽʹʅȋǢ ϤȄȁǱ ǢȋǼǑ ǞȀǸ ǻȋ̆Ǽ ʙȋǱʅǢʨǘ ǗʆǺǰǢȄǼȆȋǳǼ ǩϢ ǸȄǴȄ ȅȁȀȄȋǸ ǢȄǩ 

ǢȋǼǑ "ȅǵӠȒ ʙȅǱǼʹȄ" Ȁǔ͛ȄǼ Ǳϟ ǞǸǔ ǞǼ Ȁǔȅ͆͊ ʙ֜ȅʱ ǗʆǺǰǢȄǼȆȋǳǼ ǞǸǔ ǖԑʙȋǸǾǢȄǼȆȋǳǼ ȭǲȋǢ ǼʹȄ 

ǢǼȄǼ ǩϢ ǞǢʨ ǻȄǧȄǘӜǱ (Verified) Ƕ˸ȅǱǑ Ǟǘ Ƕ˸ȅǱ ǞǱǘ ǵǺǵȆȓ (Flexible) ȭǻ, Ǟʨ Ȁȁȋǩǘ ǵԅǵ ǚ˺ȈǱ 

ϗǺȅǢǼ (Arised Threat) ȅǸξȋ˸ ֧ǼʹȄ ʙǳȄǵ ǢǼȋǱ ǶȄȋǼǑ ȅǵȋǧǼ ȅǧȋʔ ǞǢʨ "ȅǵӠȒ ʙȅǱǼʹȄ" ϤǸ͛ȄǼ Ǳϟ ֧ǼʹȄ 

͛ȄǶǱʅȋǢ ȅǵȋǳɝǾ ǢȋǼ: 

Ψ5ŜŦŜƴǎŜ-in-5ŜǇǘƘΩ LƴŦƻǊƳŀǘƛƻƴ Security Architecture

 

9. ǩǵǾȅʱ (Human Resource) 

ǢȄǻɝǱ, ǞǢʨ ǮȄǬȄ ȭȀ̀ȄȋǼ ȅǸȅǹ̏ ǴǼȋǵǼ Ȁ̩ǳ ǼȋǻȂȋǨ, ǚǳȄȁǼǰǱǕ ǞǼ ǸȄȅȁʅǢ ͛ȄǶǵȄ, ȭǻǺǵ ֧ǼȅʹǱ ȀȄǹɝȄǼ Ǣ ,́ 

ǢʅȄǸȅǽǔ ǖǸǢȄǭȄȋǺȄ, ȅǸԋʅִ Ǡ ǾȆǱǽȆǢǼǰ ǞǸǔ ȅǵǼȄǶ˭Ȅ ϤǸ͛Ȅ; ȀȄǹɝȄǼ ȭǵǬǠȓȄǢɝ ֧ȅǸǴȄ; Ǳϟ ȀǔǼʹǰ ǻ̆ ǞǸǔ 

ȭǵǬǠȓȄǢɝ; ǖʅȄȅ̘ȋǢǾǵ ȭǻǺǵǕ ϤǸȀȄȓ ǖʅȄȅ̘ȋǢǾǵ ǞǸǔ ϤǸ͛ȄǶǵȄ ǖʅȄȅ̘ȋǢǾǵ ǘǱʅȄȅǳǑ ǱȋǸ, ǺȄǵǸ Ȁ̩ǳȋǢ ǮȄǬȄ 

ȭȀ̀ȄȋǼǼ ȀǸȋǧȋǻȂ ͼξΖԛǰɝ ǞǸǔ ֚ϨǸȄǵ Ȁ̩ǳ ȅȁȀȄȋǸ ȅǸȋǸǧǵȄ ǢǼȄ ȁǻȂǑ 



25 

 

Data Center Resources

All of these resources revolve around management, and 
maintenance of business processes and information 

resources

 

ȭǵǬǠȓȄǢɝ ͛ȄǶǵȄǼ ȅǸǶǼȆȋǱ, ǮȄǬȄ ȭȀ̀ȄȋǼ ǞǢȄǚ̀ ȅǵǻȂ̆ȋǰǼ ǩϢ ȅǸȅǹ̏ ȭǤȄ͌ȆǼ Ǻȋϡ Ȁ̩ Ǣɝ ǤȋǮȂ ԅǽȋǱ ȁȋǸǑ 

Ǟ̀ȄǼʙȄǘǩ ȭȀǸȄʙǳȄǵǢȄǼȆǼ ǩϢ Ǟǘ ǢȄǻɝǢǼȆ ȭǤȄ͌ȆǼ ȀȄȋǲ ǶȄǼ͟ȅǼǢ ȭǻȄǤȄȋǻȄǤ ǨȄȑȄ ǮȄǬȄ ȭȀ̀ȄȋǼ ȀǷǽ ǹȄȋǸ 

ǢȄǩ ǢǼȄ ǖǱʅ̇ ǢʪǵǑ  

Cross-functional Relationships

 

ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǢȄǻɝʆǺ ǞǸǔ ǚǶȄǳȄǵȀ֙ȁ ǶǼȆʹȄ ǢȋǼ ǞǸȄǼ ǞǼ ֚ǽ ǢȄǻɝǢǼȆ ǚǶȄǳȄȋǵǼ ȅǳȋǢ ǵǩǼ ȭǳȓȄ ǻȄǢǑ Ǟǘ 

ǚǳȄȁǼȋǰ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȅǸȅǹ̏ ȭǤȄ͌Ȇ ǞǢȀȄȋǲ ǢȆǹȄȋǸ ǢȄǩ ǢȋǼ ǱȄ ϤȄϚȄ ǢȋǼǑ ǮȄǬȄ ȭȀ̀ȄȋǼ ϤǸȀȄȓ Ǡ ȅǸǶǵǵ 

ǞǸǔ ͛ǶȅǱ ȭǤȄ͌Ȇ ǼȋǻȂȋǨ ǻȄ ǚִǶȄǳǵǾȆǽǱȄ, ǧǬǩǽȅǳǱȄ ǞǸǔ ȅ͛ȅǱǾȆǽǱȄǼ ǺȋǱȄ ϤǸȀȄȅȓǢ ǽʹʅͼȋǽȄ ȅǵȓ̆ǰ ǢȋǼǑ 

Ǟǘ ȅǸǿȓͼȋǽȄ Ǳϟ ȭǢ̊ ȅǸǢȄȋǾǼ ǩϢ ǚȋϠȄǤ ʈȁǰ ǢȋǼǑ ǮȄǬȄ ȭȀ̀ȄǼ Ȁǔ͛Ȅ ǚȋϠȄǤ ǸȄ͚ǸȄȓȋǵǼ ǩϢ ǖǸǢȄǭȄȋǺȄ 

ȅǵǺɝȄǵǢȄǼȆȋǳǼ ȀȄȋǲ ǢȄǩ ǢȋǼǑ ǖǸǢȄǭȄȋǺȄ ʙȋǢȐǾǽȆǼȄ ǺȄǵȀ̮Ǳ ǶȅǼȋǸǾ ȮǱȅǼǼ ǩϢ ǞǢȀȋˈ ǢȄǩ ǢȋǼǵǑ 
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ȭǵǬǠȓȄǢɝ ;Ƕ (NOC) ǺȄǵǳ˦ ǞǸǔ ǶȅǼȋǸǾ Ȁǔ˕Ȅȓȋǵ ǖǔǾʈȁǰ ǢȋǼ, ǱȋǸ ȭǵǬǠȓȄǢɝ ǞǸǔ ǖϢȄϢ ʙȋǢȐǾǽ ȭǤȄ͌ȆǼ 

ǺȄȋǪ ǶȄǼ͟ȄȅǼǢ ȭǻȄǤȄȋǻȄǤ ǢǺ ǲȄȋǢǑ 

Groups in the Data Center

 

ȭ͗ȄȋǼǩ, ʅ̘ȄǬǷǺɝ, ǮȄǬȄȋǸȀ ǞǸǔ ȭǵǬǠȓȄǢɝ ǞǼ ǺȋǱȄ ʙȅǱʨ Ǳϟ ʙ֜ȅʱǼ ȭǺȐȅǽǢ ǢȄǻɝʆǺ Ȁ̩Ȅǳǵ ǢǼȄǼ ǩϢ 

ǗǽȄǳȄ ǗǽȄǳȄ ǳǽ ǗȋǨǑ ȭǢȐǾǽǤǱ ǢȄǻɝʆȋǺǼ Ǻȋϡ ǗȋǨ, ȀǼǸǼȄȁǢȄǼȆ ȅǵǸɝȄǧǵ (Vendor Selection), ͛ȄǶǱʅ 

ǚȓ̏ǵ, ǺȄǵ ȅǵξǶǵ ǞǸǔ ǵԅǵ ʙ֜ȅʱ ǖԑȀ̎Ȅǵ ǢǼȄǑ ȅǸȅǹ̏ ʙǢȋ̼Ǽ ǖǔǾ ȅȁȀȄȋǸ ǞͼȋǽȄǼ ȅǸȋǾǿ ʙ֜ȅʱ ǸȄ͚ǸȄȓȋǵ 

ǵǢǾȄ, Ȁǔ͛ȄǶǵ, ǖϢȄϢ ȭǤȄ͌ȆͼȅǽǼ ȀȄȋǲ ȀǺεȓ, ǞǸǔ ʙǢ̼ ǶȅǼǧȄǽǵȄ ǖ̇ ɝɦ֖ ǲȄǢȋǱ ǶȄȋǼǑ ȀǸȋǾȋǿ ǼȋǻȂȋǨ, 

ǧǽǺȄǵ ȅǸȅǹ̏ ʙ֜ȅʱǼ ȀȁȓǱȄ, ȭǻǺǵ ȀǺϬȄ ȀǺȄǴȄǵ, ǚ  ̩͚ȋǼǼ ȀȁȄǻȂǱȄ, ȁȄǽǵȄǤȄǳ ǢǼȄ ǞǸǔ ȀǼǸǼȄȁǢȄǼȆȋǳǼ 

ϤǸ͛ȄǶǵȄ ǢǼȄǑ Ǟǘ ʙȋǢȐǾǽȆǤǰ ȀȄǴȄǼǰǱ ȭǵǬǠȓȄǢɝ ȅǵȓ̆ǰ ȭǢ̊ (Network Operation Center (NOC)) Ǡ  

ȅǵǼȄǶ˭Ȅ ȅǵȓ̆ǰ ȭǢ̊ (Security Operation Center (SOC)) ǞǼ ǺȄϡȋǺ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǶȅǼȋǿǸȄ ʙǳȄǵ ǢȋǼǵǑ 

ǱȄǘ ǩξǼȆ ǖǸ͛Ȅȓ, ǶȅǼȋǿǸȄ ǖϤȄȁǱ ǼȄǣȋǱ ǱȄȋǳǼ ǶȅǼǸȁȋǰǼ ǩϢ ʙȋȓȄǩǵȆȓ ǤȄȅȑ Ǡ ǤȄȅȑǼ ǧȄǽǢ ǲȄǢȄ ǗǸϩǢǑ 

ʙȅǱʨ ǳǽ ʆǺȄǤǱ ϤǸȀȄȅȓǢ ԚǓȅǩ, ǶȅǼǧȄǽǵȄ ǸȄȋǩǬ ǞǸǔ ǢǺͫ ȀǔϚȄ ϤǸȁȄǼ ǢȋǼ ȀǺȓȀȆǺȄ ԛǼǰ, ϤǸȀȄȅȓǢ 

ǧȄȅȁǳȄ ȭǺǬȄȋǵȄ ǞǸǔ ϤǸȀȄȅȓǢ ǽʹʅ ǞǸǔ ȀǺϬȄͼȅǽǼ ȀȄȋǲ ʙ֜ȅʱ ȀǺȓ̏ǢǼȋǰǼ ǺȋǱȄ ǢȄǩͼȋǽȄ Ȁ̩̏ ǢȋǼǑ 
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World of the Data Center

 

ʙǴȄǵ ǗȅǲɝǢ ǢǺɝǢǱɝȄ (CFO), ʙǴȄǵ Ǳϟ ǢǺɝǢǱɝȄ (CIO), ʙǴȄǵ ʙ֜ȅʱ ǢǺɝǢǱɝȄ (CTO) ǞǸǔ ʙǴȄǵ Ǳϟ ȅǵǼȄǶ˭Ȅ 

ǢǺɝǢǱɝȄ (CISO) -ǞǼ ǺȋǱȄ ǢȋǶɝȄȋǼǬ ϤǸ͛ȄǶǢ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǶȅǼǧȄǽǵȄȓ ǚȋǣ̀ȋǻȄϛ ʙǹȄǸ ȅǸ͚ȄǼ ǢȋǼǑ  

ǖȋǵǢ ǮȄǬȄ ȭȀ̀ȄȋǼ ϤǸ͛ȄǶǢ ȅȁȀȄȋǸ ȅǵȅǳɝ͊ ǵȄǺ֜ʱ Ƕǳ ȅǸϠǺȄǵ ǵȄǠ ǲȄǢȋǱ ǶȄȋǼ, ǱȋǸ ǢȄǻɝʆǺ ǖǸϩǘ ǧȋǽǑ Ǟǘ 

ǚǳȄȁǼȋǰ ϤȅʱȋǳǼ ȅǸȅˏ̏ ֗ȅǺǢȄǼ Ǹǳȋǽ Ȁȅ̮ȅǽǱ ǢȄǻɝʆȋǺǼ οǶȋǼǣȄ ȭǳǣȄȋǵȄ ȁȋȓȋǨǑ ǖȋǵǢ ȭʹȋʔ, Ǟǘ 

ǷȄǔǾǵͼȅǽ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȅǸȅǹ̏ Ϥȅʱ ǞǸǔ ǳȋǽǼ ֗ȅǺǢȄǼ Ȁȅ̮ǽǵ ǥǬȄȓǑ 

 

Roles in the Data Center
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10. ǚǶȀǔȁȄǼ (Conclusion) 

ǮȄǬȄ ȭȀ̀ȄȋǼǼ ǩϢ ȀȄǴȄǼǰǹȄȋǸ ϖȆӜǱ ȅǱǵʨ ʙǴȄǵ ϤǸȀȄȅȓǢ ʙǹȄǸǢ ǼȋǻȂȋǨǑ Ǳϟ ʙ֜ȅʱ ǶȅǼǧȄǽǵȄǼ ǳʹǱȄǼ 

ȀȋǸɝȄ̩ ϤǸȁȄǼ ΜȄǼȄ Ȁ Ȁ̧ȄǼȋǰǼ ǺȄϡȋǺ Ǳϟ ӨȅǼ Ǹ̎ ǢȋǼ ϤǸȀȄȋǢ ǼʹȄ ǢȋǼǑ ǶȅǼǸǱɝǵǾȆǽ ϤǸȀȄȅȓǢ ǧȄȅȁǳȄǼ 

ȀȄȋǲ ǮȄǬȄ ȭȀ̀ȄǼȋǢ ǣȄǶ ǣȄǠȓȄȋǵȄǼ ǺȄϡȋǺ Ǳϟ ʙ֜ȅʱ ϤǸ͛Ȅ Ȁ̧ȀȄǼǰȋǻȄϛ, ǵǺǵȆȓ ǞǸǔ Ȁȁǩ Ƕ˸ȅǱȋǱ 

Ȁ̧ȀȄȅǼǱ ȁȋǸǑ 

Ǘǘǵ, ʙȅǸǴȄǵ, ǞǸǔ ǖϢȄϢ ȀˈȅǱǼ (Compliance) ʙȋǻȂȄǩǵȆȓǱȄ ΚǱ ǸȄȑȋǨǑ ǞǼ Ǻȋϡ ǚȋ̀ǣȋǻȄϛ ǢȋȓǢʨ 

ʙȅǸǴȄǵ ȁǽǕ Sarbanes-Oxley Act (SOX), ǻȄ Ǘ̇ ǩɝȄȅǱǢǹȄȋǸ ϖȆӜǱ; ǞǸǔ Basel II, ǻȄ ǗȅǲɝǢ ʙȅǱ͌Ȅȋǵ 

ȅǸσϤȄǶȆ ϤǸϘǱ ȁȓǑ 

ǞȀǺ ͚ȅǸǿȓ Ǳϟ ϤǸ͛ȄǶǵȄ ȭǢȐǾǽȋǢ ʙǹȄȅǸǱ ǢȋǼ, ȅǢβ ʙȄȓǘ, ǞǢʨ ǮȄǬȄ ȭȀ̀ȄǼ ȭǲȋǢ ʪǢ ȅǢ ǢǼȄ ʙȋȓȄǩǵ ǱȄ 

֓ǪȄ Ǣʪǵ ǞǸǔ ȀʪǢǹȄȋǸ ǶȅǼǺȄǶ ǢǼȄ ǗȋǼȄ Ǣʪǵ ȁȋǱ ǶȄȋǼǑ ǻȄȋȁȄǢ, ȅǢӫ ȅǸǿȓ ǗȋǨ ǻȄ ȀǸ ǵȄ ȁȋǽǠ ǖȅǴǢȄǔǾ 

ȅǵȓȋǺǼ ǖǔǾǑ ǞǼ Ǻȋϡ ǗȋǨ ȅǧʪǶʔ, Өȅʱ ǘǱʅȄȅǳ ȅǵǼȆʹȄ (Audit) ǢǼȄ, ȭǼǢǮɝ ǳȆǥɝȋǺȓȄȋǳǼ ǩϢ ȀǔǼʹǰ ǢǼȄ 

ǞǸǔ ʙȅǱ͌ȄȋǵǼ ȀǺ͚  ǱȋϟǼ ǩϢ ȀǔǼʹǰ Ǡ ֙ȋǨ ȭǷǽȄǼ ǵȆȅǱǼ ǖԑȋǺȄǳǵ ȭǳǠȓȄǑ 

ǱȋǸ, ʙȅǸǴȄǵ ǖǸϩǘ ʙȅǱʨ ʙȅǱ͌ȄȋǵǼ ȅǸȋǾǿ ǶȅǼȅ͛ȅǱ ǞǸǔ ǸȄǔǽȄȋǳȋǾǼ ȭʹȋʔ ʙȋǻȄǩʅ Ǳϟ ϤǸ͛ȄǶǵȄǼ ȭǢȐǾȋǽǼ 

ǗȋǽȄȋǢ ϤȄϚȄ Ǡ ǖԑǸȄǳ ǢǼȋǱ ȁȋǸǑ ʙȅǱ͌ȄȋǵǼ ȀʪǢ ǧȄȅȁǳȄ ȅǵοǶǰ ǢǼȋǱ ȁȋǸ ǞǸǔ ǱȄȋǳǼ ȅǵǩϖ Ǳϟ 

ϤǸ͛ȄǶǵȄ ȭǢȐǾȋǽ ǞǼ ʙȅǱǷǽǵ ǲȄǢȋǱ ȁȋǸǑ 

ǚǶȋǼǼ ȅǸǿȓͼȅǽ ȅǸȋǸǧǵȄ ǢȋǼ ǞǸǔ ΚǱ ǶȅǼǸǱɝǵǾȆǽ ʙ֜ȅʱ Ǡ ϤǸȀȄȋȓǼ ȭǹȐǤȅǽǢ ͼξΖ ȅǸȋǸǧǵȄȓ ȅǵȋȓ Ǟǘ 

ȅǵȋǳɝȅǾǢȄ ǞǢʨ ǧǽǺȄǵ ǵȅǲ ȅȁȀȄȋǸ ȅǸȋǸǧǵȄ ǢǼȄ ǳǼǢȄǼ, ǻȄ ȅǵȓȅǺǱ ǶǻɝȄȋǽȄǧǵȄ Ǡ ȁȄǽǵȄǤȄȋǳǼ ǳȄȅǸ ǼȄȋǣǑ 
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List of Acronyms 

Acronym Full Name 

  
TIA Telecommunications Industry Association 

SPOF Single point of failure 

ASHRAE 

American Society of Heating, Refrigerating and Air-Conditioning 

Engineers 

LEED Leadership in Energy and Environmental Design 

HVAC Heating, ventilation, and air conditioning  

HVAC+R heating, ventilation, air conditioning and refrigeration 

BDS Bangladesh Standard 

IEC International Electrotechnical Commission 

ISMS Information security management system 

PCI Payment card industry 

DSS Data Security Standard 

COBIT  Control Objectives for Information and Related Technologies 

ISACA Information Systems Audit and Control Association 

ICTDR ICT Disaster Recovery 

ITIL  Information Technology Infrastructure Library 

SRG Synergy Research Group 

PDUs Power distribution units 

EMI Electromagnetic Interference 

UPS Uninterruptible power supply 

LT Linear Technology 

TPN Bus Bar Task-positive network Bus Bar 

RAF Risk Assessment Framework 

IP Internet Protocol 

LED Light-emitting diode 

LAN Local area network 

WAN Wide-area network 

VLAN  Virtual LAN 

DR Disaster Recovery 

PVLAN Private VLAN 

SLA Service-level agreement 

IOPS Input/output operations per second  

DMZ Demilitarized zone 

IDS Integrated Data Store 

VPN Virtual private network 

SIEM Security information and event management 

WAF web application framework  
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DLP Data level parallelism 

CTI Cyber Threat Intelligence 

CFO Chief financial officer 

CIO Chief information officer 

CTO Chief technology officer 

CISO Chief information security officer 

TVSS Transient Voltage Surge Suppressor 

MMSB Multiple Message Switch Buffer 

VPS Virtual Private Server 
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șț. Ǿ̞ȋǢȄǿ (Glossary ) 

ʆǺ Ǿ̞/ ȅǸǿȓ Ȁǔ˕Ȅ 

ș ǱȄȋǼǼ ǖǸǢȄǭȄȋǺȄ 

(Cabling 

Infrastructure)  

ȭǬȅǽǢȅǺǚȅǵȋǢǾȋǵ ͖ ȄǢǧȄǮɝ ǢʅȄǸȅǽǔ ȁ'ǽ ǢʅȄǸȅǽǔ ǘǵʚȄ͖ȄǢǧȄǼ ǻȄ ǖȋǵǢͼȅǽ 

ʅ͗Ȅ̃ȄǮɝȄǘǩǮ ȭǨȄǬ ǚǶȄǳȄǵ  (ǻȄǼ Ƿȋǽ ǢȄǭȄȋǺȄǤǱ)ǸȄ ȀȄǸȅȀȋ͗Ǻͼȅǽ ȅǵȋǻȂ ǤʪǱǑ 

Ț ǱȄǼǢȄ ȭǬȄȋǶȄǽȅǩ 

(Star 

Topology)  

ȭǻ ǬȋǶȄǽȅǩ ǞǢʨ ȭǢ̊ȆǻȂ ȅǵǻȂ̆ǰǢȄǼȆ Ǣȅ̩ǚǬȄǼ ǸȄ ȁ͚ Ǣȅ̩ǚǬȄȋǼǼ ȀȄȋǲ ǖϢȄϢ 

Ǣȅ̩ǚǬȄǼ Ȁǔ֜ʱ ǢȋǼ ȭǵǬǠǻȂȄǢɝ ǤȋǼ ȭǱȄȋǽ ǱȄȋǢ ͗ȄǼ ǬȋǶȄǽȅǩ ǸǽȄ ȁǻȂǑ Ǟȋʹȋʔ 

ǞǢʨ Ǣȅ̩ǚǬȄǼ ȭǢ̊ȆǻȂ Ǣȅ̩ǚǬȄȋǼǼ ǺȄϡȋǺ Ǳϟ ǗǳȄǵ ʙǳȄǵ ǢȋǼ ǲȄȋǢǑ 

ț ǸȄȑȅǱ 

(reduntant) 

ʙȋȓȄǩȋǵǼ ǖȅǱȅǼɦ ȀȄǹɝȄǼ, ȭ͗ȄȋǼǩ ǸȄ ȭǵǬǠȓȄǢɝ ǚǶȄǳȄǵ ǻȄ ȭǢȄǵ ǢȄǼȋǰǼ ֚ǽ 

ǚǶȄǳȄȋǵǼ ǖʙȄϣǱȄǼ ȀǺȓ ʙȋȓȄǩǵȆȓ ǶȅǼȋǿǸȄ ʙǳȄǵ ǢǼȋǱ ǶȄȋǼǑ 

Ȝ ϤǲɝǱȄǼ ǞǢǢ ȅǸҍ 

(Single Point 

of Failure ) 

ϤǲɝǱȄǼ ǞǢǢ ǶȋǻȂ̀ )SPoF  (ǞǢʨ ȅȀȋ͗ȋǺǼ ǞǺǵ ǞǢʨ ǖǔǾ ǻȄ ǻȅǳ Ǟʨ Ϥǲɝ ȁǻȂ 

ǱȋǸ ԚȋǼȄ ȅȀȋ͗Ǻʨ ǢȄǩ ǢǼȄ Ǹ̎ ǢȋǼ ȭǳȋǸǑ ǚ̩ ʙȄϣǱȄ ǸȄ ȅǵǹɝǼȋǻȄϛǱȄ Ȁ̩ ̏

ȅȀȋ͗ȋǺ SPoF ǖǵȄǢȄȅ˅ǱǑ 

ȝ ʙȄϣǱȄ ǖǶȄȋǼǾȋǵǼ ȀǺȓ ǞǢʨ ȅȀȋ͗Ǻ, ȀȄǸȅȀȋ͗Ǻ ǸȄ ȀǼ˙ȄǺ ǧȄ֟ ǲȄǢȄǼ Ȁ̭ϤǱȄǑ  

Ȟ ǱȄǶ, ǸȄֱ ǧǽȄǧǽ, 

ǾȆǱȄǱǶ ȅǵȓ̆ǰ 

(HVAC)  

ǱȄǶ, ǸȄֱ ǧǽȄǧǽ, ǾȆǱȄǱǶ ȅǵȓ̆ǰ (HVAC) ȁ'ǽ ͛ȄǶǵȄ Ǡ ǻȄǵǸȄȁȋǵǼ Ǘǹʅ̇ǼȆǵ 

ǶȅǼȋǸǾǤǱ ϖȄˏ̋ʅ ʙǳȄȋǵǼ ʙ֜ȅʱǑ ǞǼ ǽʹʅ ȁ'ǽ ǗǼȄǺǳȄȓǢ ǱȄǶǺȄʔȄ ǞǸǔ ʈȁǰȋǻȄϛ 

ǸȄǻȂȇ ʙǸȄȁ ȅǵȅ́Ǳ ǢǼȄǑ 

ȟ Ǳϟ ȅǵǼȄǶ˭Ȅ ϤǸ͛ȄǶǵȄ 

ʙȅʆȓȄ (ISMS ) 

Ǳϟ ȅǵǼȄǶ˭Ȅ ϤǸ͛ȄǶǵȄ (ISMS ) ȁ'ǽ ϗǺȅǢ ǞǸǔ ԋǸɝǽǱȄ ȭǲȋǢ Ȁ̩ ȋǳǼ 

ȭǤȄǶǵȆǻȂǱȄ, ȀȁǩǽǹʅǱȄ ǞǸǔ ǖǣ˦ǱȄ ֧ǼʹȄ ȅǵȅ́Ǳ ǢǼȄǼ ǩϢ ȭǢȄǵǠ Ȁǔ͛ȄȋǢ ȭǻȀǸ 

ǵȆȅǱ ǸȄ͚ǸȄǻȂǵ ǢǼȄ ǳǼǢȄǼ ǞǺǵ ȅǵǻȂ̆ǰͼȅǽ ǸǰɝǵȄ ǢȋǼǑ 

Ƞ PCI -DSS  ȭǶȋǺ̀ ǢȄǮɝ ǘ̃Ȅȅ͖ ȭǮǬȄ ȅȀȅǢǚȅǼʨ ͗ʅȄ̃ȄǮɝ )PCI -DSSǞǺǵ Ȁǔ͛ȄͼȅǽǼ ǩϢ  (

ǞǢʨ Ǳϟ ֧ǼʹȄ ǺȄǵ ǻȄǼȄ ϖȆӜǱ ȭʆȅǮǬ ǢȄǮɝ ȅ͔Ǻ ǶȅǼǧȄǽǵȄ ǢȋǼǑ 

ȡ ʴȄǚǮ Ǣȅǚ̩ʨǔ ʴȄǚǮ Ǣȅ̩ǚʨǔ )Cloud Computing)  ȁȋˏ Ǣȅ̩ǚǬȄǼ ȅǼȋȀȄȀɝ ȭǻǺǵ -

 Ǣȅ̩ǚǬȄǼ ȁȄǮɝǠϦȂȄǼ ǠȀǷǬǠϦȂȄǼ, ȭǵǬǠǻȂȄǢɝ ȅǮǹȄǘȀ ʙ֘ȅǱ ϤǸȁȄǼ ǢȋǼ Ǣȅ̩ǚǬȄǼ 

ȭǵǬǠǻȂȄȋǢɝǼ ǺȄϡȋǺ ȭǢȄȋǵȄ ȀȄȅǹɝȀ ǸȄ ȭȀǸȄ ʙǳȄǵ ǢǼȄǑ ɹȄǚǮ  (ȅǸȋǾǿǱ ǘ̀ȄǼȋǵǬ)

Ǣȅ̩ǚʨǔ ȭǢȄȋǵȄ ȅǵȅǳɝ͊ ȭǬǢȋǵȄǽȅǩ ǵǻȂ, ȭǸǾ ǢȋǻȂǢʨ ȭǬǢȋǵȄǽȅǩȋǢ ǢȄȋǩ ǽȄȅǤȋǻȂ 

ȮǱȅǼ ǢǼȄ ǞǢǬȄ ϤǸȀȄȅǻȂǢ ǺȋǮǽ ǸȄ ȅǸȋǾǿ ǶȅǼȋȀǸȄǑ 

șȘ ȀȄǹɝȄǼ ǞǢʨ ȀȄǹɝȄǼ ȁǽ ȭǹȄʱȄ ȭǲȋǢ ǖԑȋǼȄǴ ʈȁǰ ǞǸǔ ȭȀ ǖԑǻȄǻȂȆ ǱȄǼ ʙȅǱǚ˭ȋǼ ȀʹǺ 

ȀǷǬǠϦȂȄǼǑ ȀȄǹɝȄǼ ȭǻ ȭǢȄǵ Ǣȅ̩ǚǬȄȋǼ ǧǽȋǱ ǶȄȋǼ, ȅǵȋǻȂȄȅǩǱ ǢǼȄ Ǣȅ̩ǚǬȄǼȋǢ 

ǞǢǢ ǹȄȋǸ ֓ǪȄǻȂǑ "ȀȄǹɝȄǼ" 

șș ԋȋǻɝȄǤ ǶǼǸǱͫ Ǳϟ ǗǘȅȀʨ ԋȋǻɝȄǤ Ԛǵξ˸ȄǼ ȁǽ ǞǢʨ ǸǮȂ ǴǼȋǵǼ ϤȄǥȄȋǱǼ ǶȋǼ ȅȀȋ͗Ǻͼȅǽ Ԛǵξ˸ȄȋǼǼ 
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Ԛǵξ˸ȄǼ (ICT DR ) ʙȅʆǻȂȄǑ 

șȚ ǘ̀ȄǼȋǵǬ֜ʱ ȀȄǺʈȆ 

(IoT)  

ǘ̀ȄǼȋǵǬ ǖǸ ȅǲǔȀ ȭǢ ȀǔȋʹȋǶ ǗǘǠʨ Ǹȋǽ, ǻȄǼ ǸȄǔǽȄ ǖǲɝ ȁǽ ȅǸȅǹ̏ ȅǩȅǵȀǶȋʔǼ 

ȀȄȋǲ ǘ̀ȄǼȋǵȋǬǼ ȀǔȋǻȄǤǑ 

șț ǖȅǹȋǻȄǩǵȋǻȄϛ 

(Adaptable) 

ǵԅǵ ǖǸ͛ȄǼ ȀȄȋǲ ȀȄǺ˙Ϭ ǢǼȋǱ ȀʹǺǑ 

șȜ ǖȅǸȅˏ̏ Ǿȅʱ ȀǼǸǼȄȁ 

(ǘǚȅǶǞȀ) 

ǘǚȅǶǞȀ )UPS) ǞǺǵ ǞǢʨ ǘȋǽȅʭǢʅȄǽ ȅǮǹȄǘȀ )Electrical Device) ǻȄ 

ȅǢӫ ȀǺȋǻȂǼ ǩϢ ȅǸԋʅ ִȀ˗ǻȂ ǢȋǼ ǼȄǣȋǱ ǶȄȋǼ ǞǸǔ ȭǻȋǢȄǵ ֪֙ȋǱɝ Ǣȅ̩ǚǬȄǼ Ǡ 

ǖϢȄϢ ǻ̆ǶȄȅǱȋǱ ȅǸԋʅִ ȀǼǸǼȄȁ ǢǼȋǱ ǶȄȋǼǑ 

șȝ Ǽ ʅȄȋǢǼ ȀȄȅǼ (Rack 

aisle) 

ǮȄǬȄ ȭȀ̀ȄȋǼ ȀȄǹɝȄǼͼȋǽȄ ȀȄǴȄǼǰǱ ǞǢȄȅǴǢ Ǽ ʅȄȋǢ ȀȄȅǩȋȓ ǼȄǣȄ ȁȓǑ Ǟǘ Ǽ ʅȄǢͼȅǽ 

ǶȄǾȄǶȄȅǾ Ȁȅ̏ȅǸȅǿǱ ȁȓǑ Ǟʨǘ ȁǽ Ǽ ʅȄȋǢǼ ȀȄȅǼǑ 

șȞ Ǽ ʅȄȋǢǼ ȅǸϢȄȀ 

(Rack 

Configuration ) 

Ǽ ʅȄǢͼȋǽȄ ȀȄǴȄǼǰǱ ǞǢǢ ǸȄ ȮΜǱ ȀȄȅǼ ȅǸϢȄȋȀ ǼȄǣȄ ȁȓǑ 

șȟ ǚ˭̔ ǞǽȄǢȄ (Hot 

Spot)  

ǧȄǼǶȄȋǾǼ ԅǽǵȄǻȂ ԅǽǵȄ֚ǽǢǹȄȋǸ ǤǼǺ ǱȄǶǺȄʔȄ ǞǢʨ ȭǨȄǬǑ 

șȠ ǾȆǱȄǱǶ ȅǵȓ̆ǰ (Air 

Condition ) 

ǾȆǱȄǱǶ ȅǵǻȂ̆ǰ ϤǸ͛Ȅ ȁȋ ˏǖǹʅ̇ǼȆǵ ǸȄǱȄȋȀ )indoor air) ǗʖɝǱȄǼ ǶȅǼǺȄǰ ȅǵǻȂ̆ǰ 

ǢȋǼ ǗǼȄǺǳȄǻȂǢ ǶȅǼȋǸǾ ȮǱǼȆǑ ȅǸǾǳ ǖȋǲɝ ǾȆǱǽȆǢǼǵ, ǱȄǶǺȄʔȄ ֕ȅ˸, ǸȄǱȄȋȀǼ ǤȅǱ 

ȅǵǻȂ̆ǰ Ǡ ȅǸς˸ǱȄ ȅǵȅ́ǱǢǼǰǘ ǾȆǱȄǱǶ ȅǵǻȂ̆ǰ ϤǸ͛ȄǑ 

șȡ Ǽ ʅȄǢ (Rack) ǮȄǬȄ ȭȀ̀ȄȋǼ ȀȄǹɝȄǼ ǼȄǣȄǼ ǩϢ ǗǽȅǺǼȄ ȀԍȀ ǢȄǭȄȋǺȄǑ 

ȚȘ ͚Ǽ (Tier)  ǱȋϟǼ ʙȄϣǱȄǼ ǚǶǼ ȅǵǹɝǼ ǢȋǼ ǗȋǼȄȅǶǱ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȀǔϚȄ ǺȄǵ 

Țș ǚ -̩ʙȄϣǱȄ (High 

Availability)  

ǚˌ ʙȄϣǱȄ ǞǢʨ ȅȀȋ͗ȋǺǼ ȮǸȅǾ͊ʅ, ǻȄǼ ǽʹʅ ȀȄǴȄǼǰ ȀǺȋǻȂǼ ȭǧȋǻȂ ǚˌǱǼ ȀǺȋǻȂǼ ǩϢ 

ǖǶȄȋǼǾǵȄǽ ǶȄǼǷǼϥȄȋ̑Ǽ ʙȄϣǱȄ ȅǵȅ́Ǳ ǢǼȄǑ 

ȚȚ ͛ȄǶǱʅ 

(Architecture)  

͛ȄǶǱʅ ȁ'ǽ ǞǢʨ Ǣȅ̩ǚǬȄǼ ȭǵǬǠǻȂȄȋǢɝǼ ǵǢǾȄǑ Ǟʨ ǞǢʨ ȭǵǬǠǻȂȄȋǢɝǼ ǸȄȅȁʅǢ 

ǚǶȄǳȄǵ ǞǸǔ ǱȄȋǳǼ ǢȄǻɝǢǼȆ ȀǔǤǭǵ ǞǸǔ ǢǵȅǷǤȄȋǼǾǵ, ǞǼ ǖǶȄȋǼǾǵȄǽ ǵȆȅǱ ǞǸǔ 

Ƕ˸ȅǱ ǞǸǔ ȭȀǘ ȀȄȋǲ ϤǸϘǱ ȭǻȄǤȄȋǻȄǤ ȭʙȄȋǬȄǢǽͼȅǽǼ ȅǵȅǳɝ͊ǢǼȋǰǼ ǩϢ ǞǢʨ 

ǢȄǭȄȋǺȄǑ 

Țț ǢȄǻɝǢǼȆ ȭǺȋǪ ǷǽǢ ǮȄǬȄ ȭȀ̀ȄȋǼ ϤǸϘǱ ȅǸȋǾǿȄȅȓǱ ǬȄǘǽȀǑ 

ȚȜ Ǹʍ ȅǵȋǼȄǴǢ ǳ̃ 

(Lightening 

Ǟʨ ǞǢʨ ǴȄǱǸ ǼǮ ǻȄ ǸʍǶȄȋǱǼ ȁȄǱ ȭǲȋǢ ǼʹȄ ǢǼȄǼ ǚȋ˶ȋϩ ȭǢȄǵǠ ǹǸȋǵǼ ǚǶȋǼ 

ǸȀȄȋǵȄ ȁǻȂǑ ǻȅǳ ǸʍǶȄǱ ǹǸǵȋǢ ǗǥȄǱ ǢȋǼ, ǱȋǸ Ǟʨ Ǹʍ ȅǵȋǼȄǴǢ ǳ̃ȋǢ ǗǥȄǱ 

ǢǼȋǸ ǞǸǔ ǱȄȋǼǼ Ǻϡ ȅǳȋǻȂ Ȁ˗ȄȅǽǱ ȁȋǸ, ǵԅǸȄ ǸʍǶȄǱ ȭǲȋǢ ǗͼȋǵǼ ֨ʔǶȄǱ ǢǼȋǱ 
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Rod) ǶȄȋǼ ǸȄ ǹǸǵʨ ȅǸԋʅǱȄȅȓǱ ȁȋǱ ǶȄȋǼǑ 

Țȝ ǯȄǢǵȄ 

(Screening ) 

ǨȄȋǳ ͛ȄȅǶǱ ǻ̆ȄǔǾȋǢ ǸȄȅȁʅǢ ʹȅǱ ȁȋǱ ǼʹȄ ǢǼȋǱ ϤǸϘǱ ǗˏȄǳǵǑ 

ȚȞ ȅǸԋʅִ ȅǸǱǼǰ ϤǸ͛Ȅ 

(PDU)  

ǞǢʨ ȅǸԋʅִ ȅǸǱǼǰ ϤǸ͛Ȅ (PDU) ǞǺǵ ǞǢʨ ȅǮǹȄǘȀ ǻȄȋǱ ǮȄǬȄ ȭȀ̀ȄȋǼǼ Ǻȋϡ 

ǲȄǢȄ ȭǵǬǠǻȂȄȅǢɝǔ ȀǼ̇ȄǺ Ǡ Ǽ ʅȄǢͼȅǽȋǱ ȮǸԋʅȅǱǢ Ǿȅʱ ȅǸǱǼǰ ǢǼȄǼ ǩϢ ǞǢȄȅǴǢ 

ǗǚǬԚǬͼȅǽȋǱ ǽȄǤȄȋǵȄǑ 

Țȟ ǚȅˮǱ ȭǺȋǪǼ ϤǸ͛Ȅ 

(Raised floor 

systems)  

ǞǢʨ ǚȅˮǱ ȭǺȋǪ ǻȄȅ̆Ǣ ǞǸǔ ȮǸԋʅȅǱǢ ǶȅǼȋǿǸȄͼȅǽǼ ȅǸǱǼȋǰǼ ǩϢ ǞǢʨ ֟ǢȄȋǵȄ 

֢ϢǱȄ ȮǱȅǼ ǢǼȄǼ ǩϢ ǸȄȅȁʅǢ ȭǺȋǪǼ ǚǶȋǼ ǞǢʨ ǚˌǱǼ ǢȄǭȄȋǺȄǤǱ ȭǺȋǪ ȀǼǸǼȄȁ 

ǢȋǼǑ 

ȚȠ ȅǨʖ֜ʱ ǚȅˮǱ ȭǺȋǪ 

(Perforated 

Raised Floor)  

ȅǨʖ֜ʱ ǚȅˮǱ ȭǺȋǪ ǮȄǬȄ ȭȀ̀ȄȋǼ ȅǵȅǸɝ˂ ǸȄֱ ǧǽȄǧǽ ȅǵȅ́Ǳ ǢȋǼǑ 

Țȡ ϣȄǧ ǷǽǢ (patch 

panels ) 

ǞǢʨ ϣȄǧ ϣȄȋǵǽ ǞǺǵ ǞǢʨ ȅǮǹȄǘȀ ǸȄ ǘǚȅǵǬ ǻȄ ȀȄǴȄǼǰǱ ǞǢǘ ǸȄ ǖԑοǶ ʙǢȄȋǼǼ 

ȭǸǾ ǢȋǻȂǢʨ ǩʅȄǢ ȀǺȅεǱ ǢȋǼ ǻȄȋǱ ֧ȅǸǴȄǩǵǢ, ǵǺǵȆǻȂ ǚǶȄȋǻȂ ȀȄȅǢɝǬͼȅǽ ǶǻɝȋǸ́ǰ, 

Ǘ̇ ǕȀǔȋǻȄǤ ͛ȄǶǵ ǞǸǔ ǶǼȆ́ȄǼ ǩϢ ȀǔȋǻȄǤ Ǡ ǼȄǚʨǔ ȀȄȅǢɝǬ ϤǸȁȄǼ ǢǼȋǱ ȁǻȂǑ ϣȄǧ 

ϣȄȋǵǽͼȅǽ ȀȄǴȄǼǰǱ Ǣȅ̩ǚǬȄǼ ȭǵǬǠǻȂȄȅǢɝǔ, ȭǼǢȅǮɝǔ ӍȅǮǠ, ȭǼȅǮǠ ǞǸǔ ȭǬȅǽȅǹǾȋǵ 

ϤǸϘǱ ȁǻȂǑ 

țȘ ȮǸԋʅȅǱǢ ǱȄȋǼǼ ǗǸǼǢ 

ǵǽ (conduits ) 

ȮǸԋʅȅǱǢ ǱȄȋǼǼ ǗǸǼǢ ǵǽ ǻȄ ȭǢȄǵǠ ȅǸȅ̷ǔ ǸȄ ǢȄǭȄȋǺȄȋǱ ȮǸԋʅȅǱǢ ǠϦȂȄȅǼǔ ֧ǼȅʹǱ 

Ǡ ξǬ ǢǼȄǼ ǩϢ ϤǸϘǱ ȁǻȂǑ 

țș ǩξǼȆ ȀǔȋǻȄǤ 

ȅǸȅˏ̏ǢǼǵ 

(Shutdown)  

ȭǢȄǵ ǴǼȋǰǼ ȅǵǼȄǶ˭Ȅ ӱǓȅǢ ֩ȅ͊ ȁȋǽ ǸȄǘȋǼǼ ȀȄȋǲ ǮȄǬȄ ȭȀ̀ȄȋǼǼ ȭǵǬǠȓȄǢɝ ȀǔȋǻȄǤ 

ȅǸȅˏ̏ǢǼǰǑ 

țȚ ʈȄǚȅ̃ǔ ǞǸǔ Ǹȅ̃ǔȋǻȂǼ 

(grounding 

and bonding ) 

ȅǸԋʅִ ǸǱɝǵȆǼ ֖ȅǺǼ ȀȄȋǲ ȀǔȋǻȄǤǑ 

țț ȭǺȀ (Mesh ) ǻȅǳ ȭǢȄȋǵȄ ȭǵǬǠǻȂȄȋǢɝ ȅǮǹȄǘȀ ǸȄ Ǣȅ̩ǚǬȄǼͼȋǽȄǼ Ǻȋϡ ǖȅǱȅǼʱ ȀǔȋǻȄǤ ǲȄȋǢ ǱȄȁȋǽ 

ǱȄȋǢ ǸǽȄ ȁǻȂ ȭǺǾ ǬȋǶȄǽȅǩǑ 

țȜ ǚˌ Ǣ̩ȄǔȋǢǼ 

ʙȅǱǸ̎ǢǱȄ (high -

frequency 

impedance ) 

ʙȅǱǸ̎ǢǱȄ  ǸǽȋǱ ȭǢȄǵǠ ǶȅǼǸǱͫ ȮǸԋʅȅǱǢ ǸǱɝǵȆǼ Ǻȋϡ ȅǳȋǻȂ ǶȅǼǸǱͫ ȅǸԋʅִʙǸȄȁ 

ʙǸȄȅȁǱ ȁǸȄǼ ȀǺǻȂ ǸǱɝǵȆʨ ȭǻ ȭǺȄǬ ǸȄǴȄ ֩ȅ͊ ǢȋǼ, ǱȄȋǢ ȭǸȄǪȄǻȂǑ 
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țȝ ʙȄȀȅˈǢ ȀȄǔȋǢȅǱǢ 

ǤǼȄǳ (SRG) 

ǚˌ Ǣ̩ȄǔȋǢǼ ʙȅǱǸ̎ǢǱȄ ǞȑȄȋǱ ϤǸϘǱ ʙȅǱǼʹȄ ǷǽǢǑ 

țȞ ǸǱɝǵȆ ȅǸȅˏ Ǣ̏ȄǼǢ 

(circuit 

breakers ) 

ǞǢʨ ȀȄȅǢɝǬ ȭʛǢȄǼ ǞǢʨ ϖǻȂǔȅʆǻȂǹȄȋǸ ǧȄȅǽǱ ȮǸԋʅȅǱǢ ֧ǘǧ ǻȄ ȭǢȄǵǠ ǠǹȄǼȋǽȄǮ ǸȄ 

ǾǬɝ ȀȄȅǢɝǬ ȭǲȋǢ ǖȅǱȅǼɦ ȅǸԋʅִ ʙǸȄȋȁǼ ǢȄǼȋǰ ȮǸԋʅȅǱǢ ȀȄȅǢɝǬȋǢ Ǽ́Ȅ ǢǼȄǼ ǩϢ 

ȅǮǩȄǘǵ ǢǼȄ ȁǻȂǑ ǞǼ ֚ǽ ǢȄǩʨ ǞǢʨ Δʨ ȀǵȄʱ ǢǼȄǼ ǶȋǼ ȅǸԋʅִ ʙǸȄȁȋǢ ǸȄǴȄ 

ȭǳǠǻȂȄǑ 

țȟ ȅǼ͛ ȮǸԋʅȅǱǢ ʢǸǵ 

(electrostatic 

discharge ) 

ȅǼ͛ ȮǸԋʅȅǱǢ ʢǸǵ ȁ'ǽ Ȁǔ͟ȋǾɝǼ Ƿȋǽ ȮǸԋʅȅǱǢ ǧȄǩɝ֜ɦ ԋʨ ǸϊǼ Ǻȋϡ ȮǸԋʅȅǱǢ 

Ȁǔȅʹ̔ ʙǸȄȁǑ 

țȠ Ǳȅȑִ ȭǧȐνǢȆȓ ȁ͚ȋʹǶ 

(EMI)  

ǱȅǮȂִ ȭǧȐνǢȆǻȂ ȁ͚ȋʹǶ (ǘǞǺǗǘ), ǻȄȋǢ ȭǼȅǮǠ ȅʚȋǢȄȋǻȂȅ̑ ȁ͚ȋʹǶ ǸǽȄ  (ǗǼǞǷǗǘ)

ȁǻȂ ǻǣǵ ȭǼȅǮǠ ȅʚȋǢȄȋǻȂȅ̑ ȭ͟ǢʏȄȋǺ ȁǻȂ ǞǢʨ ǸȄȅȁʅǢ ǚɯȀ ΜּȄǼȄ ǚɯǶȄȅǳǱ ǪȄȋǺǽȄ 

ǻȄ ȮǸԋʅȅǱǢ ȭǧȐνǢȆǻȂ ǗǵǻȂǵ, ǱȅǮȂִȋ́ȋʔǼ ȀǔȋǻȄǤ ǸȄ ǸȄȁǵ ΜȄǼȄ ȮǸԋʅȅǱǢ ȀȄȅǢɝǬȋǢ 

ʙǹȄȅǸǱ ǢȋǼǑ 

țȡ ȅǸԋʅִ ǾǱɝǢǼǰ 

(power -

conditioning ) 

ȀǼ˙ȄǺ 

ȅǸԋʅȋǱǼ ǗǾȄԑοǶ ʙǸȄȁ ȅǵȅ́ǱǢȄǼȆ ǻ̆ 

ȜȘ LT ϣȄȋǵǽ Ǟǽʨ ϣȄȋǵǽ ǞǢʨ ȮǸԋʅȅǱǢ ȅǸǱǼǰ ȭǸȄǮɝ ǻȄ ȭǩǵȄȋǼǬǼ ǸȄ ʏȄ̑ǷǺɝȄǼ ȭǲȋǢ ȅǸԋʅִ ʈȁǰ 

ǢȋǼ ǞǸǔ ȅǸȅǹ̏ ȮǸϠȅǱǢ ǻ̆ ǞǸǔ ȅǸǱǼǰ ȭǸȄǮɝͼȅǽȋǱ ȅǸԋʅִ ȅǸǱǼǰ ǢȋǼ 

Ȝș TPN Bus Bar  ȮǸԋʅȅǱǢ Ǿȅʱ ȅǸǱǼȋǰ, ǞǢʨ ǸȄȀǸȄǼ ǞǢʨ ǴȄǱǸ ȅ͖Ƕ ǸȄ ǸȄǼ ȁǻȂ ǻȄ ȀȄǴȄǼǰǱ ͛ȄǵȆǻȂ 

ǚˌ ȅǸԋʅǱ ȅǸǱǼȋǰǼ ǩϢ ֧ǘǧ, ϣȄȋǵǽ ȭǸȄǮɝ ǞǸǔ ǸȄȀǠȋǻȂǼ ȭǥȋǼǼ ǖǹʅ̇ȋǼ ǲȄȋǢǑ 

ȜȚ MMSB  Ǟʨ ǞǢǴǼȋǰǼ ֧ʅǘǧ ȭǸȄǮɝǑ 

Ȝț Ǳϟ ȀǔǼʹǰȄǤȄǼ 

(Storage)  

Ǳϟ ǩǺȄ ǼȄǣȄǼ ǩϢ ȅǸȋǾǿȄȅȓǱ ȀȄǹɝȄǼǑ 

ȜȜ Signal 

Reference 

Ground (SRG)  

ȀȄǹɝȄǼ Ǡ ǞǼ Ǽ ʅȄǢȋǢ ʈȄǚȅ̃ǔ ǢǼȄǼ ʙ֜ȅʱ 

Ȝȝ ǾȆǱǽȆǢȄǼǢ ȅǵǺȅ˓Ǳ 

ǱǼǽ (Immersion 

Cooling Fluid ) 

ǱǼǽ ʙǸȄȋȁǼ ǺȄϡȋǺ ǾȆǱǽȆǢǼǰǑ 

ȜȞ ǶȄȅǵ ȅǨǬȄȋǵȄǼ ǻ̆ ǞǢʨ ǶȄȅǵ ȅǨǬȄȋǵȄǼ ǻ̆ ǞǢʨ ǖȅʿ ʙȅǱȋǼȄǴǢ ϤǸ͛ȄǼ ǚǶȄǳȄǵ ǻȄ ԛǸɝȅǵǴɝȄȅǼǱ 
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(sprinkler ) ǱȄǶǺȄʔȄ ǨȄȅǮȂȋǻȂ ǻȄǠǻȂȄǼ ǶȋǼ ǶȄȅǵ Ǩȅȑȋȓ ȭǳȓǑ 

Ȝȟ ȀȄǹɝȄȋǼǼ ȭǳǼȄǩ 

(Cabinet)  

ȀȄǹɝȄǼ Ǽ ʅȄȋǢǼ ǖϢ ǵȄǺǑ 

ȜȠ ǗǘȅǶ (IP)  ǘ̀ȄǼȋǵǬ ȭʙȄȋǬȄǢǽ ȭǵǬǠǻȂȄȋǢɝǼ ȀȆǺȄǵȄ ӮȋǮȂ ȭǮǬȄʈȄǺ ȅǼȋǽ ǢǼȄǼ ǩϢ  (ǗǘȅǶ)

 ǘ̀ȄǼȋǵǬ ȭʙȄȋǬȄǢǽ ֧ʅȋǬ ֚ǽȭǻȄǤȄȋǻȄǤ ȭʙȄȋǬȄǢǽǑ 

Ȝȡ ǖǸȋǽȄȅȁǱ 

(Infrared ) Ǽȅͅ 

ȭǻ ȀǢǽ ǱȅǮȂִ ȭǧȐνǢ ȅǸȅǢǼȋǰǼ ǱǼ̍ ȮǳȋǥɝʅǼ ȀȆǺȄ ș ǺȄǘȋʆȄȅǺǬȄǼ ȭǲȋǢ ș ȅǺȅǽȅǺǬȄǼ 

Ƕǻɝ̇ ȅǸӛǱ ǱȄȋǳǼ ǸǽȄ ȁǻȂ ǖǸȋǽȄȅȁǱ ǼȅͅǑ  

ȝȘ LED  ǞǽǘȅǮ ǞǺǵ ǞǢʨ ǖǴɝǶȅǼǸȄȁȆ ǻ̆ȄǔǾ ǻȄ ǗȋǽȄ ȅǸȅǢǼǰ ǢȋǼǑ 

ȝș ǽȄʺ (LUX) ǽȄʺ ȁ'ǽ ǗȋǽȄȋǢǼ ǞȀǗǘ ǚ˺ȈǱ ǘǚȅǵǬ, ʙȅǱ ǘǚȅǵǬ ȭʹȋʔǼ Ǻȋϡ ǗȋǽȄȅǢǱ ̛Ȅʺ 

ǶȅǼǺȄǶ ǢȋǼǑ 

ȝȚ ǩǔǾǵ ǸȄ ̋ ȅǸȅǹ̏ ǱȄȋǼǼ Ǻȋϡ ȀǔȋǻȄȋǤǼ ǩϢ ȭǻ ǸȄʺ ϤǸȁȄǼ ǢǼȄ ȁȓǑ  

ȝț ǠȁǺ (Ohm)  ǠȁǺ ǸȄ Ǡ'Ǻ ȁǽ ȭǼȄȋǴǼ SI ǸȄ Ǘ̇ ǩɝȄȅǱǢ Ƕ˸ȅǱǼ ǞǢǢǑ  

ȝȜ ǢȋʹǼ ǺȄȋǪ Ǣ  ́

(Room in 

Room)  

ǞǢ ǢȋʹǼ ǺȄȋǪ ǗȋǼǢ ǢʹǑ ȀȄǴȄǼǵǱ, ȭǮǬȄ ȭȀ̀ȄȋǼ ͼξΖԛǰɝ ȅǮǹȄǘȀͼȋǽȄ ǗǽȄǳȄ 

Ǣȋʹ ȭǼȋǣ ȭȀͼȋǽȄ ǖ̇ǼȆǵ ǢȋǼ ǼȄǣȄ ȁȓǑ ǖȋǵǢ ȀǺȓ ǞȋǢ Enclosure Ǡ ǸǽȄ ȁȓǑ  

ȝȝ ǹȋȓȀ ǠǹȄǼ ǗǘȅǶ 

(VoIP)  

ȅǹǠǗǘȅǶ (VoIP) ǞǼ ԛǰɝοǶ ȁȋǽȄ Voice Over Internet Protocol.  

Ǟʨ ǘ̀ȄǼȋǵȋǬǼ ǺȄϡȋǺ ǢǲȄ ǸǽȄǼ ǞǢ ǴǼȋǵǼ ǺȄϡǺǑ ȭǺȄǸȄǘǽ ȅǳȋǻȂ ȅǸȋσǼ ǞǢ ȭǳǾ 

ȭǲȋǢ ǖϢ ȭǳȋǾ Ǣǲ ǸǽȄ ǞǺǵȅǢ ǞǢǘ ȭǳȋǾǼ Ǻȋϡ ǞǢ ͛Ȅǵ ȭǲȋǢ ǖϢ ͛Ȅȋǵ ǢǲȄ ǸǽȄǼ 

ȭʹȋʔ ȅǹǠǗǘȅǶ ϤǸ֪Ǳ ȁǻȂǑ ǗǼ ǞǩϢ ǖǸϩǘ ǘ̀ȄǼȋǵǬ ǲȄǢȋǱ ȁȋǸǑ Ǟ Ƕ˸ȅǱȋǱ ȭǳǾ 

ȭǲȋǢ ȅǸȋǳȋǾ ǢǲȄ Ǹǽȋǽ ǖȅǼȅǩȋǵǾǵ ǞǸǔ ȅǸȋǳǾ ȭǲȋǢ ǢǲȄ Ǹǽȋǽ ǬȄǼȅǺȋǵǾǵ ȁǻȂǑ  

ȝȞ QoS  ǶȅǼȋǿǸȄǼ ͼǰǺȄǵ (QoS) ǞǺǵ ȭǢȄǵǠ ʙ֜ ȅʱȋǢ ȭǸȄǪȄǻȂ ǻȄ ȭǵǬǠǻȂȄȋǢɝ ϣȄȋǢǬ ʹǻȂ, 

ȅǸǽν ǞǸǔ Ǫсʹȅǵ ʣȄȀ ǢǼȋǱ ȭǮǬȄ ʏʅȄȅǷǢ ǶȅǼǧȄǽǵȄ ǢȋǼǑ QoS ȭǵǬǠǻȂȄȋǢɝ ȅǵȅǳɝ͊ 

ǴǼȋǰǼ ȭǮǬȄǼ ǩϢ ǖʈȄȅǴǢȄǼ ȅǵǴɝȄǼǰ ǢȋǼ ȭǵǬǠǻȂȄǢɝ Ȁǔ͛Ȅǵ ȅǵǻȂ̆ǰ ǢȋǼ ǞǸǔ ǶȅǼǧȄǽǵȄ 

ǢȋǼǑ  

ȝȟ LAN  ȭǽȄǢȄǽ ǞȅǼǻȂȄ ȭǵǬǠǻȂȄǢɝ (ϨȄǵ) (Local Area Network ǸȄ LAN) ǖǲɝȄִ 

͛ȄǵȆǻȂ ǖ˗ȋǽǼ ȭǵǬǠǻȂȄǢɝ ȁȋǽȄ ǞǢʨ Ǣȅ̩ǚǬȄǼ ȭǵǬǠǻȂȄǢɝ ǻȄ ǸȄȅǮȂ, ȅǸϠȄǽȋǻȂ, 

Ǣȅ̩ǚǬȄǼ ϨȄǸȋǼǬȅǼ ǸȄ ǖȅǷȋȀǼ ǞǢʨ ȀȆȅǺǱ ǞǽȄǢȄǼ ǞǢȄȅǴǢ Ǣȅ̩ǚǬȄȋǼǼ Ǻȋϡ 

Ǘ̇ǕȀǔȋǻȄǤ͛ȄǶǵ ǢȋǼ ǲȄȋǢǑ  

ȝȠ WAN  ǞǢʨ ʙǾ͚ ǖ˗ǽ ȭǵǬǠǻȂȄǢɝ (WAN ) ǞǢʨ ȭǬȅǽȋǻȄǤȄȋǻȄǤ ȭǵǬǠǻȂȄǢɝ ǻȄ Ǣȅ̩ǚǬȄǼ 

ȭǵǬǠǻȂȄȅǢɝǔȋǻȂǼ ʙȄǲȅǺǢ ǚȋ˶ȋϩ ǞǢʨ ȅǸǾȄǽ ȭǹȐǤȅǽǢ ǖ˗ǽ ӮȋǮȂ ȅǸӛǱǑ ǠǻȂȄǘǮ 

ǞȅǼǻȂȄ ȭǵǬǠǻȂȄǢɝͼȅǽ ʙȄǻȂǾǘ ȅǽǩǮ ȭǬȅǽȋǻȄǤȋǻȄǤ ȀȄȅǢɝȋǬǼ ȀȄȋǲ ʙȅǱȅ͌Ǳ ȁȓǑ  
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ȝȡ ȅǹȅǮǠ ȅ͖ȅǺǔ 

(Video 

Streaming)  

ȅǹȅǮǠ ȅ͖ȅǺǔ ȁ'ǽ ǺȄȅ̵ȅǺȅǮǻȂȄ ǻȄ ȅǵǻȂȅǺǱ ȀǼǸǼȄȁǢȄǼȆǼ ǺȄϡȋǺ ȀǼǸǼȄȁ ǢǼȄǼ ȀǺǻȂ 

ȭǾǿ ϤǸȁȄǼǢȄǼȆȋǢ ΜȄǼȄ ʈȁǰ ǢǼȄ ȁǻȂ ǞǸǔ ǚǶ͛ȄȅǶǱ ȁǻȂǑ "Ӷ ȅ͖Ǻ" ȅʆǻȂȄʨ Ǟǘ 

Ƕ˸ȅǱȋǱ ȅǺȅǮǻȂȄ ȀǼǸǼȄȁ ǢǼȄ ǸȄ ʙȄȅ̔Ǽ ʙȅʆǻȂȄ ȭǸȄǪȄȓǑ  

ȞȘ VLAN  ǹȄӨɝǻȂȄǽ ϨȄǵ (Virtu al LAN ) ȁ'ǽ ǞǺǵ ȭǢȄǵǠ Ȁ̧ǧȄǼ ȭǮȄȋǺǵ ǻȄ ȭǮǬȄ ȅǽˆ ͚Ǽ 

(Data Link, OSI  ͚Ǽ 2) Ǟ Ǣȅ̩ǚǬȄǼ ȭǵǬǠǻȂȄȋǢɝ ȅǸǹȄǩȅǵǱ ǞǸǔ ȅǸȅˏ̏ ǲȄȋǢǑ 

ϨȄǵ ͛ȄǵȆǻȂ ǖ˗ǽ ȭǵǬǠǻȂȄȋǢɝǼ Ȁǔȅʹ̔ οǶ ǞǸǔ Ǟǘ ʙȀȋˈ ǹȄӨɝǻȂȄǽ ǞǢʨ ǾȄǼȆȅǼǢ 

ǸϊȋǢ ԚǵǼȄǻȂ ȮǱȅǼ ǢǼȄ ǞǸǔ ǖȅǱȅǼʱ ֜ȅʱ ΜȄǼȄ ǶȅǼǸȅǱɝǱ ǢȋǼǑ ȅǹǞǽǞǞǵǼȄ 

ȭǵǬǠǻȂȄǢɝ ȭʚȋǺ ϜȄǤ ʙȋǻȂȄǤ ǢȋǼ ǞǸǔ ȭǵǬǠǻȂȄȅǢɝǔ ȅȀȋ͗ȋǺ Ǟǘ ϜȄǤͼȅǽ ȁʅȄ̃ǽ ǢȋǼ 

ǢȄǩ ǢȋǼ - ǞǢʨ ȭǵǬǠǻȂȄȋǢɝ ǾȄǼȆȅǼǢǹȄȋǸ ǲȄǢȄ ȭǵǬǠǻȂȄǢɝ ʏʅȄȅǷȋǢǼ ǚǶȅ͛ȅǱ ǞǸǔ 

ǢȄǻɝǢȄȅǼǱȄ ȮǱȅǼ ǢȋǼ ǱȋǸ Ǟʨ ԜǲǢ ȭǵǬǠǻȂȄȋǢɝǼ Ǻȋϡ ȅǸǹʱ ȁȋǻȂ ǢȄǩ ǢȋǼǑ 

Ȟș DR  ԋȋǻɝȄǤ Ԛǵξ˸ȄǼ (DR) ֧ǼʹȄ ǶȅǼǢ̼ǵȄǼ ǞǢʨ ȭʹʔ ǻȄ ǽʹʅ ǢȋǼ ȭǻ ȭǢȄǵǠ Ȁǔ͛ȄȋǢ 

ǚȋ̀ǣȋǻȄϛ ȭǵȅǱǸȄǧǢ ǘȋǹ̀ͼȅǽǼ ʙǹȄǸ ȭǲȋǢ ǼʹȄ ǢǼȄǑ ǩȄǻȂǤȄǻȂ ǞǢʨ ԋȋǻɝȄǤ Ԛǵξ˸ȄǼ 

ȭǢȐǾǽ ȁ'ǽ ǞǢʨ Ȁǔ͛ȄȋǢ ǞǢʨ ǸȄǴȄʈ͛ ȁǠǻȂȄǼ ǶȋǼ ǩξǼȆ ͼξΖԛǰɝ ǢȄǻɝǢǽȄǶ ǸǩȄǻȂ 

ǼȄǣȋǱ ǸȄ ΚǱ ԚǵǼȄǻȂ ςξ ǢǼȋǱ ȀʹǺ ǢȋǼǑ 

ȞȚ Ǳϟ ʙȅǱȅǽȅǶ 

(Replication)  

Ȁ̚ǠϦȂȄǼ ǸȄ ȁȄǮɝǠϦȂȄǼ ǚǶȄǳȄǵͼȅǽǼ ǺȋǱȄ ȅǵǹɝǼȋǻȄϛǱȄ, Δʨ-ȀȁǵǾȆǽǱȄ ǸȄ 

ǖʅȄȋʺȀȋǻȄϛǱȄǼ ǚ̏ȅǱ ǢǼȄǼ ǩϢ ǖʙȋǻȂȄǩǵȆǻȂ Ȁǔ͛ȄǵͼȅǽǼ Ǻȋϡ ȭǻǺǵ ǖǵǲɝǢ 

Ȁǔ͛ȄǵͼȅǽǼ Ǻȋϡ ǴȄǼȄǸȄȅȁǢǱȄ ȅǵȅ́Ǳ ǢǼȄǼ ǩϢ Ǣȅ̩ǚʨǔȋǻȂǼ ʙȅǱοǶ ǩȅǮȂǱǑ  

Ȟț ǢȄǭȄȋǺȄǤǱ ǢʅȄǸȅǽǔ 

ȅȀȋ͗Ǻ (SCS) 

ǞǢʨ Ȅ͖ǢǧȄǮɝ ǢʅȄǸȅǽǔ ȅȀȋ͗Ǻʨ ǢʅȄǸȅǽǔ ǞǸǔ Ȁ̩ ȅǢɝǱ ȁȄǮɝǠϦȂȄǼͼȅǽǼ ǞǢʨ ȀҪǰɝ 

ȅȀȋ͗Ǻ, ǻȄ ǞǢʨ ȅǸӛǱ ȭǬȅǽȋǻȄǤȄȋǻȄǤ ǖǸǢȄǭȄȋǺȄ ȀǼǸǼȄȁ ǢȋǼǑ Ǟǘ ǖǸǢȄǭȄȋǺȄʨ 

ȅǸӛǱ ϤǸȁȄǼͼȅǽȋǱ ǶȅǼȋǸǾǵ ǢȋǼ, ȭǻǺǵ ȭǬȅǽȋǷȄǵ ǶȅǼȋǿǸȄ ȀǼǸǼȄȁ ǢǼȄ ǸȄ 

Ǣȅ̩ǚǬȄǼ ȭǵǬǠǻȂȄȋǢɝǼ ǺȄϡȋǺ ȭǮǬȄ ȭʙǼǰ ǢǼȄǑ Ǟʨ ȅǮǹȄǘȀ ȅǵǹɝǼ ǵȄ ȁǠǻȂȄ ǚȅǧǱǑ 

ȞȜ ǶȅǼȋǿǸȄ ͚ȋǼ Өȅʱ 

(SLA)  

ǞǢʨ ǶȅǼȋǿǸȄ-͚ȋǼǼ Өȅʱ (SLA ) ȭǢȄǵǠ ǶȅǼȋǿǸȄ ȀǼǸǼȄȁǢȄǼȆ ǞǸǔ ǱȄǼ ʈȄȁǢȋǳǼ 

Ǻȋϡ ǞǢʨ Өȅʱ ǻȄ ȀǼǸǼȄȁǢȄǼȆǼ ǶȅǼȋǿǸȄͼȅǽ ǢȆ ȀǼǸǼȄȁ ǢǼȋǸ ǞǸǔ ȭȀǘ ǶȅǼȋǿǸȄ 

ǺȄǵ ȅǵǴɝȄǼǰ ǢǼȋǸ ǻȄ ȀǼǸǼȄȁǢȄǼȆ ȭǺȋǵ ǧǽȋǱ ǸȄϡ ǲȄȋǢǑ  

Ȟȝ ȀȄǹɝȄǼ ǹȄӨɝȓȄǽȄǘȋǩǾǵ 

(VPS) 

Ǟʨ ǞǢʨ ǹȄӨɝȓȄǽ ȭȁȄȅ͗ǔ ȭǺȅǾǵ, ǻȄ ǞǢʨ ǘ̀ȄǼȋǵǬ ȭȁȄȅ͗ǔ ǶȅǼȋǿǸȄ ΜȄǼȄ ǶȅǼȋǿǸȄ 

ȅȁȀȄȋǸ ȅǸȅʆ ȁǻȂǑ 

ȞȞ ȭ͗ȄȋǼǩ ǞȅǼȓȄ 

ȭǵǬǠȓȄǢɝ (SAN)  

ȭ͗ȄȋǼǩ ǞȅǼǻȂȄ ȭǵǬǠǻȂȄǢɝ (SAN) ȁ'ǽ ǞǢʨ ȭǮȅǮȋǢȋǬǮ ȁȄǘ ȅ͟Ǯ ȭǵǬǠǻȂȄǢɝ ǸȄ 

ȀȄǸȋǵǬǠǻȂȄǢɝ ǻȄ ǞǢȄȅǴǢ ȀȄǹɝȄȋǼ ȭ͗ȄȋǼǩ ȅǮǹȄǘȋȀǼ ǹȄǤ ǢǼȄ ԚǽȋǢ Ǘ̇ǕȀǔȋǻȄǤ ǢȋǼ 

ǞǸǔ ǚǶ͛ȄǶǵ ǢȋǼǑ ǞǢʨ SAN ȀȄǴȄǼǰ ϤǸȁȄǼǢȄǼȆǼ ȭǵǬǠǻȂȄǢɝ ȭǲȋǢ ȭ͗ȄȋǼǩ 

ȅǼȋȀȄȀɝͼȅǽ ȀȅǼȋǻȂ ȅǵȋǻȂ ǻȄǻȂ ǞǸǔ ǱȄȋǳǼ ǞǢʨ ϖȄǴȆǵ, ǚ -̩ǢǺɝ́ǺǱȄ ȭǵǬǠǻȂȄȋǢɝ 

ԚǵǤɝʪǱ ǢȋǼǑ 

Ȟȟ ȭǬǶ ǽȄǘȋʛȅǼ (Tape 

Library)  

ȭǬǶ ǽȄǘȋʛȅǼ ȁ'ǽ ǞǢʨ ǚ -̩ʹǺǱȄ Ȁ̩ ̏ȭ͗ȄȋǼǩ ȅȀȋ͗Ǻ ǻȄ ȭǬǶ ǢȄԅɝǩͼȅǽ ȀǔǼʹǰ, 

Ԛǵξ˸ȄǼ, ǶǮȂȄǼ ǞǸǔ ȭǽǣȄǼ ǩϢ ϤǸϘǱ ȁǻȂǑ ǞǢʨ ȭǬǶ ǽȄǘȋʛȅǼȋǱ ȭǬǶ ǢȄǬɝȅǼǩͼȅǽ 

ϖǻȂǔȅʆǻȂǹȄȋǸ ǶȅǼǸǱɝȋǵǼ ǩϢ ϤǸϘǱ ȭǼȄȋǸȄʨǢ ȅȀȋ͗Ǻ Ȁȁ ǢȄԅɝǩͼȅǽ ǞǸǔ ǞǢȄȅǴǢ 
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ȭǬǶ ʑȄǘǹ ǼȋǻȂȋǨǑ  

ȟȘ ǸȄȅȁʅǢ ǢȄǭȄȋǺȄ 

(Chassis) 

ǧʅȄȅȀȀ ȁ'ǽ ǞǢʨ ӜȅʔǺ ǸϊǼ ȭǽȄǮ-ǹȄǼǸȁǵ ǢȄǭȄȋǺȄ, ǻȄ ǢȄǭȄȋǺȄǤǱǹȄȋǸ ǱȄǼ ȅǵǺɝȄǰ 

ǞǸǔ ǢȄǻɝǢǼȆǹȄȋǸ ǖǸȋǩʮʨȋǢ ȀǺǲɝǵ ǢȋǼǑ ǧʅȄȅȀȋȀǼ ǚǳȄȁǼǰ ǞǢʨ ǤȄȅǮȂǼ ȭʚǺ, 

ȭǺȄǬǼ ǤȄȅǮȂǼ Ǘ̃ȄǼ ǶȄǬɝ, ǻȄǼ ǚǶȋǼ ȭǳȁʨ ǺȄǚ̀ ǢǼȄ ȁǻȂ; ǻȅǳ ǧǽǺȄǵ ȅǤǻȂȄǼ ȭǻǺǵ ǧȄǢȄ 

ǞǸǔ ȀǔʆǺǰ, ǞǸǔ ǢǣǵǠ ǢǣǵǠ ǞǺǵȅǢ ʑȄǘǹȄȋǼǼ ǗȀǵǠ ǖ̇ ɝɦ֖ ǲȄȋǢǑ  

ȟș ȅǵӠȒ ʙȅǱǼʹȄ 

(Defense -in -

Depth ) 

Defense -in -Depth  ȀȄǘǸȄǼȅȀȅǢǚȅǼʨǼ ǞǢʨ ԍȅ͊ǹȅˈ, ǻȄȋǱ ֚ϨǸȄǵ Ǳϟ 

ǞǸǔ Ǳϟ ֧ǼʹȄǼ ǩϢ ǞǢȄȅǴǢ ʙȅǱǼʹȄ֚ǽǢ ϤǸ͛Ȅ ͚Ǽ֜ʱ ȁǻȂǑ ǻȅǳ ǞǢʨ ȭǺǢȄȅǵǩǺ 

Ϥǲɝ ȁǻȂ, ǖϢ ǗʆǺǰ ǱȄִʹȅǵǢ ǶǳȋʹǶ ȭǵȓǑ  

ȟȚ Ǳϟ ȅǵǼȄǶ˭Ȅ ʙǾȄȀǢ 

(Information 

Security 

Administrator ) 

Ǳϟ ʙ֜ȅʱǼ ȅǵǼȄǶ˭Ȅ ǸȄ ֧ǼʹȄ ʙǾȄȀǢ ȭǢȄǵǠ Ȁǔ͛ȄǼ Ǻȋϡ ȀǺ͚ Ǘǘʨ-ȀǔʆȄ̇ 

Ǽ֧́Ȅ ǞǸǔ ֧Ǽ́Ȅ Ȁ̩ ȅǢɝǱ ȀǺϬȄͼȅǽ ǶȅǼǧȄǽǵȄ ǢǼȄǼ ǩϢ ǳȄǻȂǸ˸Ǒ ǞǼ Ǻȋϡ 

ȅǸǢȄǾǢȄǼȆ ȅȀȋ͗Ǻ ǞǸǔ ǵȆȅǱ ǖ̇ ɝɦ֖ ǲȄǢȋǱ ǶȄȋǼ, ǶȄǾȄǶȄȅǾ Ȁǔ͛Ȅ ǞǸǔ ʈȄȁǢ 

ǚǹǻȂ ȭǮǬȄ ֧ǼȅʹǱ ǢǼȄǼ ǩϢ ʙȅʆǻȂȄͼȅǽǼ ǸȄ͚ǸȄǻȂǵ ǱǳȄǼȅǢ ǢǼȋǱ ǶȄȋǼ 

ȟț ǖǵԑȋǺȄȅǳǱ ǖȅǹǤǺǵ 

(Unauthorized 

Access)  

ǖǵԑȋǺȄȅǳǱ ǖʅȄȋʺȀ ȁ'ǽ ǻǣǵ ȭǢǚ ȭǢȄǵǠ ǠȋǻȂǸȀȄǘǬ, ȭʙȄʈȄǺ, ȀȄǹɝȄǼ, ǶȅǼȋǿǸȄ ǸȄ ǖϢ 

ǢȄǼǠ ǖʅȄǢȄǚ̀ ǸȄ ǖϢȄϢ Ƕ˸ȅǱ ϤǸȁȄǼ ǢȋǼ ǖϢ ȅȀȋ͗ȋǺ ǖʅȄȋʺȀ ǶȄǵǑ 

ǚǳȄȁǼǰϖοǶ, ǻȅǳ ȭǢǚ ǞǺǵ ȭǢȄǵǠ ǖʅȄǢȄǚȋ̀Ǽ ǩϢ ǶȄȀǠǻȂȄǮɝ ǸȄ ϤǸȁȄǼǢȄǼȆǼ ǵȄǺ 

ǖԑǺȄǵ ǢǼȋǱ ǲȄȋǢ ǻȄ ǖʅȄȋʺȀ ǵȄ ǶȄǠǻȂȄ Ƕǻɝ̇ ǱȄȋǳǼ ǵȓ, ǱȋǸ ǞʨȋǢ ǖǵԑȋǺȄȅǳǱ 

ǖʅȄȋʺȀ ȅȁȀȄȋǸ ȅǸȋǸǧǵȄ ǢǼȄ ȁȋǸǑ  

ȟȜ ǖȀȄǺȅǼǢȆӜǱ ǞǽȄǢȄ 

(Demilitarized  

Zone (DMZ))  

ȅǮǞǺȋǩǮ, ȅǮȅǺȅǽǬȄǼȄǘǩǮ ȭǩȄǵʨǼ (Demilitarized  Zone) ǩϢ Ȁǔȅʹ̔, 

ǞǢʨ ȭǵǬǠȓȄǢɝ (ǸȄȅȁʅǢ ǸȄ ȭǻȐȅʱǢ, Physical or Logical ) ȭȁȄ͗ͼȅǽ ȀǔȋǻȄǤ 

ǢǼȋǱ ϤǸϘǱ ȁǻȂ ǻȄ ǞǢʨ ǖȅǸσ͚ ǸȄȅȁʅǢ ȭǵǬǠǻȂȄǢɝ - ȀȄǴȄǼǰǱ ǘ̀ȄǼȋǵǬ - ǖǹʅ̇ǼȆǰ, 

ʙȄǘȋǹǬ ȭǵǬǠǻȂȄǢɝ ǼȄǣȄǼ ȀǺǻȂ - ȀȄǴȄǼǰǱ ǢȋǶɝȄȋǼǬ ȭǵǬǠǻȂȄǢɝ - ǗǽȄǳȄ ǞǸǔ ȅǸȅˏ̏ ȁȋǻȂ 

ǲȄȋǢ ǸȄȅȁʅǢ ȭǵǬǠǻȂȄǢɝ ǤǭǵǑ 

ȟȝ ǖǵȅǴǢȄǼ ʙȋǸǾ 

ʙȅǱȋǼȄǴ ϤǸ͛Ȅ 

(Intrusion 

Prevention 

System (IPS))  

ǞǢʨ ǖǵȅǴǢȄǼ ǖԑʙȋǸǾ ʙȅǱȋǼȄǴ ϤǸ͛Ȅ (IPS ) ǞǺǵ ǞǢǴǼȋǵǼ ȭǵǬǠǻȂȄǢɝ ֧ǼʹȄ ǻȄ 

ȀǵȄʱǢȄǼȆ ϗǺȅǢͼȅǽ ȀǵȄʱ Ǡ ʙȅǱȋǼȄǴ ǢǼȋǱ ǢȄǩ ǢȋǼǑ ǖԑʙȋǸǾ ʙȅǱȋǼȄǴ ϤǸ͛Ȅ 

Ȁ̭ȄϤ ԌȅǿǱ ǥǬǵȄǼ Ȁ̎Ȅǵ ǞǸǔ ǱȄȋǳǼ Ȁ̩ ȋǢɝ Ǳϟ ǢʅȄǶǧȄǼ ǢǼȄǼ ǩϢ ǗǶǵȄǼ 

ȭǵǬǠǻȂȄǢɝȋǢ ǖȅǸȅˏ̏ǹȄȋǸ ǶǻɝȋǸ́ǰ ǢȋǼǑ 

ȟȞ ǹȄӨɝȓȄǽ ʙȄǘȋǹǬ 

ȭǵǬǠǻȂȄǢɝ (VPN)  

ǹȄӨɝǻȂȄǽ ʙȄǘȋǹǬ ȭǵǬǠȓȄǢɝ (VPN ) ǞǺǵ ǞǢʨ ȭǵǬǠȓȄǢɝ ǻȄ ǶȄǸȅǽǢ ǱȄȋǼǼ ϤǸȁȄǼ 

ǢȋǼ ȮǱȅǼ ǢǼȄ ȁȓ - ȀȄǴȄǼǰǱ ǘ̀ȄǼȋǵǬ - ȭǢȄǵǠ Ȁǔ͛ȄǼ ϤȅʱǤǱ, ǖǹʅ̇ǼȆǰ 

ȭǵǬǠǻȂȄȋǢɝǼ ȀȄȋǲ ʙǱʅ̇ ϤǸȁȄǼǢȄǼȆ ǸȄ Ǘ˗ȅǽǢ ǖȅǷȀͼȅǽȋǢ Ȁǔ֜ʱ ǢǼȋǱǑ  

ȟȟ SIEM  Ǣȅ̩ǚǬȄǼ ֧ǼʹȄ, ֧ǼʹȄ Ǳϟ ǞǸǔ ǘȋǹ̀ ϥȄȋǵǩȋǺ̀ (SIEM ), Ȁ̚ǠϦȂȄǼ ǶϞ Ǡ 

ǶȅǼȋǿǸȄȋǱ ȅȀȅǢǚȅǼʨ ǘǵǷǼȋǺǾǵ ϥȄȋǵǩȋǺ̀ (SIM ) ǞǸǔ ȅȀȅǢǚȅǼʨ ǘȋǹ̀ 

ϥȄȋǵǩȋǺ̀ (SEM ) ȅǺȅǽǱ ȁǻȂǑ ǱȄǼȄ ǖʅȄȅ̘ȋǢǾǵ ǞǸǔ ȭǵǬǠǻȂȄǢɝ ȁȄǮɝǠϦȂȄǼ ΜȄǼȄ 
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ǚִǶȄȅǳǱ ֧ǼʹȄ ȀǱǢɝǱȄͼȅǽǼ ȅǼȋǻȂǽ-ǬȄǘǺ ȅǸȋ͆ǿǰ ȀǼǸǼȄȁ ǢȋǼǑ 

ȟȠ ǠȋȓǸ Ǟȅ̘ȋǢǾǵ 

ǷȄȓȄǼǠȓȄǽ (WAF)  

ǞǢʨ ǠȋǻȂǸ ǖʅȄȅ̘ȋǢǾǵ ǷȄǻȂȄǼǠǻȂȄǽ (WAF)  ȁ'ǽ ǷȄǻȂȄǼǠǻȂȄǽ ǻȄ ȭǢȄǵǠ ǠȋǻȂǸȀȄǘǬ 

ǸȄ ǠȋȓǸ ǖʅȄȅ̘ȋǢǾǵ ȭǲȋǢ ǞǸǔ ǻȄǱȄȓȄǱ ǢǼȄǼ ȀǺǻȂ ȭǮǬȄ ϣȄȋǢǬͼȅǽ ǶǻɝȋǸ́ǰ ǢȋǼ, 

ȅǷ̵ȄǼ ǢȋǼ ǞǸǔ ̡Ǣ ǢȋǼ ǠȋȓǸ Ǟȅ̘ȋǢǾǵ ǷȄȓȄǼǠȓȄǽǑ ǞǢʨ WAF  ȁǻȂ ȭǵǬǠȓȄǢɝ-

ȅǹȅ˭Ǣ, ȭȁȄ͗-ȅǹȅ˭Ǣ ǸȄ ʴȄǚǮ-ȅǹȅ˭Ǣ ǞǸǔ ʙȄǻȂǾǘ ǞǢʨ ȅǸǶǼȆǱ ʙȅʺ ǺȄϡȋǺ ͛ȄǶǵ 

ǢǼȄ ȁǻȂ ǞǸǔ ǞǢ ǸȄ ǞǢȄȅǴǢ ǠȋǻȂǸȀȄǘǬ ǸȄ ǖʅȄȅ̘ȋǢǾǵͼȅǽǼ ȀȄǺȋǵ ǼȄǣȄ ȁȓǑ  

ȟȡ Ǟȅ̀-ȅǮȅǮǠȀ (Anti - 

DDoS)  

ǖʅȄȅ̀-ȅǮȅǮǠȀ (ǶȅǼȋǿǸȄǼ ȅǸǱǼǰ ǖϖȆӜȅǱ) ǖʅȄȅ̀-ȅǮȅǮǠȀ ȭȀȄȀɝ-ʪǢȄǵȄǻȂ ϥȄȅǽȅȀȓȄȀ 

ǸȄ ԋȅǿǱ (Malicious ) ʏʅȄȅǷǢ ȀǵȄʱ ǢǼȋǱ ǗǧǼǰǤǱ ȅǸȋ͆ǿǰ, ʏȄȅǷǢ ϖȄʹǼ, ȁȄǼ 

ȀȆǺȄǸ˸ǢǼǰ ǞǸǔ Ǟǘ ǩȄǱȆȓ ǖϢȄϢ ȭǢȐǾǽ ϤǸȁȄǼ ǢȋǼǑ ǞǢǸȄǼ ǗǺǼȄ ԌȅǿǱ 

ʏʅȄȅǷȋǢǼ ǚִȀ ȅǧȅͥǱ ǢǼȄǼ ǶȋǼ ǗǺǼȄ Ǟʨ ǢȄȋǽȄ ǱȄȅǽǢȄ֖ʱ ǢȅǼǑ 

ȠȘ ȭǮǬȄ ǽȀ ȭʙȄȋǬǢǾǵ 

(DLP)  

ȭǮǬȄ ʹȅǱ ʙȅǱȋǼȄȋǴǼ ȀǷǬǠȓʅȄǼ Ȁ̭ȄϤ ȭǮǬȄ ǽˊǵ/ʹȅǱ/ȀǔʆǺǰ ȀǵȄʱ ǢȋǼ ǞǸǔ 

ϤǸȁȄȋǼǼ ȀǺǻȂ, ǤȅǱȋǱ ǞǸǔ ȅǸʠȄȋǺǼ ȀǺȋǻȂ ȀǔȋǸǳǵǾȆǽ ȭǮǬȄ ǶǻɝȋǸ́ǰ, ȀǵȄʱǢǼǰ 

ǞǸǔ Ǣ̡ ǢȋǼ ǱȄȋǳǼ ǸȄǴȄ ȭǳȓǑ "ȭǮǬȄ ʣȄȀ" ǞǸǔ "ȭǮǬȄ ȅǽǢ" Ǿ̞ͼȅǽ Ȁ̩ ȅǢɝǱ ǞǸǔ 

ʙȄǻȂǾǘ ǶȅǼǸȅǱɝǱǹȄȋǸ ϤǸϘǱ ȁȓǑ 

Ƞș ȅǮǞǵǞȀ (DNS)  ȭǮȄȋǺǵ ȭǵǺ ȅȀȋ͗Ǻ (DNS)  ǞǢʨ ǵȄǺǢǼǰ ǮȄǬȄȋǸȀ ȭǻǣȄȋǵ ǘ̀ȄǼȋǵǬ ȭǮȄȋǺǵ 

ǵȄǺͼȅǽ ǖǸȅ͛Ǳ ǞǸǔ ǘ̀ȄǼȋǵǬ ȭʙȄȋǬȄǢǽ (IP ) ʪǢȄǵȄͼȅǽȋǱ ǖԑǸȄǳ ǢǼȄ ȁǻȂǑ ȭǮȄȋǺǵ 

ȭǵǺ ȅȀȋ͗Ǻʨ ȭǢȄǵǠ ǠȋǻȂǸȀȄǘǬ ǠȋǻȂǸȀȄǘǬ ȀǵȄʱ ǢǼȋǱ Ǣȅ̩ǚǬȄǼ ϤǸȁȄǼ ǢȋǼ ǞǺǵ 

ǗǘȅǶ ʪǢȄǵȄǻȂ ǞǢʨ ǠȋǻȂǸȀȄǘǬ ȀǵȄʱ ǢǼȋǱ ȭǽȄȋǢǼȄ ȭǻ ǵȄǺ ϤǸȁȄǼ ǢȋǼ ǱȄ ϥȄǶ 

ǢȋǼǑ 

ȠȚ ȀȄǘǸȄǼ ȭʕǬ ǘȋ̀ȅǽȋǩ̑ 

(CTI)  

ȀȄǘǸȄǼ ϗǺȅǢ ֓ȅ˸Ǻ˭Ȅ ȁ'ǽ ϗǺȅǢ ǞǸǔ ϗǺȅǢ ǗʮǼȋǳǼ (Actor)  Ǳϟ ǻȄ ȀȄǘǸȄǼ 

ȭ͟ȋȀ ʹȅǱǢȄǼǢ ǥǬǵȄͼȅǽ ʙǾȅǺǱ ǢǼȋǱ ȀȁȄǻȂǱȄ ǢȋǼǑ ȀȄǘǸȄǼ ϗǺȅǢ ȭǤȄȋǻȂ̋Ȅ ֨ȋʔ 

ǠȋǶǵ ȭȀȄȀɝ ǘȋ̀ȅǽȋǩ̑ Open Source Intelligence , ȭȀȄϩȄǽ ȅǺȅǮȓȄ 

ǘȋ̀ȅǽȋǩ̑, ȅȁǚϥȄǵ ǘȋ̀ȅǽȋǩ̑, ȭǬǢȅǵǢʅȄǽ ǘȋ̀ȅǽȋǩ̑ ǸȄ ǤǹȆǼ ǞǸǔ ǖ̎ǢȄǼ-ǠȋȓǸ 

ȭǲȋǢ ֓ȅ˸Ǻ˭Ȅ ǖ̇ ɝɦ֖ ǼȋǻȂȋǨǑ  

Ƞț ȭǵǬǠȓȄǢɝ ȅǵȓ̆ǰ ȭǢ̊ 

(Network 

Operation 

Center (NOC) ) 

ǞǢʨ ȭǵǬǠȓȄǢɝ ȅǵȓ̆ǰ ȭǢ̊ (NOC) "ȭǵǬǠǻȂȄǢɝ ϥȄȋǵǩȋǺ̀ ȭȀ̀ȄǼ" ȅȁȀȄȋǸǠ 

ǶȅǼȅǧǱ, ǞǺǵ ǞǢ ǸȄ ǞǢȄȅǴǢ ǖǸ͛Ȅǵ ǻȄ ȭǲȋǢ Ǣȅ̩ǚǬȄǼ, ȭǬȅǽȋǻȄǤȄȋǻȄǤ ǸȄ 

ϬȄȋǬǽȄǘǬ ȭǵǬǠǻȂȄȋǢɝǼ ǺȄϡȋǺ ȭǵǬǠǻȂȄǢɝ ǺȅǵǬȅǼǔ ǞǸǔ ȅǵȓ̆ǰ, ǸȄ ȭǵǬǠȓȄǢɝ 

ǶȅǼǧȄǽǵȄǼ ǢȄȋǩ  ϤǸȁȄǼ ǢǼȄ ȁȓǑ  

ȠȜ ȅǵǼȄǶ˭Ȅ ȅǵȓ̆ǰ ȭǢ̊ 

(Security 

Operation 

Center (SOC))  

ȅȀȅǢǚȅǼʨ ǖǶȄȋǼǾǵ ȭȀ̀ȄǼ (SOC) ǞǢʨ ȭǢ̊Ȇȓ ǘǚȅǵǬ ǻȄ ȀȄǔǤǭȅǵǢ ǞǸǔ 

ʙ֜ȅʱǤǱ ͚ȋǼǼ ֧ǼʹȄǼ ȅǸǿȓͼȅǽ ȅǵȋȓ ǢȄǩ ǢȋǼǑ ȭǢȄǵǠ ȅǸȅ̷ǔ ǸȄ ͛ȄǶǵȄǼ Ǻȋϡ 

ǞȀǠȅȀ ǞǢʨ ȭǢ̊Ȇȓ ǖǸ͛Ȅǵ ȭǻǣȄȋǵ ȭǲȋǢ ǢǺͫǼȄ ȭǮǬȄ ʙȋȀȅȀǔ ʙ֜ȅʱ ϤǸȁȄǼ ǢȋǼ 

ȀȄǘǬʨ ǱǳȄǼȅǢ ǢȋǼǑ 

Ƞȝ ʙǴȄǵ ǗȅǲɝǢ ǢǺɝǢǱɝȄ ʙǴȄǵ ǗȅǲɝǢ ǢǺɝǢǱɝȄ (CFO ) ȁȋǽǵ ȭǢȄǵǠ Ȁǔ͛ȄǼ ǗȅǲɝǢ ǢȄǻɝǢǽȄǶ ǶȅǼǧȄǽǵȄǼ ǩϢ 

ǳȄȅǻȂΖʙȄ̔ ȅȀȅǵȓǼ ǞȅʺȅǢǚʨǹǑ ȅȀǞǷǠǼ ǳȄȅȓȋΖǼ Ǻȋϡ ǵǤǳ ʙǸȄȁ ǞǸǔ ǗȅǲɝǢ 
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(CFO) ǶȅǼǢ̼ǵȄǼ ǶȄǾȄǶȄȅǾ ȭǢȄ̩ȄȅǵǼ ǗȅǲɝǢ Ǿȅʱ ǞǸǔ ԋǸɝǽǱȄͼȅǽ ȅǸȋ͆ǿǰ ǢǼȄ ǞǸǔ 

ȀǔȋǾȄǴǵ֚ǽǢ ǶǳȋʹȋǶǼ ʙ͚ȄǸ ȭǳǠǻȂȄ ǖ̇ ɝɦ֖Ǒ  

ȠȞ ʙǴȄǵ Ǳϟ ǢǺɝǢǱɝȄ 

(CIO) 

ʙǴȄǵ Ǳϟ ǢǺɝǢǱɝȄ (CIO), ʙǴȄǵ ȅǮȅǩǬȄǽ ǖȅǷȀȄǼ ǸȄ ǘǵǷǼȋǺǾǵ ȭǬǢȋǵȄǽȅǩǼ 

ȅǮȋǼʮǼ, ǞǺǵ ǞǢʨ ǢȄȋǩǼ ȅǾȋǼȄǵȄǺ ǻȄ ȀȄǴȄǼǰǱ ȭǢȄǵǠ ǚȋϠȄȋǤǼ ȅȀȅǵȓǼ 

ǞȅʺȅǢǚʨǹȋǢ ȭǳǠǻȂȄ ȁǻ, ȅǻȅǵ Ǟ̀ȄǼʙȄǘȋǩǼ ǽʹʅͼȅǽ ȀǺǲɝǵ ǢǼȄǼ ǩϢ Ǳϟ ʙ֜ȅʱ 

ǞǸǔ Ǣȅǚ̩ǬȄǼ ȅȀȋ͗ȋǺǼ ȀȄȋǲ ǢȄǩ ǢȋǼǵǑ  

Ƞȟ ʙǴȄǵ ʙ֜ȅʱ ǢǺɝǢǱɝȄ 

(CTO) 

ǞǢǩǵ ʙǴȄǵ ʙ֜ȅʱ ǢǺɝǢǱɝȄ (CTO), ǻȄ ǢǣǵǠ ǢǣǵǠ ʙǴȄǵ ǢȄȅǼǤȅǼ ǢǺɝǢǱɝȄ ǸȄ 

ʙǴȄǵ ʙ֜ȅʱȅǸǳ ȅȁȀȄȋǸǠ ǶȅǼȅǧǱ, ȭǢȄǵǠ Ȁǔ͛Ȅ ǸȄ ǖϢ Ȁ˭ȄǻȂ ȅǵǸɝȄȁȆ ͚ȋǼǼ Ƕǳ, ǻȄǼ 

ȭǶǾȄ ȭǢȄǵǠ Ȁǔ͛ȄǼ Ǻȋϡ ȮǸ˕ȄȅǵǢ ǞǸǔ ʙ֜ȅʱǤǱ ȅǸǿǻȂͼȅǽȋǱ ȅǵǸ˸ ǲȄȋǢǑ 

ȠȠ ʙǴȄǵ Ǳϟ ȅǵǼȄǶ˭Ȅ 

ǢǺɝǢǱɝȄ (CISO)  

ǞǢǩǵ ʙǴȄǵ Ǳϟ ֧ǼʹȄ ǢǺɝǢǱɝȄ (CISO ) ȁ'ǽ Ȁǔ͛ȄǼ Ǻȋϡ ȅȀȅǵȓǼ ǶǻɝȄȋǻȂǼ ȅǵǸɝȄȁȆ 

ȅǻȅǵ, Ǟ̀ȄǼʙȄǘǩ ԍȅ͊ǹȅˈ, ȭǢȐǾǽ ǞǸǔ ȭʙȄʈȄǺ ǻǲȄǻǲǹȄȋǸ ֧ǼȅʹǱ ǼȋǻȂȋǨ ǱȄ ȅǵȅ́Ǳ 

ǢǼȄǼ ǽȋʹʅ Ǟ̀ȄǼʙȄǘǩ ԍȅ͊ǹȅˈ, ȭǢȐǾǽ ǞǸǔ ǢǺɝ֨ǧȆ ʙȅǱ͌Ȅ ǢǼȄǼ ǩϢ ǳȄȓǸ˸Ǒ  

Ƞȡ ǮȄǢɝ ǠȋȓǸ (Dark 

Web)  

ǮȄǢɝ ǠȋȓǸ ȁǽ ǠǻȂȄ̷ɝ ǠǻȂȄǘǮ ǠȋǻȂȋǸǼ (World Wide Web ) ǞǢʨ ǚǶȄǳȄǵ ǻȄ 

ǮȄǢɝ ȭǵȋǬ ȅǸϠǺȄǵǑ ǗǺǼȄ ȭǻ ǘ̀ȄǼȋǵǬ ϤǸȁȄǼ ǢȅǼ ȭȀǬȄ ǺȄʔ Ƕсǧ ȭǲȋǢ ǨǻȂ ǾǱȄǔǾǑ 

Ǟʨ ǶȄǸȅǽǢ ǘ̀ȄǼȋǵǬ ϤǸȁȄǼǢȄǼȆ ǞǢǴǼȋǵǼ ֟ǢȄȅǻȂǱ ȭǵǬǠǻȂȄǢɝǑ ǞȋǱ ʙȋǸǾ ǢǼȋǱ 

ȅǵȅǳɝ͊ ȀǷǬǠϦȂȄǼ, ǢǵȅǷǤȄȋǼǾǵ ǸȄ ǖԑȋǺȄǳȋǵǼ ʙȋǻȂȄǩǵ ȁǻȂǑ ǮȄǢɝ ǠȋǻȂǸ ֚ǽǱ ȅǮǶ 

ǠȋǻȂȋǸǼ ǞǢʨ ǖǔǾǑ Ǟǘ ǖǔȋǾ ȀȄǴȄǼǵ ȀȄǧɝ ǘȅ̇ǵ ʙȋǸǾ ǢǼȋǱ ǶȄȋǼ ǵȄǑ ǻȅǳǠ ǢǣǵǠ 

ǢǣǵǠ ֖ǽ ǢȋǼ "ȅǮǶ ǠȋǻȂǸ" Ǿ̞ʨ ǮȄǢɝ ǠȋǻȂǸȋǢ ȭǸȄǪȄȋǱ ϤǸȁȄǼ ǢǼȄ ȁǻȂǑ 
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ǶȅǼȅǾ͊-Ǣ 

Audit Checklist ς ISO 27001 Framework 

Master 
Control 
Sections 

Master Control 
Objective  

Control Sub -category Control Sub -category Objectives  

A.5.1 
Information 

security policy  

Objective: To provide 
management direction 

and support for 
information security in 

accordance with business 
requirements and 
relevant laws and 

regulations. 

A.5.1.1 Information security policy 
document 

An information security policy document shall be 
approved by management, and published and 
communicated to all employees and relevant external 
parties. 

A.5.1.2 Review of the information 
security policy  

The information security policy shall be reviewed at 
planned intervals or if significant ch anges occur to 
ensure its continuing suitability, adequacy, and 
effectiveness. 

        

A.6.1 
Internal 

organization  

Objective: To manage 
information security 

within the 
organization.  

A.6.1.1 Management commitment to 
information security  

Management shall actively support security 
within the organization through clear direction, 
demonstrated commitment, explicit 
assignment, and acknowledgment of 
information security responsibilities.  

A.6.1.2 Information security 
coordination  

Information security activitie s shall be 
coordinated by representatives from different 
parts of the organization with relevant roles 
and job functions. 

A.6.1.3 Allocation of information 
security responsibilities  

All information security responsibilities shall be 
clearly defined.  

A.6.1.4 Authorization process for 
information processing facilities  
 

  

  

A management authorization process for new 
information proc essing facilities shall be 
defined and implemented.  

A.6.1.5 Confidentiality agreements Requirements for confidentiality o r non-
disclosure agreements reflecting the 
organizationõs needs for the protection of 
information shall be identified and regularly 
reviewed. 

A.6.1.6 Contact with authorities  Appropriate contacts with relevant authorities 
shall be maintained.  

A.6.1.7 Contact with special interest 
groups 

Appropriate contacts with special interest 
groups or other specialist security forums and 
prof essional associations shall be maintained. 
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A.6.1.8 Independent review of 
information security 

The organizationõs approach to managing 
information security and its implementation 
(i.e. control objectives, controls, policies, 
processes, and procedures for information 
security) shall be reviewed independently at 
planned intervals, or when sig nificant changes 
to the security imp lementation occur. 

        

A.6.2 
External 
parties 

To maintain the 
security of the 
organizationõs 

information and 
information 

processing facilities 
that are accessed, 

processed, 
communicated to, or 
managed by external 

parties. 

A.6.2.1 Identification of ri sks related 
to external parties 

The risks to the organizationõs information and 
information processing facilities from business 
processes involving external parties shall be 
identified and appropriate controls 
implemented before granting access. 

A.6.2.2 Addressing security when 
dealing with customers  

All identified security requirements shall be 
addressed before giving customers access to the 
organizationõs information or assets. 

A.6.2.3 Addressing security in third 
party agreements 

Agreements with th ird parties involving 
accessing, processing, communicating or 
managing the organizationõs information or 
information processing faci lities, or adding 
products or services to information proces sing 
facilities shall cover all relevant security 
requirements.     

A.7.1 
Responsibility 

for assets 

To achieve and maintain 
appropriate protection of 

organizational assets. 

A.7.1.1 Inventory of assets All assets shall be clearly identified and an inventory 
of all important assets drawn up and maintained.  

A.7.1.2 Ownership of assets All information and assets associated with 
information processing facilities shall be ôownedõ by a 
designated part of the organization.  

A.7.1.3 Acceptable use of assets Rules for the acceptable use of information and assets 
associated with information processing facilities shall 
be identified, documented, and implemented.  

        

A.7.2 
Information 
classification 

To ensure that 
information receives an 

appropriate level of 
protection.  

A.7.2.1 Classification guidelines Information shall  be classified in terms of its value, 
legal requirements, sensitivity and criticality to the 
organization.  

A.7.2.2 Information la belling and 
handling  

An appropriate set of procedures for information 
labeling and handling shall be developed and 
implement ed in accordance with the classification 
scheme adopted by the organization. 

    

A.8.1 Prior to 
employment  

To ensure that 
employees, contractors 
and third party users 

understand their 
responsibilities, and are 

A.8.1.1 Roles and responsibilities Security roles and responsibilit ies of employees, 
contractors and third party users shall be defined and 
documented in accordance with the organizationõs 
information security  
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suitable for the roles they 
are considered for, and to 
reduce the risk of theft, 

fraud or misuse of 
facilities. 

A.8.1.2 Screening Background verification checks on all candidates for 
employment, contractors, and third party users shall 
be carried out in accordance with relevant laws, 
regulations and ethics, and proportional to the 
business requirements, the classification of the 
information to be accessed, and the perceived risks. 

A.8.1.3 Terms and conditions of 
employment 

As part of their contractual obligation, employees, 
contractors and third party users shall agree and sign 
the terms and conditions of their employment 
contract, which shall state their and the organizationõs 
responsibilities for i nformation security . 

A.8.2 During 
employment  

To ensure that all 
employees, contractors 

and third party users are 
aware of information 
security threats and 

concerns, their 
responsibilities and 
liabilities, and are 

equipped to support 
organizational security 
policy in the cou rse of 
their normal work, a nd 

to reduce the risk of 
human error.  

A.8.2.1 Management responsibilities Management shall requir e employees, contractors 
and third party users to apply security in accordance 
with established policies and procedures of the 
organization.  

A.8.2.2 Information security awareness, 
education and training  

All employees of the organization and, where 
relevant, contractors and third party users shall 
receive appropriate awareness training and regular 
updates in organizational policies and procedures, as 
relevant for their job function.  

A.8.2.3 Disciplinary process There shall be a formal disciplinary pro cess for 
employees who have committed a security breach. 

        

A.8.3 
Termination or 

change of 
employment  

To ensure that 
employees, contractors 

and third party users exit 
an organization or 

change employment in 
an orderly manner.  

A.8.3.1 Termination responsibilities  Responsibilities for performing employment 
termination or change of employment shall be clearly 
defined and assigned. 

A.8.3.2 Return of assets All employees, contractors and third party users shall 
return all of the organizationõs assets in their 
possession upon termination of their employment, 
contract or agreement. 

A.8.3.3 Removal of access rights The access right s of all employees, contractors and 
third party users to information and information 
processing facilities shall be removed upon 
termination of their employment, contract or 
agreement, or adjusted upon change. 

    

A.9.1 Secure 
areas 

To prevent unauthoriz ed 
physical access, damage 
and interference to the 
organizationõs premises 

and information.  

A.9.1.1 Physical security perimeter Security perimeters (barriers such as walls, card 
controlled entry gates or manned reception desks) 
shall be used to protect areas that contain information 
and information processing facilities.  

A.9.1.2 Physical entry controls Secure areas shall be protected by appropriate entry 
controls to ensure that only authorized personnel are 
allowed access. 

A.9.1.3 Securing offices, rooms and 
facilities 

Physical security for offices, rooms, and facilities shall 
be designed and applied 

A.9.1.4 Protecting against external and 
environmental threats  

Physical protection against damage from fire, flood, 
earthquake, explosion, civil unrest,  and other forms of 
natural or man -made disaster shall be designed and 
applied.  
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A.9.1.5 Working in secure areas Physical protection and guidelines for working in 
secure areas shall be designed and applied. 

A.9.1.6 Public access, delivery and 
loading areas 

Access points such as delivery and loading areas and 
other points where unauthorized persons may enter 
the premises shall be controlled and, if possible, 
isolated from information processing facilities to 
avoid unauthorized access. 

A.9.2 
Equipment 

security  

To prevent loss, damage, 
theft or compromise of 

assets and interruption to 
the organizationõs 

activities. 

A.9.2.1 Equipment siting and protection  Equipment shall be sited or protected to reduce the 
risks from environmental threats and hazards, and 
opportunities for unauthorized access.  

A.9.2.2 Supporting utilities  Equipment shall be protected from power failures 
and other disruptions caused by failures in 
supporting utilities.  

A.9.2.3 Cabling security  Power and telecommunications cabling carry ing data 
or supporting information services shall be protected 
from interception or damage.  

A.9.2.4 Equipment maintenance Equipment shall be correctly maintained to ensure its 
continued availabi lity and integrity.  

A.9.2.5 Security of equipment off 
premises 

Security shall be applied to off -site equipment taking 
into account the different risks of working outside the 
organizationõs premises. 

A.9.2.6 Secure disposal or re-use of 
equipment  

All items of equipment containing storage media 
shall be checked to ensure that any sensitive data and 
licensed software has been removed or securely 
overwritten prior to disposal.  

A.9.2.7 Removal of property Equipment, information or software shall not be 
taken off-site without prior authorization.  

    

A.10.1 
Operational 
procedures 

and 
responsibilities  

To ensure the correct and 
secure operation of 

information processing 
facilities. 

A.10.1.1 Documented operating 
procedures 

Operating procedures shall be documented, 
maintained, and made available to all users who need 
them. 

A.10.1.2 Change management Changes to information processing facilities and 
systems shall be controlled. 

A.10.1.3 Segregation of duties Duties and areas of responsibility shall be segregated 
to reduce opportunities for unauthorized or 
uninte ntional modification or misuse of the 
organizationõs assets. 

A.10.1.4 Separation of development, test 
and operational facilities  

Development, test and operational facilities shall be 
separated to reduce the risks of unauthorized  access 
or changes to the operational system. 

        

A.10.2 Third 
party service 

delivery 
management 

To implement and 
maintain the appropriate 

level of information 
security and service 
delivery in line with 

A.10.2.1 Service delivery It shall be ensured that the security controls, service 
definitions and delivery levels included in the third 
party service deliv ery agreement are implemented, 
operated, and maintained by the third party.  
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third party service 
delivery agreements. 

A.10.2.2 Monitoring and review of third 
party services 

The services, reports and records provided by the 
third party shall be regularly monitored and 
reviewed, and audits shall be carried out regularly.  

A.10.2.3 Managing changes to third party 
services 

Changes to the provision of services, including 
maintaining and improving existing information 
security policies, procedures and controls, shall be 
managed, taking account of the criticality of business 
systems and processes involved and re-assessment of 
risks. 

        

A.10.3 System 
planning and 

acceptance 

To minimize the risk of 
systems failures. 

A.10.3.1 Capacity management The use of resources shall be monitored, tuned, and 
projections made of future capacity requirements to 
ensure the required system performance. 

A.10.3.2 System acceptance Acceptance criteria for new information systems, 
upgrades, and new versions shall be established and 
suitable tests of the system(s) carried out during 
development and prior to acceptance. 

        

A.10.4 
Protection 

against 
malicious and 
mobile code 

To protect the integrity of 
software and 
information.  

A.10.4.1 Controls against malicious code Detection, prevention, and recovery controls  to 
protect against malicious code and appropriate user 
awareness procedures shall be implemented. 

A.10.4.2 Controls against mobile code Where the use of mobile code is authorized, the 
configuration shall ensure that the authorized mobile 
code operates according to a clearly defined security 
policy, and unauthorized mobile code shall be 
prevented from executing.  

        

A.10.5 Back-up To maintain the integrity 
and availability of 
information and 
information processing 
facilities. 

A.10.5.1 Information back-up Back-up copies of information and software shall be 
taken and tested regularly in accordance with the 
agreed backup policy. 

        

A.10.6 
Network 
security 

management 

To ensure the protection 
of information in 
networks and the 
protection of the 

supporting 
infrastructure.  

A.10.6.1 Network controls Networks shall be adequately managed and 
controlled, in order to be protected fro m threats, and 
to maintain security for the systems and applications 
using the network, including information in transit.  

A.10.6.2 Security of network services Security features, service levels, and management 
requirements of all network services shall be 
identified and included in any network services 
agreement, whether these services are provided in-
house or outsourced. 

        

A.10.7 Media 
handling  

To prevent unauthorized 
disclosure, modification, 
removal or destruction of 
assets, and interruption 
to business activities. 

A.10.7.1 Management of removable 
media 

There shall be procedures in place for the 
management of removable media. 

A.10.7.2 Disposal of media Media shall be disposed of securely and safely when 
no longer required, using formal proce dures. 
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A.10.7.3 Information handling 
procedures 

Procedures for the handling and storage of 
information shall be established to protect this 
information from unauthorized disclosure or misuse.  

A.10.7.4 Security of system 
documentation  

System documentation shall be protected against 
unauthorized access. 

        

A.10.8 
Exchange of 
information  
  
  
  
  

To maintain the security 
of information and 
software exchanged 
within an organization 
and with any external 
entity.  
  
  
  
  

A.10.8.1 Information exchange policies 
and procedures 

Formal exchange policies, procedures, and controls 
shall be in place to protect the exchange of 
info rmation through the use of all types of 
communication facilities.  

A.10.8.2 Exchange agreements Agreements shall be established for the exchange of 
information and software between the organization 
and external parties. 

A.10.8.3 Physical media in transit Media containing information shall be protected 
against unauthorized access, misuse or corruption 
during transportation beyond an organizationõs 
physical boundaries. 

A.10.8.4 Electronic messaging Information involved in electronic messaging shall be  
appropriately protected.  

A.10.8.5 Business information systems Policies and procedures shall be developed and 
implemented to pro tect information associated with 
the interconnection of business information systems. 

        

A.10.9 
Electronic 
commerce 
services 
  
  

To ensure the security of 
electronic commerce 
services, and their secure 
use. 
  
  

A.10.9.1 Electronic commerce Informati on involved in electronic commerce passing 
over public networks shall be protected from 
fraudulent activity, contract disput e, and 
unauthorized disclosure and modification.  

A.10.9.2 On-line transactions Information involved in on -line transactions shall be 
protected to prevent incomplete transmission, mis -
routing, unauthorized message alteration, 
unauthorized disclosure, una uthorized message 
duplication or replay.  

A.10.9.3 Publicly available information  The integrity of information being made availabl e on 
a publicly available system shall be protected to 
prevent unauthorized modification.  

        

A.10.10 
Monitoring  
  
  
  
  

To detect unauthorized 
information processing 
activities. 
  
  
  

A.10.10.1 Audit logging  Audit logs recording user activitie s, exceptions, and 
information security events shall be produced and 
kept for an agreed period to assist in future 
investigations and access control monitoring. 
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A.10.10.2 Monitoring system use Procedures for monitoring use of information 
processing facilities shall be established and the 
results of the monitoring activities reviewed 
regularly.  

A.10.10.3 Protection of log information  Logging facilities and log information shall be 
protected against tampering and unauthorized access. 

A.10.10.4 Administrator and operator 
logs 

System administrator and system operator activities 
shall be logged. 

A.10.10.5 Fault logging Faults shall be logged, analyzed, and appropriate 
action taken. 

A.10.10.6 Clock synchronization The clocks of all relevant informat ion processing 
systems within an organization or security domain 
shall be synchronized with an agreed accurate time 
source. 

    

A.11.1 
Business 
requirement 
for access 
control  

To control access to 
information.  

A.11.1.1 Access control policy An access control policy shall be established, 
documented, and reviewed based on business and 
security requirements for access. 

        

A.11.2 User 
access 

management 

To ensure authorized 
user access and to 

prevent unauthorized 
access to information 

systems. 

A.11.2.1 User registration There shall be a formal user registration and de-
registration procedure in place for granting and 
revoking access to all information systems and 
services. 

A.11.2.2 Privilege management The allocation and use of privileges shall be restricted 
and controlled.  

A.11.2.3 User password management The allocation of passwords shall be controlled 
through a formal management process. 

A.11.2.4 Review of user access rights Management shall review usersõ access rights at 
regular intervals using  a formal process. 

        

A.11.3 User 
responsibilities  

To prevent unauthorized 
user access, and 

compromise or theft of 
information and 

information processing 
facilities  

A.11.3.1 Password use Users shall be required to follow good security 
practices in the selection and use of passwords. 

A.11.3.2 Unattended user equipment Users shall ensure that unattended equipment has 
appropriate protection.  

A.11.3.3 Clear desk and clear screen 
policy  

A clear desk policy for papers and removable storage 
media and a clear screen policy for information 
processing facilities shall be adopted. 

        

A.11.4 
Network 

access control 

To prevent unauthorized 
access to networked 

services. 

A.11.4.1 Policy on use of network 
services 

Users shall only be provided with access to the 
services that they have been specifically authorized to 
use. 
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A.11.4.2 User authentication for external 
connections 

Appropriate authentication methods shall be used to 
control access by remote users. 

A.11.4.3 Equipment identification in 
network s 

Automatic equipment identification shall be 
considered as a means to authenticate connections 
from specific locations and equipment.  

A.11.4.4 Remote diagnostic and 
configuration port protection  

Physical and logical access to diagnostic and 
configurati on ports shall be controlled. 

A.11.4.5 Segregation in networks  Groups of information services, users, and 
information sys tems shall be segregated on networks. 

A.11.4.6 Network connection control  For shared networks, especially those extending 
across the organizationõs boundaries, the capability of 
users to connect to the network shall be restricted, in 
line with the access control policy and requirements 
of the business applications 

A.11.4.7 Network routing control  Routing controls shall be impleme nted for networks 
to ensure that computer connections and information 
flows do not breach the access control policy of the 
business applications. 

        

A.11.5 
Operating 

system access 
control  

To prevent unauthorized 
access to operating 

systems. 

A.11.5.1 Secure log-on procedures Access to operating systems shall be controlled by a 
secure log-on procedure. 

A.11.5.2 User identification and 
authentication  

All users shall have a unique identifier (user ID) for 
their personal use only, and a suitable authentication 
technique shall be chosen to substantiate the claimed 
identity of a user.  

A.11.5.3 Password management system Systems for managing passwords shall be interactive 
and shall ensure quality passwords. 

A.11.5.4 Use of system utilities The use of utility programs that might be capable of 
overriding system and application controls shall be 
restricted and tightly contro lled. 

A.11.5.5 Session time-out Inactive sessions shall shut down after a defined 
period of inactivity.  

A.11.5.6 Limitation of  connection time Restrictions on connection times shall be used to 
provide additional security for high -risk applications.  

        

A.11.6 
Application 

and 
information 

access control 

To prevent unauthorized 
access to information 
held in application 

systems. 

A.11.6.1 Information access restriction Access to information and application system 
functions by users and support personnel shall be 
restricted in accordance with the defined access 
control policy.  

A.11.6.2 Sensitive system isolation Sensitive systems shall have a dedicated (isolated) 
computing environment.  

        



48 

 

A.11.7 Mobile 
computing 

and 
teleworking  

To ensure information 
security when using 

mobile computing and 
teleworking facilities.  

A.11.7.1 Mobile computing and 
communications  

A formal polic y shall be in place, and appropriate 
security measures shall be adopted to protect against 
the risks of using mobile computi ng and 
communication facilities.  

A.11.7.2 Teleworking A policy, operational plans and procedures shall be 
developed and implement ed for teleworking 
activities. 

A.12.1 Security 
requirements 
of information 
systems 

To ensure that security is 
an integral part of 
information systems.  

A.12.1.1 Security requirements analysis 
and specification 

Statements of business requirements for new 
information systems, or enhancements to existing 
information systems shall specify the requirements 
for security controls.  

  
    

A.12.2 Correct 
processing in 
applications 

To prevent errors, loss, 
unauthorized 

modification or misuse of 
information in 
applications. 

A.12.2.1 Input data validation  Data input to applications shall be validated to ensure 
that this data is correct and appropriate.  

A.12.2.2 Control of internal processing Validation checks shall be incorporated into 
applications to detect any corruption of information 
through processing errors or deliberate acts. 

A.12.2.3 Message integrity Requirements for ensuring authenticity and 
protecting message integrity in applications shall be 
identified, and appropriate controls identified and 
implemen ted. 

A.12.2.4 Output data validation  Data output from an application shall be validated to 
ensure that the processing of stored information is 
correct and appropriate to the circumstances. 

  
    

A.12.3 
Cryptographic 

controls 

To protect the 
confidentia lity, 

authenticity or integrity 
of information by 

cryptographic means. 

A.12.3.1 Policy on the use of 
cryptographic controls  

A policy on the use of cryptographic controls for 
protection of information shall be developed and 
implemented.  

A.12.3.2 Key management Key management shall be in place to support the 
organizationõs use of cryptographic techniques. 

A.12.4 Security 
of system files 

To ensure the security of 
system files. 

A.12.4.1 Control of operational software There shall be procedures in place to control the 
installation of software on operational systems.  

A.12.4.2 Protection of system test data Test data shall be selected carefully, and protected 
and controlled.  

A.12.4.3 Access control to program 
source code 

Access to program source code shall be restricted. 

  
    

A.12.5 Security 
in 

development 

To maintain the security 
of application system 

software and 

A.12.5.1 Change control procedures The implementation of changes shall be controlled by 
the use of formal change control procedures. 
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and support 
processes 

information.  A.12.5.2 Technical review of applications 
after operating system changes 

When operating systems are changed, business 
critical applications shall be reviewed and tested to 
ensure there is no adverse impact on organizational 
operations or security. 

A.12.5.3 Restrictions on changes to 
software packages 

Modifications to software packages shall be 
discouraged, limited to necessary changes, and all 
changes shall be strictly controlled. 

A.12.5.4 Information leakage Opportuniti es for information leakage shall be 
prevented. 

A.12.5.5 Outsourced software 
development 

Outsourced software development shall be 
supervised and monitored by the organization.  

  
    

A.12.6 
Technical 
Vulnerability 
Management 

To reduce risks resulting 
from exploitation of 
published technical 
vulnerabilities.  

A.12.6.1 Control of technical 
vulnerabilities  

Timely information abo ut technical vulnerabilities of 
information systems being used shall be obtained, the 
organization's exposure to such vulnerabilitie s 
evaluated, and appropriate measures taken to 
address the associated risk. 

A.13.1 
Reporting 

information 
security events 

and 
weaknesses 

To ensure information 
security events and 

weaknesses associated 
with information systems 

are communicated in a 
manner allowing timely 
corrective action to be 

taken. 

A.13.1.1 Reporting information  security 
events 

Information security events sha ll be reported through 
appropriate management channels as quickly as 
possible. 

A.13.1.2 Reporting security weaknesses All employe es, contractors and third party users of 
information systems and services shall be required to 
note and report any observed or suspected security 
weaknesses in systems or services. 

        

A.13.2 
Management 

of information 
security 

incidents and 
improveme nts 

To ensure a consistent 
and effective approach is 

applied to the 
management of 

information security 
incidents. 

A.13.2.1 Responsibilities and procedures Management responsibilities and procedures shall be 
established to ensure a quick, effective, and orderly 
response to information security incidents.  

A.13.2.2 Learning from information 
security incidents  

There shall be mechanisms in place to enable the 
types, volumes, and costs of information security 
incidents to be quantified and monitored.  

A.13.2.3 Collection of evidence Where a follow -up action against a person or 
organization after an information security incident 
involves legal action (either civil or criminal), 
evidence shall be collected, retained, and presented to 
conform to the rules for ev idence laid down in the 
relevant jurisdictio n(s). 

A.14.1 
Information 
security 
aspects of 
business 
continuity 
management 

To counteract 
interruptions to business 
activities and to protect 
critical business 
processes from the effects 
of major failures of 
inf ormation systems or 
disasters and to ensure 

A.14.1.1 Including information security 
in the business continuity management 
process 

A managed process shall be developed and 
maintained for business continuity throughout the 
organizati on that addresses the information security 
requirements needed for the organizationõs business 
continuity.  
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their timely resumption.  

    A.14.1.2 Business continuity and risk 
assessment 

Events that can cause interruptions to business 
processes shall be identified, along with the 
probability and impact of such interruptions and their 
consequences for information security. 

    A.14.1.3 Developing and implementing 
continuity plans including information 
security 

Plans shall be developed and implemented to 
maintain or restore operation s and ensure availability 
of information at the required level and in the 
required time scales following interruption to, or  
failure of, critical business processes. 

    A.14.1.4 Business continuity planning 
framework  

A single framework of business continuity plans shall 
be maintained to ensure all plans are consistent, to 
consistently address information security 
requirements, and to identify priorities for testing and 
maintenance. 

    A.14.1.5 Testing, maintaining and 
reassessing business continuity pla ns 

Business continuity plans shall be tested and updated 
regularly to ensure that they are up to date and 
effective. 

    

A.15.1 
Compliance 
with legal 
requirements 
  
  
  
  
  

To avoid breaches of any 
law, statutory, regulatory 
or contractual 
obligations, and of any 
security requirements. 
  
  
  
  
  

A.15.1.1 Identification of applicable 
legislation  

All relevant statutory, regulat ory and contractual 
requirements and the organizationõs approach to 
meet these requirements shall be explicitly defined, 
documented, and kept up to date for each 
information system and the organization.  

A.15.1.2 Intellectual property rights (IPR)  Approp riate procedures shall be implemented to 
ensure compliance with legislative, regulatory, and 
contractual requirements on the use of material in 
respect of which there may be intellectual property 
rights and on the use of proprietary software 
products. 

A.15.1.3 Protection of organizational 
records 

Important records shall be protected from loss, 
destruction and falsification, in accor dance with 
statutory, regulatory, contractual, and business 
requirements. 

A.15.1.4 Data protection and privacy of 
personal information  

Data protection and privacy shall be ensured as 
required in relevant legislation, regulations, and, if 
applicable, contractual clauses. 

A.15.1.5 Prevention of misuse of 
information processing facilities  

Users shall be deterred from using information 
processing facilities for unauthorized purposes.  

A.15.1.6 Regulation of cryptographic 
controls 

Cryptographic controls  shall be used in compliance 
with all relevant agreements, laws, and regulations.  

    

A.15.2 
Compliance 
with security 
poli cies and 
standards, and 
technical 

To ensure compliance of 
systems with 
organizational security 
policies and standards. 
  

A.15.2.1 Compliance with security 
policies and standards 

Managers shall ensure that all security procedures 
within their a rea of responsibility are carried out 
correctly to achieve compliance with security policies 
and standards. 



51 

 

 

 

ǶȅǼȅǾ͊-ǣ 

Audit Checklist ð ISO 27005 Framework 

Master Control 
Sections 

Master Control Objective  Control Sub -
category 

Control Sub -category Objectives  

A 8 Risk 
assessment 

Identification and valuation of 
assets and impact assessments 

8.1 Risk 
identification  

8.1.1 Identification of assets 

8.1.2 Identification of threats  

8.1.3 Identification of existing controls  

8.1.4 Identification of vulnerabilities  

8.1.5 Identification of consequences 

8.2 Risk analysis PILAR evaluates the risk associated to each 
threat on each asset, and provides a risk -level 
that is a combination of the likelihood and the 
consequences of the occurrence of each threat on 
each asset. 

8.3 Risk evaluation PILAR provides detailed  information on the 
facts. It is the responsibility of the management 
bodies to interpret the consequences of incidents 
on the business. 

    

A 9 Risk 
treatment 

Risk treatment is an art where 
organization may opt between 
several, non-exclusive, 
alternativ es 

9.1 Risk 
Modification  

The level of risk should be managed by 
introducing, removing or altering controls so 
that the residual risk can be reassessed as being 
acceptable 

9.2 Risk Retention The decision on retaining the risk without 
further action shoul d be taken depending on 
risk evaluation.  

compliance 
  

A.15.2.2 Technical compliance checking Information systems shall be regularly checked for 
compliance with security implementation standards.  

        

A.15.3 
Information 
systems audit 
considerations 
  

To maximize the 
effectiveness of and to 
minimize interference 
to/from the in formation 
systems audit process. 
  

A.15.3.1 Information systems audit 
controls 

Audit requirements and activities involving c hecks on 
operational systems shall be carefully planned and 
agreed to minimize the risk of disruptions to business 
processes. 

A.15.3.2 Protection of information 
systems audit tools 

Access to information systems audit tools shall be 
protected to prevent any possible misuse or 
compromise. 
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9.3 Risk Avoidance The activity or condition that gives rise to the 
particular risk should be avoided. Usually this 
means changing the collection of assets, 
removing from our system those that we are not 
ready to protect sufficiently.  

9.4 Risk Sharing The risk should be shared with another party 
that can most effectively manage the particular 
risk depending on risk evaluation  

    

A 10 Risk 
acceptance 

PILAR provides detailed 
information on the facts, both 
potential and residual risk 
levels. It is the responsibility of 
the management bodies to take 
the decisions. 

    

A 11 Risk 
communication  

Risk communication is an 
activity to achieve agreement 
on how to manage risks by 
exchanging and/or sharing 
information abo ut risk between 
the decision-makers and other 
stakeholders. The information 
includes, but is not limited to 
the existence, nature, form, 
likelihood, severity, treatment, 
and acceptability of risks  

    

A 12 Risk 
monitoring  

Risks are not static. Threats, 
vu lnerabilities, likelihood or 
consequences may change 
abruptly  

    

 

ǶȅǼȅǾ͊-Ǥ 

Audit Checklist ς ISO 27001 Framework 

S No Data Center and Near Data Center Controls  

1 Physical Security  

1.1 
Is physical security applied to the information processing area or  DC/NDC and unauthorized access strictly 
prohibited  

1.2 Does BCC limit access to DC/NDC to authorized staff only  

1.3 

Is there any access authorization procedure in place to ensure that vendors, service providers, support staff, 
cleaning crews, etc visitors are accompanied at all times by an authorized employee while in the DC/NDC  and 
the whole procedure should be abide by vendor access policy  
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1.4 
Is access authorization list with and/or without biometric profile  maintained and reviewed periodically for the 
authorized person to access the DC/NDC  

1.5 Are all physical access to sensitive areas logged with date, time and purpose 

1.6 

Does the management ensure and monitor physical security of the perimeter of DC, facility and equipment 
room by employing phy sical and procedural controls for 24 hours 

1.7 Is emergency exit door available 

1.8 
Is there a designated custodian or manager in charge of DC/NDC to provide authorization and to ensure 
compliance with policy  

1.9 
Is there an inventory of all computing equipment , associated equipment  and consumables housed in DC/NDC  
and gate pass policy should be in place during movement of any asset 

1.10 

Is there enough checkpoints including metal detector  in place to ensure proper approval from the competent 
authority before entering or exiting any equipment or accessories into/from the DC/NDC  

1.11 
Is lost access card reported immediately as occurrence of incident and then access on lost card  immediately 
revoked 

1.12 Is the physical security of DC/NDC premises review ed at least once each year 

1.13 
Is there enough checkpoints in place to ensure proper approval from the competent authority before entering 
or exiting any equipment or accessories into/from the DC/NDC  

    

2 Environmental Security  

2.1 
Is the DC/NDC desi gned and applied to protect from the risk of damage due to fire, flood, explosion and other 
forms of disaster 

2.2 
Is design layout of DC/NDC including power supply and network connectivity properly documented and 
approved 

2.3 
Are there separate channels for data and power cables to protect from interception or any sort of damages 

2.4 Are water detection devices placed below the raised floor if it is raised  

2.5 Is there any pest control mechanism in place 

2.6 
Is there any storage of accessories or devices  not associated with DC and powered off devices including 
phone, laptop or any accessories that has camera which are disallowed in the DC/NDC and must be blocked 
by sticker 

2.7 
Is Close Circuit Television (CCTV) camera installed at appropriate position s of all sides for monitoring  

2.8 Is there any sign of "No eating, drinking or smoking" , òFire, power cutoff, Accident etc.ó in display  

2.9 Is there any dedicated office vehicle for emergency necessities 

2.10 Does the data centers have dedicated telephone communication facility  

2.11 

Are the addresses and telephone or mobile numbers of all contact persons (e.g. fire service, police station, 
service providers, vendors and all ICT personnel) available to meet any emergency necessity 

2.12 
Are power supply  system and other support units separated from production site and placed in secure area to 
reduce the risks from environmental threats  
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2.13 
Is dedicated power supply installed from source (MDB or Generator) to DC/NDC and monitored to avoid the 
risk of ov erloading  

2.14 

Are the following environmental controls installed:  
a)      Uninterrupted Power Supply (UPS) with backup units  
b)      Backup power supply  
c)      Estimated necessary fuel for generator(s) 
d)      Temperature and humidity measuring     devi ces 
e)      Water leakage precautions and water drainage system from air conditioner  
f)       Air conditioners with backup units. Industry standard cooling system shall be introduced to avoid the 
water leakage and faults in the water drainage system with t he conventional air conditioning system  
g)  Emergency power cut-off switches where applicable   
h)     Emergency lighting arrangement  
i)       Dehumidifier for humidity control  

2.15 Is First-Aid kit kept available in both DC/NDC  

2.16 Is any photograph taken inside the DC by any staffs should be monitored and blocked by sticker  

2.17 
Are all above mentioned controls regularly tested and existence of maintenance service contract available for 
24x7 bases 

    

3 Fire Prevention  

3.1 Are wall, ceiling and doo r of DC/NDC fire-resistant 

3.2 Are fire suppression equipment  installed and tested periodically  

3.3 Is automatic fire/smoke alarming system installed and tested periodically  

3.4 Is there fire detector below the raised floor if it is raised  

3.5 
Are electric cables and data cables in the DC/NDC maintained quality and concealed  

3.6 
Are flammable items e.g. paper, wooden items, plastics, etc. allowed to store in the DC 

    

4 Server Room Controls  

4.1 
Is there a glass enclosure in the server room with loc k and key under a responsible person 

4.2 Is the physical access restricted and visitorsõ log maintained for the server room 

4.3 
Is there any access authorization list which is being maintained and reviewed on regular basis 

4.4 
Is there any provision to replace the server and network devices within shortest possible time in case of any 
disaster 

4.5 
Is the server room air-conditioned and installed with proper water drainage system  

4.6 Is there power generator in place to continue operations in case of power failure  

4.7 Is there UPS in place to provide uninterrupted power supply to the server and devices  

4.8 Is proper attention given on overloading electrical outlets with too many devices  

4.9 
Is channel alongside the wall prepared to allow all required cabling to be in neat and safe position as per layout 
of power supply and data cables 
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4.10 
Are the addresses and phone numbers of all contact persons (e.g. fire service, police station, service providers, 
vendors and all ICT/ responsible personnel) availa ble to cope with any emergency situation  

4.11 Is power supply switched off before leaving the server room if otherwise not required  

4.12 Is fire extinguisher placed outdoor visible area of the server room and maintained/checked on an annual basis  

4.13 
Is there enough checkpoints in place to ensure proper approval from the competent authority before entering 
or exiting any equipment or accessories into/from Server Room  

    

5 Networks Security Management  

5.1 
Is there any standard established to ensure security for OSs, Databases, Network equipments and portable 
devices 

5.2 
Are enforcement checks conducted regularly to ensure that the standards are applied uniformly and non-
compliances are detected and raised for investigation 

5.3 
Are the Network Design  and its security configurations implemented under an approved documented plan  

5.4 
Are all type of cables including UTP, fiber, power labeled properly for further correct ive or preventive 
maintenance works 

5.5 Is physical security of all network equipment ensured 

5.6 
Are groups of information services, users, and information systems segregated in networks, e.g. VLAN  

5.7 

Are unauthorized access and electronic tampering controlled strictly, and encryption mechanism deployed for 
sensitive data travelling t hrough public network  

5.8 
Are network security devices e.g. Firewall, IDS, IPS installed to protect the network perimeters  

5.9 
Is web Application Firewall (WAF) implemented to protect hosted web applications  

5.10 
Are there firewalls or other security me asures deployed within internal networks to minimize the impact of 
security exposures  

5.11 
Is Secure Login feature (i.e. SSH) enabled and unencrypted login option (i.e. TELNET) disabled in network 
devices for remote administration purposes  

5.12 Are rule s on network security devices backed up and reviewed on a regular basis 

5.13 Is there any arrangement of redundant communication links for WAN connectivity  

5.14 
Are all unused ports of network devices e.g. switch, router, etc. shut -off by default if othe rwise not defined  

5.15 Is network extension using Hub, Wireless Router (WiFi), etc. prohibited  

5.16 Is network extension for new users done centrally with approval from authority  

5.17 
Is connection of personal laptop to office network or any personal wi reless modem with the office 
laptop/desktop restricted and secured  

5.18 
Is SYSLOG server established to monitor the logs generated by network devices (depending on Network Size)  

5.19 
Is Authentication Authorization and Accounting (AAA) Server established  to manage the network devices 
effectively (depending on Network Size)  



56 

 

5.20 
Are Role-based and/or Time -based ACLs implemented in the routers to control network traffic  

5.21 Is real time health monitoring system implemented for surveillance of all network  equipments and servers 

5.22 Are all default passwords of network devices changed immediately after installation  

5.23 Are all communication devices uniquely identifiable with proper authentication  

5.24 Is role-based administration ensured for the servers and network devices 

5.25 Is configuration backup of the network devices done regularly  

5.26 Are control and visibility of the network with technology e.g. NetFlow, sFlow, etc. in place  

5.27 Is Rollback policy for system update/Upgrade/Configuration ma nagement available  

5.28 Is Configuration Management Database (CMDB) implemented and reviewed regularly  

5.29 Is all documents related to Configuration, Change, Incident, Problem and Root Cause Analysis (RCA) stored  

5.30 Is white list -based network traffic policy implemented  

    

6 Malicious Code Protection  

6.1 
Are the servers and workstations protected from malicious code by ensuring the proper installation of 
approved anti -malware packages 

6.2 
Are the users aware of prevention and detection of the introduction of malicious software  

6.3 
Are software and data supporting critical business activ ities regularly scanned or searched to identify possible 
malicious code 

6.4 
Are the files received on electronic media of uncertain origin or unknown networks  checked for malicious code 
before use 

6.5 Are attachments of electronic mail checked for malici ous code before use 

6.6 
Is the anti-malware package kept up-to-date with the latest definition file using an automated and timely 
process 

6.7 
Are all compute rs in the network get updated signature of anti -malware software automatically from the 
server 

6.8 
Is auto protection mode enabled to screen disks, tapes, CDs or other media for malwares 

6.9 
Are the employees made aware of the problem of hoax viruses and advised not to forward such chain mail to 
others 

6.10 
Is there any formal process for managing attacks from malicious code including reporting of and recovering 
from attacks 

6.11 Is there any Sandboxing mechanism for further malware analysis  

6.12 
Is awareness program arranged for the end users about computer malwares and their prevention mechanism  

    

7 Internet Access Management  

7.1 Are access to and use of the internet from BCC's premises kept secure 

7.2 
Is access to the Internet from BCC premises and systems routed through secure gateways 
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7.3 
Is external internet connectivity device  prohibited to be used in the BCC's resources at BCC premises 

7.4 
Is internet access provided by BCC prohibited to transact any commercial/business activity that is not done by 
the BCC 

7.5 
Are critical internal workstations f or financial transactions isolated from the network having internet  

7.6 
Is there any procedure of disciplinary action for the case of activity that knowingly contravenes any criminal or 
civil la w or act using internet access provided by BCC 

7.7 
Is formal risk analysis performed during deployment of connections to the Internet or third -party and public 
networks  

7.8 Is there any white-listing and/or black -listing policy developed and maintained  

7.9 Is visibility of the usersõ internet access in place 

    

8 Email Management  

8.1 Is email system maintained according to BCC's E-mail Policy  

8.2 Is encryption facility used while confidential information communicated to external parties  

8.3 
Are employees compelled to consider the confidentiality and sensitivity of all email content, before forwarding 
email or replying to external parties  

8.4 

Is there any procedure of disciplinary action for information transmitted by email which are defamatory, 
abusive, involve any form of racial or sexual abuse, damage the reputation or contain any material that is 
harmful to employees, customers, competitors, or others 

8.5 
Does BCC restrict personal usage of BCC's email address for any social networking, blogs, groups, forums, etc. 

8.6 
Is there any mechanism in place to restrict and control inbound email sourcing of any social networking, blogs, 
groups, forums, etc. 

8.7 
Do the employees use a disclaimer stating about confidentiality of email contents and asking intended 
recipient for transmission  

8.8 
Are regular review and monitoring of email services performed by concerned department  

    

9 Cryptography  

9.1 
Is there any established cryptographic key management policy and procedure to cover generation, dist ribution, 
installation, renewal, revocation and expiry  

9.2 
Are all cryptographic keys generated securely and materials used in the generation process destroyed after 
usage 

9.3 
Are cryptographic keys used for a single purpose to reduce the impact of an exposure of a key 

9.4 Is there defined cryptoperiod  for each cryptographic key considering sensitivity and operational criticality  

9.5 
Are the hardware security modules and keying materials physically and logically protected  

9.6 Is use or transmission of cryptographic keys are secured 

9.7 Is there any secure key destruction method for expired cryptographic keys  
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9.8 Is the generation of a new key independent from the previous keys  

9.9 Is backup of cryptographic keys maintained  

9.10 Is there any procedure in place for key revocation/destruction/replacement of the compromised keys  

    

10 Vulnerability Assessment and Penetration Testing  

10.1 
Are VAs conducted regularly to detect security vulnerabilities in the ICT infrastructure and applications  

10.2 
Is there any procedure for combination of automated tools and manual techniques to perform comprehensive 
VA  

10.3 Is there any process in place to remedy issues identified in VAs and perform subsequent remediation of gaps 

10.4 Are periodical or need basis penetration tests conducted on network infrastructure and internet -based systems  

10.5 Is periodical VAPT conducted on total infrastructure and web -based systems  

    

11 Patch Management 

11.1 
Is there any patch management procedure to identify, categori ze, prioritize and implement patches in a timely 
manner 

11.2 Are patches deployed in test environment before deployment into the production environment  

11.3 Are License management policy in place  

    

12 Security Monitoring  

12.1 

Are there appropriate security monitoring systems and processes in place to facilitate prompt detection of 
unauthorized or malicious activities by internal and external parties  

12.2 
Are network surveillance and security monitoring procedures implemented to protect BCC against network 
intrusion attacks  

12.3 

Are security monitoring tools implemented to enable the detection of changes on critical ICT resources such as 
databases, system or data files and programs, to facilitate the identification of unauthorized changes  

12.4 
Are security logs of systems, applications and network devices regularly reviewed for anomalies, and logs 
being protected for a defined period  

 

 


