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Distribution Path 1 1 1 active/ 1 2 active
Power and Cooling alternate

Redundany active N N N+1 2(N+1)
Component

Redundancy No No Yes Yes
backbone

Redundancy No No No Optional
horizontal cabling

Raised Floor 120 180 30360 30360
UPS / Generator Optional Yes Yes Dual
Concurrently No No Yes Yes
Maintainable

Fault Tolerant No No No Yes
Availability 99.67.% 99.749% 99.982% 99.995%
N: needed Source: Uptime Institute
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Alternative 1 Alternative 2
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! Expansion space | ! Expansion space !

10 KW per rack 4.2 KW per rack

166 watts/SF 70 watts/SF
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Example

Power per Rack Watts
Server blade enclosure 50
Patch panel power 25 Goal:
Wattage per server 43 Maintain an average
x 10 servers per enclosure 430 of 4 kilowatts per rack
Total wattage per enclosure 505 h iced fi
x five enclosures per rack 2,525 over the raised floor
Add energy factor for HVAC power (60 percent) 1,515
Total Wattage per Rack 4,040
Total Space and Power Over Raised Floor (Base Case) — 200 Racks
Space 6,000 square feet (200 x 30 square feet)
Expansion space 6,000 square feet (double the rack footprint for growth
capacity during a 10-year period)
Total space 12,000 square feet
Power 808,000 watts
Watts per SF 67 watts (Use a design envelope of between 50 watts

and 100 watts per square foot.)
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Data Center Resources

Facilities Management Applications
SON
Business Information
Processes Resources
Servers Network Storage

All of these resources revolve aroungnanagement and
maintenance of business processes and information
resources
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Cross-functional Relationships

Business Project
Management Management
Application Security
Management Management
Processes Standards
’ " and Policies
Application p'ag""g and Server
Development 95"?“ Data Protection Management
Operational Data Retention .
Change Mgmt SLAs
Workflow
1 Network Database
Management Management

Storage
Management
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Groups in the Data Center

Networking

e .

Business

BU App Dev -+ Data Center
Architecture

P v

Server/
Platforms

Storage

Database

Infrastructure
Operations

Info Security
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World of the Data Center

Strategic Planning — Deploy — hlsaT:tZ::t‘ls;e
Resources: Activities:
= Capital budget » Deadlines
- Operational budget Vs - Reliability
+ Headcount « Meets business needs

- Business alignment
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Roles in the Data Center

Data Center [ Networking Storage \ Platforms [ OS
- Data Center Manager - Network Manager - Storage Administrator - System Administrator
= ITNS Manager - Network Architect - Storage Architect - Systems Management
- Operations Manager - LAN Engineering - SAN Architect - Mainframes
- Operations Engineering - Open systems
Applications Security Project Office Database
- s - L - ps
- Developer - Security Engineering - Project Manager - Database Administrator
- Architect - E-Commerce - Program Manager - Database Architect
- Planning - Security Manager - Portfolio Manager - Madeler
- Security Officer

- Applications Security
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Acronym

TIA
SPOF

ASHRAE
LEED
HVAC
HVAC+R
BDS
IEC
ISMS
PCI
DSS
COBIT
ISACA
ICTDR
ITIL
SRG
PDUs
EMI
UPS
LT
TPN Bus Bar
RAF

IP

LED
LAN
WAN
VLAN
DR
PVLAN
SLA
IOPS
DMZ
IDS
VPN
SIEM
WAF

List of Acronyms

Full Name

Telecommunicationfdustry Association

Single point of failure
American Society of Heating, Refrigerating and-Eonditioning
Engineers

Leadership in Energy and EnvironmeriDasign
Heating, ventilation, and air conditioning
heating, ventilation, air conditioning and refrigeration
Bangladesh Standard

International Electrotechnical Commission
Information security management system
Payment car@hdustry

Data Security Standard

Control Objectives for Information and Related Technologies
Information Systems Audit and Control Association
ICT Disaster Recovery

Information Technology Infrastructure Library
SynergyResearch Group

Power distribution units

Electromagnetic Interference

Uninterruptible power supply

Linear Technology

Taskpositive network Bus Bar

Risk Assessment Framework

Internet Protocol

Light-emitting diade

Local area network

Wide-area network

Virtual LAN

Disaster Recovery

Private VLAN

Servicelevel agreement

Input/output operations per second
Demilitarized zone

Integrated Data Store

Virtual private netvork

Security information and event management
web application framework

29



DLP
CTI
CFO
ClO
CTO
CISO
TVSS
MMSB
VPS

Data level parallelism

Cyber Threat Intelligence

Chief financial officer

Chief information officer
Chieftechnology officer

Chief informatian security officer
Transient Voltage Surge Suppressor
Multiple Message Switch Buffer
Virtual Private Server
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Audit Checklist; ISO 27001 Framework

He && O

Master Master Control Control Sub -category Control Sub -category Objectives

Control Objective

Sections
Objective: To provide A.5.1.1 Information security policy An information security policy document shall be
management direction document approved by management, and published and

and support for communicated to all employees and relevant external
AS5.1 . - o :
- information security in parties.
Information

security policy

accordance with business
requirements and
relevant laws and
regulations.

A.5.1.2 Review ofthe information
security policy

The information security policy shall be reviewed at
planned intervals or if significant ch anges occur to
ensure its continuing suitability, adequacy, and
effectiveness.

A6.1
Internal
organization

Objective: To manage
information security
within the
organization.

A.6.1.1 Management commitment to
information security

Management shall actively support security
within the organization through clear direction,
demonstrated commitment, explicit
assignment, and acknowledgment of
information security responsibilities.

A.6.1.2 Information security
coordination

Information security activitie s shall be
coordinated by representatives from different
parts of the organization with relevant roles
and job functions.

A.6.1.3Allocation of information
security responsibilities

All information security responsibilities shall be
clearly defined.

A.6.1.4 Authorization process for
information processing facilities

A management authorization process for new
information proc essing facilities shall be
defined and implemented.

A.6.1.5 Confidentiality agreements

Requirements for confidentiality o r non-
disclosure agreements reflecting the
organi zationds needs
information shall be identified and regularly
reviewed.

f

A.6.1.6 Contact with authorities

Appropriate contacts with relevant authorities
shall be maintained.

A.6.1.7 Contact with special interest
groups

Appropriate contacts with special interest
groups or other specialist security forums and
professional associations shall be maintained.
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A.6.1.8 Independent review of
information security

The organi zat iomanaging ap p
information security and its implementation

(i.e. control objectives, controls, policies,
processes, and procedures forinformation
security) shall be reviewed independently at
planned intervals, or when sig nificant changes
to the security imp lementation occur.

To maintain the
security of the
organi zat

information and

A.6.2.1 Identification of ri sks related
to external parties

The risks to the organ
information processing facilities from business
processes involving external parties shall be
identified and appropriate controls

implemented before granting access.

A.6.2.2 Addressing security when

All identified security requirements shall be
addressed before giving customers acess to the

AG.2 information dealing with customers
External processing facilities organizationd6s informa
parties that are accessed,
processed, A.6.2.3 Addressing security in third Agreements with th ird parties involving
communicated to, or | party agreements accessing, processing, communicating or
managed by external managing the organizat
parties. information processing faci lities, or adding
products or services to information proces sing
facilities shall cover all relevant security
requirements.

A.7.1.1 Inventory of assets All assets shall be clearly identified and an inventory
of all important assets drawn up and maintained.

A.7.1.2 Ownership of assets All information and assets associated with

AT7.1 To achieve and maintain information processing fa
Responsibility | appropriate protection of designated part of the organization.
for assets organizational assets.

A.7.1.3Acceptable use of assets Rules for the acceptable use of information and assets
associatedwith information processing facilities shall
be identified, documented, and implemented.

A.7.2.1 Classification guidelines Information shall be classified in terms of its value,
legal requirements, sensitivity and criticality to the
organization.

A72 To ensure that
Information information receives an - ["A'7 3 3 Information la belling and An appropriate set of procedures for information

classification

appropriate level of
protection.

handling

labeling and handling shall be developed and
implement ed in accordance with the classification
scheme adopted by the organization.

A.8.1 Prior to
employment

To ensure that
employees, contractors
and third party users
understand their
responsibilities, and are

A.8.1.1 Roles and responsibilities

Security roles and responsibilities of employees,
contractors and third party users shall be defined and
documented in accordance
information security
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suitable for the roles they
are considered for, and to
reduce the risk of theft,
fraud or misuse of
facilities.

A.8.1.2 Screening

Background verification checks on all candidates for
employment, contractors, and third party users shall
be carried out in accordance with relevant laws,
regulations and ethics, and proportional to the
business requirements, the classification of the
information to be accessed, and the perceived risks.

A.8.1.3 Terms andconditions of
employment

As part of their contractual obligation, employees,
contractors and third party users shall agree and sign
the terms and conditions of their employment
contract, which shall st a4
responsibilities for i nformation security .

To ensure that all
employees, contractors
and third party users are
aware of information
security threats and
concerns, their

A.8.2.1 Management responsibilities

Management shall requir e employees, contractors
and third party users to apply security in accordance
with established policies and procedures of the
organization.

A.8.2.2Information security awareness,
education and training

All employees of the organization and, where
relevant, contractors and third party users shall

A.8.2 During re?spg'n_smmtles and receive appropriate awareness training and regular
employment "aP"'“es' and are updates in organizational policies and procedures, as
equpe_d to suppor_t relevant for their job function.
organizational security
policy in the course of
their normal work, a nd
to reduce the risk of A.8.2.3 Disciplinary process There shall be a formal disciplinary pro cess for
human error. employees who have committed a security breach.

A.8.3.1 Termination responsibilities Responsibilities for performing employment
termination or change of employment shall be clearly
defined and assigned.

To ensure that A.8.3.2 Return of assets All employees, contractors and third party users shall
A8.3 employees, contractors return all of thenteeirgani z
Termination or | and third party users exit possession upon termination of their employment,
change of an organization or contract or agreement.
employment change employment in A.8.3.3 Removal of access rights The accesgight s of all employees, contractors and
an orderly manner. third party users to information and information

processing facilities shall be removed upon
termination of their employment, contract or
agreement, or adjusted upon change.

A.9.1.1 Physical security perimeter Security perimeters (barriers such as walls, card
controlled entry gates or manned reception desks)
shall be used to protect areas that contain information
and information processing facilities.

To prevent unauthoriz ed A.9.1.2 Physical entry controls Secure areas shall berotected by gppropriate entry
. controls to ensure that only authorized personnel are
A.9.1 Secure physg:al access, damage allowed access.
areas and interference to the

organi zation
and information.

A.9.1.3 Securing offices, rems and
facilities

Physical security for offices, rooms, and facilities shall
be designed and applied

A.9.1.4 Protecting against external and
environmental threats

Physical protection against damage from fire, flood,
earthquake, explosion, civil unrest, and other forms of
natural or man -made disaster shall be designed and
applied.
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A.9.1.5 Working in secure areas

Physical protection and guidelines for working in
secure areas shall be designed and applied.

A.9.1.6 Public access, delivery and
loading areas

Access points such as delivery and loading areas and
other points where unauthorized persons may enter
the premises shall be controlled and, if possible,
isolated from information processing facilities to

avoid unauthorized access.

A.9.2.1 Equipment siting and protection

Equipment shall be sited or protected to reduce the
risks from environmental threats and hazards, and
opportunities for unauthorized access.

A.9.2.2 Supporting utilities

Equipment shall be protected from power failures
and other disruptions caused by failures in
supporting utilities.

To prevent loss, damage,

A.9.2.3Cabling security

Power and telecommunications cabling carrying data
or supporting information services shall be protected
from interception or damage.

A.9.2 theft or compromise of A.9.2.4 Equipment maintenance Equipment shall be correctly maintained to ensure its
Equipment assets and interruption to continued availabi lity and integrity.
security

A.9.2.5 Security of equipment off
premises

Security shall be applied to off-site equipment taking
into account the different risks of working outside the
organizati onds premi ses.

A.9.2.6 Secure disposal or reuse of
equipment

All items of equipment containing storage media
shall be checkel to ensure that any sensitive data and

licensed software has been removed or securely
overwritten prior to disposal.

A.9.2.7 Removal of property Equipment, information or software shall not be

taken off-site without prior authorization.

A.10.1.1 Documented operating Operating procedures shall be documented,
procedures maintained, and made available to all users who need
them.

A.10.1.2 Change management Changes to information processing facilities and

.10. ms shall ntrolled.
A10.1 To ensure the correct and systems shall be controlied

Operational secure operation of
procedures ) > OP : A.10.1.3 Segregation of duties Duties and areas of responsibility shall be segregated
information processing . .
and to reduce opportunities for unauthorized or

S facilities. . . . .
responsibilities uninte ntional modification or misuse of the

organizationds assets.

A.10.1.4 Separation of development, test | Development, test and operational facilities shall be
and operational facilities separated to reduce the risks ofunauthorized access
or changes to theoperational system.

To implement and A.10.2.1 Service delivery It shall be ensured that the security controls, service
A.10.2 Third intai ; definitions and delivery levels included in the third
. maintain the appropriate Yy
party service level of information party service deliv ery agreement are implemented,
delivery security and service operated, and maintained by the third party.
management

delivery in line with
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third party service
delivery agreements.

A.10.2.2 Monitoring and review of third
party services

The services, reports and records provided by the
third party shall be regularly monitored and
reviewed, and audits shall be carried out regularly.

A.10.2.3 Managing changes to third party
services

Changes to the provision of services, including
maintaining and improving existing information
security policies, procedures and controls, shall be
managed, taking account of the criticality of business
systems and processes involved and reassessment of
risks.

A.10.3 System

To minimize the risk of

A.10.3.1 Capacity management

The use of resources shall be monitored tuned, and
projections made of future capacity requirements to
ensure the required system performance.

planning and ! A.10.3.2 System acceptance Acceptance criteria for new information systems,
acceptance systems failures. upgrades, and new versions shall be established and
suitable tests ofthe system(s) arried out during
development and prior to acceptance.

A.10.4.1 Controls against malicious code | Detection, prevention, and recovery controls to
protect against malicious code and appropriate user
awareness procedures shall be implemented.

A.10.4
Protection To protect the integrity of
against software and A.10.4.2 Controls against mobile code Where the use of mobile code is authorized, the
malicious and information. configuration shall ensure that the authorized mobile
mobile code code operatesaccording to a clearly defined security
policy, and unauthorized mobile code shall be
prevented from executing.

A.10.5 Bak-up | To maintain the integrity A.10.5.1 Information back-up Back-up copies of information and software shall be
and availability of taken and tested regularly in accordance with the
information and agreed backup policy.
information processing
facilities.

A.10.6.1 Network controls Networks shall be adequately managed and
controlled, in order to be protected fro m threats, and
to maintain security for the systems and applications

To ensure theprotection using the network, including information in transit.
A.10.6 of information in
Network networks and the
security protection of the A.10.6.2 Security of network services Security features, service levels, and management
management supporting requirements of all network services shall be
infrastructure. identified and included in any network services
agreement, whether these services are provided in
house or outsourced.
. A.10.7.1Management of removable There shall be procedures in place for the
To prevent unauthorized . .
. disclosure. modification media management of removable media.
A.10.7 Media removal or,destruction o’f
handling A.10.7.2 Disposal of media Media shall be disposed of securely and safely when

assets, and interruption
to business activities.

no longer required, using formal proce dures.
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A.10.7.3Information handling
procedures

Procedures for the handling and storage of
information shall be establish ed to protect this
information from unauthorized disclosure or misuse.

A.10.7.4 Security of system
documentation

System documentation shall be protected against
unauthorized access.

A.10.8
Exchange of
information

To maintain the security
of information and
software exchanged
within an organization
and with any external
entity.

A.10.8.1 Information exchange policies
and procedures

Formal exchange policies, procedures, and controls
shall be in place to protect the exchange of
information through the use of all types of
communication facilities.

A.10.8.2 Exchange agreements

Agreements shall be established for the exchange of
information and software between the organization
and external parties.

A.10.8.3 Physical media in transit

Media containing information shall be protected
against unauthorized access, misuse or corruption
during transportation beyondan or gani z at
physical boundaries.

A.10.8.4 Electronic messaging

Information involved in electronic messaging shall be
appropriately protected.

A.10.8.5 Business information systems

Policies and procedures shall bedeveloped and
implemented to pro tect information associated with
the interconnection of business information systems.

A.10.9
Electronic
commerce
services

To ensure the security of
electronic commerce
services, and their secure
use.

A.10.9.1 Electronic commerce

Informati on involved in electronic commerce passing
over public networks shall be protected from
fraudulent activity, contract disput e, and
unauthorized disclosure and modification.

A.10.9.2 Ontline transactions

Information involved in on -line transactions shall be
protected to prevent incomplete transmission, mis -
routing, unauthorized message alteration,
unauthorized disclosure, una uthorized message
duplication or replay.

A.10.9.3 Publicly available information

The integrity of information being made availabl e on
a publicly available system shall be protected to
prevent unauthorized modification.

A.10.10
Monitoring

To detect unauthorized
information processing
activities.

A.10.10.1 Audit logging

Audit logs recording user activitie s, exceptions, and
information security events shall be produced and
kept for an agreed period to assist in future
investigations and access control monitoring.
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A.10.10.2 Monitoring system use

Procedures for monitoring use of information
processing facilities shall be established and the
results of the monitoring activities reviewed
regularly.

A.10.10.3 Protection of loginformation

Logging facilities and log information shall be
protected against tampering and unauthorized access.

A.10.10.4 Administrator and operator
logs

System administrator and system operator activities
shall be logged.

A.10.10.5 Fault logging

Faults shall be logged, analyzed, and appropriate
action taken.

A.10.10.6 Clock synchronization

The clocks of all relevant information processing
systems within an organization or security domain
shall be synchronized with an agreed accurate time
source.

All1l To control access to A.11.1.1 Access control policy An access contol policy shall be established,
Business information. documented, and reviewed based on business and
requirement security requirements for access.
for access
control
A.11.2.1 User registration There shall be a formal user registration and de-
registration procedure in place for granting and
revoking accesdo all information systems and
services.
To ensure authorized
A.11.2 User user access and to A.11.2.2 Privilege management The allocation and use of privileges shall be restricted
access prevent unauthorized and controlled.
management access to information
systems. A.11.2.3 User password management The allocation of passwords shall be controlled
through a formal management process.
A.11.2.4 Review of user access rights Management shall review u
regular intervals using a formal process.
A.11.3.1 Password use Users shall be required to follow good security
practices in the selection and use of passwords.
To prevent unauthorized
user access, and - -
) ; A.11.3.2 Unatten r men rs shall ensure that unatten ment h
A11.3 User compromise or theft of 3.2 Unattended user equipment Users shall ensure that unattended equipment has

responsibilities

information and
information processing
facilities

appropriate protection.

A.11.3.3 Clear desk and clear screen
policy

A clear desk policy for papers and removable storage
media and a clear screen policy for information
processing facilities shall be adopted.

A.11.4
Network
access control

To prevent unauthorized
access to networked
services.

A.11.4.1 Policy on use of network
services

Users shall only be provided with access to the
services that they have been specifically authorized to
use.
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A.11.4.2 Userauthentication for external

connections

Appropriate authentication methods shall be used to
control access by remote users.

A.11.4.3 Equipment identification in
network s

Automatic equipment identification shall be
considered as a means tcauthenticate connections
from specific locations and equipment.

A.11.4.4 Remote diagnostic and
configuration port protection

Physical and logical access to diagnostic and
configurati on ports shall be controlled.

A.11.4.5 Segregation innetworks

Groups of information services, users, and
information sys tems shall be segregated on networks.

A.11.4.6 Network connection control

For shared networks, especially those extending
acrosst he organizationds bou
users to connect to the network shall be restricted, in
line with the access control policy and requirements

of the business applications

A.11.4.7 Network routing control

Routing controls shall be impleme nted for networks
to ensure that computer connections and information
flows do not breach the access control policy of the
business applications.

A.11.5.1Secure logon procedures

Access tooperating systems shall be controlled by a
secure log-on procedure.

A.11.5.2 User idantification and
authentication

All users shall have a unique identifier (user ID) for
their personal use only, and a suitable authentication
technique shall be chosen to substantiate the claimed
identity of a user.

A.11.5.3 Password management system

Systems for managing passwords shall be interactive

A.115 . -
Operating To prevent unauthorized and shall ensure quality passwords.
access to operating
system access
control systems. A.11.5.4 Use of system utilities The use ofutility programs that might be capable of
overriding system and application controls shall be
restricted and tightly contro lled.
A.11.5.5 Session timeout Inactive sessions shall shut down after a defined
period of inactivity.
A.11.5.6 Limitation of connection time Restrictions on connection times shall be used to
provide additional security for high -risk applications.
A.11.6.1 Information access restriction Access to information and application system
functions by users and support personnel shall be
A.11.6 . restricted in accordance with the defined access
C To prevent unauthorized :
Application . . control policy.
access to information
and ) S
. . held in application
information

access control

systems.

A.11.6.2 Sensitive system isolation

Sensitive systans shall have a dedicated (isolated)
computing environment.
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A.11.7 Mobile
computing
and
teleworking

To ensure information
security when using
mobile computing and
teleworking facilities.

A.11.7.1 Mobile computing and
communications

A formal polic y shall be in place, and appropriate
security measures shall be adopted to protect against
the risks of using mobile computi ng and
communication facilities.

A.11.7.2 Teleworking

A policy, operational plans and procedures shall be
developed and implement ed for teleworking
activities.

A.12.1 Security
requirements
of information
systems

To ensure that security is
an integral part of
information systems.

A.12.1.1 Security requirements analysis
and specification

Statements of business requirements for new
information systems, or enhancements to existing
information systems shall specify the requirements
for security controls.

A.12.2 Correct
processing in

To prevent errors, loss,
unauthorized
modification or misuse of

A.12.2.1 Input data validation

Data input to applications shall be validated to ensure
that this data is correct and appropriate.

A.12.2.2 Control of internal processing

Validation checks shall be incorporated into
applications to detect any corruption of information
through processing errors or deliberate acts.

A.12.2.3 Message integrity

Requirements for ensuring authenticity and
protecting message integrity in applications shall be

applications information in protect : neatior
applications. identified, and appropriate controls identified and
implemen ted.

A.12.2.4 Output data validation Data output from an application shall be validated to
ensure that the processing ofstored information is
correct and appropriate to the circumstances.

A.12.3.1 Policy on the use of A policy on the use of cryptographic controls for

To protect the cryptographic controls protection of information shall be developed and
A.12.3 confidentia lity, implemented.
Cryptographic authenticity or integrity
controls of information by

cryptographic means.

A.12.3.2 Key managgement

Key management shall be in place to support the

organizationds use of cry

A.12.4 Security
of system files

To ensure the security of
system files.

A.12.4.1 Control of operational software

There shall be procedures in place to ontrol the
installation of software on operational systems.

A.12.4.2 Protection of system test data

Test data shall be séected carefully, and protected
and controlled.

A.12.4.3 Access control to program
source code

Access to program source code shdlbe restricted.

A.12.5 Security
in
development

To maintain the security
of application system
software and

A.12.5.1 Change control procedures

The implementation of changes shall be controlled by
the use of formal change control procedures.
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and support information. A.12.5.2 Technical review of applications | When operating systems are changed, business
processes after operating system changes critical applications shall be reviewed and tested to
ensure there is no adverse impact on organizational
operations or security.

A.12.5.3 Restrictions on changes to Modifications to software packages shall be

software packages discouraged, limited to necessary changes, and all
changes shall be strictly controlled.

A.12.5.4 Information leakage Opportuniti es for information leakage shall be
prevented.

A.12.5.5 Outsourced software Outsourced software development shall be

development supervised and monitored by the organization.

A.12.6 To reduce risks resulting | A.12.6.1 Control of technical Timely information abo ut technical vulnerabilities of

Technical from exploitation of vulnerabilities information systems being used shall be obtained, the

Vulnerability published technical organization's exposure to such vulnerabilitie s

Management vulnerabilities. evaluated, and appropriate measures taken to
address the associated risk.

A.13.1.1 Reporting information security Information security events shall be reported through

To ensure information events appropriate management channels as quickly as
A.13.1 security events and possible.
Reporting weaknesses associated
information with information systems | A.13.1.2 Reporting security weaknesses | All employe es, contractors and third party users of
security events are communicated in a information systems and services shall be required to

and manner allowing timely note and report any observed or suspected security

weaknesses corrective action to be weaknesses in systems or services.
taken.

A.13.2.1 Responsibilities and procedures | Management responsibilities and procedures shall be
established to ensure a quick, effective, and orcerly
response to information security incidents.

A.13.2.2 Learning from information There shall be medanisms in place to enable the

Al132 To ensure a consistent | security incidents types, volumes, and costs of information security
Management | and effective approach is incidents to be quantified and monitored.
of information applied to the
security management of
incidents and information security A.13.2.3 Collection of evidence Where a follow -up action against a person or
improveme nts incidents. organization after an information security incident
involves legal action (either civil or criminal),
evidence shall be collected, retained, and presented to
conform to the rules for evidence laid down in the
relevant jurisdictio n(s).
A.14.1 To counteract A.14.1.1 Including information security A managed process shall be developed and
Information interruptions to business in the business continuity management maintained for business continuity throughout the
security activities and to protect process organizati on that addresses the information seaurity
aspects of critical business requirements needed for t
business processes from the effects continuity.
continuity of major failures of
management information systems or

disasters and to ensure
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their timely resumption.

A.14.1.2 Busness continuity and risk
assessment

Events that can cause interruptions to business
processes shall be identified, along with the
probability and impact of such interruptions and their
consequences for information security.

A.14.1.3 Developing and implementing
continuity plans including information
security

Plans shall be developed and implemented to
maintain or restore operation s and ensureavailability
of information at the required level and in the
required time scales following interruption to, or
failure of, critical business processes.

A.14.1.4 Business continuity planning
framework

A single framework of business continuity plans shall
be maintained to ensure all plans are consistent, to
consistently address information security
requirements, and to identify priorities for testing and
maintenance.

A.14.1.5 Testing, maintaining and
reassessing businesgontinuity pla ns

Business continuity plans shall be tested and updated
regularly to ensure that they are up to date and
effective.

A.15.1
Compliance
with legal
requirements

To avoid breaches of any
law, statutory, regulatory
or contractual
obligations, and of any
security requirements.

A.15.1.1 Identification of applicable
legislation

All relevant statutory, regulat ory and contractual
requirements and the orga
meet these requirements shall be explcitly defined,
documented, and kept up to date for each

information system and the organization.

A.15.1.2 Intellectual property rights (IPR)

Approp riate procedures shall be implemented to
ensure compliance with legislative, regulatory, and
contractual requirements on the use of material in
respect of which there may be intellectual property
rights and on the use of proprietary software
products.

A.15.1.3 Protection of organizational
records

Important records shall be protected from loss,
destruction and falsification, in accor dance with
statutory, regulatory, contractual, and business
requirements.

A.15.1.4 Data protection and privacy of
personal information

Data protection and privacy shall be ensured as
required in relevant legislation, regulations, and, if
applicable, contractual clauses.

A.15.1.5 Prevention of misuse of
information processing facilities

Users shall be deterred from using information
processing facilities for unauthorized purposes.

A.15.1.6 Regulation of cryptographic
controls

Cryptographic controls shall be used in compliance
with all relevant agreements, laws, and regulations.

A.15.2
Compliance
with security
policies and
standards, and
technical

To ensure compliance of
systems with
organizational security
policies and standards.

A.15.2.1 Compliance with security
policies and standards

Managers shall ensure that all security procedures
within their a rea of responsibility are carried out
correctly to achieve compliance with security policies
and standards.
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compliance A.15.2.2 Technical canpliance checking Information systems shall be regularly checked for

compliance with security implementation standards.
A.15.3 To maximize the A.15.3.1 Information systems audit Audit requirements and activities involving ¢ hecks on
Information effectiveness of and to controls operational systems shall be arefully planned and
systems audit minimize interference agreed to minimize the risk of disruptions to business
considerations | to/from the in formation processes.

systems audit process.

A.15.3.2 Protection of information
systems audit tools

Access to information systems audit tools shall be
protected to prevent any possible misuse or
compromise.

Audit Checklist 8 1SO 27005 Framework

H@ &8 O~

Master Control | Master Control Objective Control Sub - Control Sub -category Objectives
Sections category
A 8 Risk Identification and valuation of 8.1 Risk 8.1.1 Identification of assets
assessment assets and inpact assessments | identification 8.1 2ldentification of threats
8.1.3 Identification of existing controls
8.1.4 Identification of vulnerabilities
8.1.5 Identification of consequences

8.2 Riskanalysis PILAR evaluates the risk associated to each
threat on each asset, andprovides a risk-level
that is a combination of the likelihood and the
consequences of the occurrence of each threat on
each asset.

8.3 Risk evaluation | PILAR provides detailed information on the
facts. It is the responsibility of the management
bodies to interpret the consequences of incidents
on the business.

A 9 Risk Risk treatment is an art where 9.1 Risk The level of risk should be managed by

treatment organization may opt between Modification introducing, removing or altering controls so
several, non-exclusive, that the residual risk can be reassessed as being
alternativ es acceptable

9.2 Risk Retention

The decision on retaining the risk without
further action shoul d be taken depending on
risk evaluation.
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9.3 Risk Avoidance

The activity or condition that gives rise to the
particular risk should be avoided. Usually this
means changing the collection of assets,
removing from our system those that we are not
ready to protect sufficiently.

9.4 Risk Sharing

The risk should be shared with another party
that can most effectively manage the particular
risk depending on risk evaluation

A 10 Risk
acceptance

PILAR provides detailed
information on the facts, both
potential and residual risk
levels. It is the responsibility of
the management bodies to take
the decisions.

A 11 Risk
communication

Risk communication is an
activity to achieve agreement
on how to manage risks by
exchanging and/or sharing
information abo ut risk between
the decision-makers and other
stakeholders. The information
includes, but is not limited to
the existence, nature, form,
likelihood, severity, treatment,
and acceptability of risks

A 12 Risk
monitoring

Risks are not static. Threats,
vulnerabilities, likelihood or
consequences may change
abruptly

Audit Checklist ISO 2700Framework

He A8 O

S No

Data Center and Near Data Center Controls

1

Physical Security

Is physical security applied to the information processing area or DC/NDC and unauthorized access strictly
11 prohibited

1.2 Does BCC limit access to DC/NDC to authorized staff only

1.3

Is there any access authorization procedure in place to ensure that vendors, service providers, support staff,
cleaning crews, etc visitors are accompanied at all times by an authorized employee while in the DC/NDC and
the whole procedure should be abide by vendor access policy
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Is access authorization listwith and/or without biometric profile  maintained and reviewed periodically for the

1.4 authorized person to access the DC/NDC
15 Are all physical access to sensitive areas logged with date, timeand purpose

Does the management ensure and monitor physical security of the perimeter of DC, facility and equipment
16 room by employing phy sical and procedural controls for 24 hours
1.7 Is emergency exit door available

Is there a designated custodian or manager in charge of DC/NDC to provide authorization and to ensure
1.8 compliance with policy

Is there an inventory of all computing equipment, associatedequipment and consumables housed in DC/NDC
1.9 and gate pass policy should bein place during movement of any asset

Is there enough checkpoints including metal detector in place to ensure proper approval from the competent
110 authority before entering or exiting any equipment or accessories into/from the DC/NDC

Is lost access card reported immediately as occurrence of incident and then access on lost card immediately
111 revoked
1.12 Is the physical security of DC/NDC premises review ed at least once each year

Is there enough checkpoints in place to ensureproper approval from the competent authority before entering
1.13 " . L

or exiting any equipment or accessories into/from the DC/NDC

2 Environmental Security

Is the DC/NDC desi gned and applied to protect from the risk of damage due to fire, flood, explosion and other
21 forms of disaster

Is design layout of DC/NDC including power supply and network connectivity properly documented and
2.2 approved

Are there separate channelsfor data and power cables to protect from interception or any sort of damages
2.3
2.4 Are water detection devices placed below the raised floor if it is raised
25 Is there any pest control mechanism in place

Is there any storage of accessories or devies not associated with DC and powered off devices including
2.6 phone, laptop or any accessories that has cameravhich are disallowed in the DC/NDC and must be blocked

by sticker

Is Close Circuit Television (CCTV) camera installed at appropriate position s of all sides for monitoring
2.7
2.8 Is there any sign of "No eating, drinking or smoking" ,0 Fi r e, power cutindisflay Acci d
2.9 Is there any dedicated office vehicle for emergency necessities
2.10 Does the data centers have dedicated teleplone communication facility

Are the addresses and telephone or mobile nhumbers of all contact persons (e.g. fire service, police station,
211 service providers, vendors and all ICT personnel) available to meet any emergency necessity

Are power supply system and other support units separated from production site and placed in secure area to
212 reduce the risks from environmental threats
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Is dedicated power supply installed from source (MDB or Generator) to DC/NDC and monitored to avoid the

213 risk of ov erloading
Are the following environmental controls installed:
a) Uninterrupted Power Supply (UPS) with backup units
b)  Backup power supply
c) Estimated necessary fuel for generator(s)
d) Temperature and humidity measuring devi ces
214 e) Water leakage precautions and water drainage system from air conditioner
: f) Air conditioners with backup units. Industry standard cooling system shall be introduced to avoid the
water leakage and faults in the water drainage system with t he conventional air conditioning system
g) Emergency power cut-off switches where applicable
h) Emergency lighting arrangement
i) Dehumidifier for humidity control
2.15 Is First-Aid kit kept available in both DC/NDC
2.16 Is any photograph taken inside the DC by any staffs should be monitored and blocked by sticker
Are all above mentioned controls regularly tested and existence of maintenance service contract available for
2.17 24x7 bases
3 Fire Prevention
3.1 Are wall, ceiling and doo r of DC/NDC fire-resistant
3.2 Are fire suppression equipment installed and tested periodically
3.3 Is automatic fire/smoke alarming system installed and tested periodically
3.4 Is there fire detector below the raised floor if it is raised
Are electric cables and data cables in the DC/NDC maintained quality and concealed
3.5
Are flammable items e.g. paper, wooden items, plastics, etc. allowed to store in the DC
3.6
4 Server Room Controls
Is there a glass enclosure in the serveroom with loc k and key under a responsible person
4.1
4.2 Il's the physical access restricted and visitorsd | o
Is there any access authorization list which is being maintained and reviewed on regular basis
4.3
Is there any provision to replace the server and network devices within shortest possible time in case of any
44 disaster
Is the server room air-conditioned and installed with proper water drainage system
4.5
4.6 Is there power generator in place to continue operations in case of power failure
4.7 Is there UPS in place to provide uninterrupted power supply to the server and devices
4.8 Is proper attention given on overloading electrical outlets with too many devices
Is channel alongside the wall prepared to allow all required cabling to be in neat and safe position as per layout
49

of power supply and data cables
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Are the addresses and phone numbers of all contact persons (e.g. fire service, police station, service providers,

4.10 vendors and all ICT/ responsible personnel) availa ble to cope with any emergency situation
411 Is power supply switched off before leaving the server room if otherwise not required
4.12 Is fire extinguisher placed outdoor visible area of the server room and maintained/checked on an annual basis

Is there enough checkpoints in place to ensure proper approval from the competent authority before entering
4.13 or exiting any equipment or accessories into/from Server Room

5 Networks Security Management

Is there any standard established to ensure curity for OSs, Databases, Network equipments and portable
5.1 devices

Are enforcement checks conducted regularly to ensure that the standards are applied uniformly and non-
5.2 compliances are detected and raised for investigation

Are the Network Design and its security configurations implemented under an approved documented plan
5.3

Are all type of cables including UTP, fiber, power labeled properly for further correct ive or preventive
5.4 maintenance works
55 Is physical security of all network equipment ensured

Are groups of information services, users, and information systems segregated in networks, e.g. VLAN
5.6

Are unauthorized access and electronic tampering controlled strictly, and encryption mechanism deployed for
57 sensitive data travelling t hrough public network

Are network security devices e.g. Firewall, IDS, IPS installed to protect the network perimeters
5.8

Is web Application Firewall (WAF) implemented to protect hosted web applications
5.9

Are there firewalls or other security me asures deployed within internal networks to minimize the impact of
5.10 security exposures

Is Secure Login feature (i.e. SSH) enabled andunencrypted login option (i.e. TELNET) disabled in network
5.11 devices for remote administration purposes
5.12 Are rule s on network security devices backed up and reviewed on a regular basis
5.13 Is there any arrangement of redundant communication links for WAN connectivity

Are all unused ports of network devices e.g. switch, router, etc. shut-off by default if othe rwise not defined
5.14
5.15 Is network extension using Hub, Wireless Router (WiFi), etc. prohibited
5.16 Is network extension for new users done centrally with approval from authority

Is connection of personal laptop to office network or any personal wi reless modem with the office
5.17 laptop/desktop restricted and secured

Is SYSLOG serverestablished to monitor the logs generated by network devices (depending on Network Size)
5.18

Is Authentication Authorization and Accounting (AAA) Server established to manage the network devices
5.19

effectively (depending on Network Size)
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Are Role-based and/or Time -based ACLs implemented in the routers to control network traffic

5.20
5.21 Is real time health monitoring system implemented for surveillance of all network equipments and servers
5.22 Are all default passwords of network devices changed immediately after installation
5.23 Are all communication devices uniquely identifiable with proper authentication
5.24 Is role-based administration ensured for the servers and network devices
5.25 Is configuration backup of the network devices done regularly
5.26 Are control and visibility of the network with technology e.g. NetFlow, sFlow, etc. in place
5.07 Is Rollback policy for system update/Upgrade/Configuration ma nagement available
5.28 Is Configuration Management Database (CMDB) implemented and reviewed regularly
5.29 Is all documents related to Configuration, Change, Incident, Problem and Root Cause Analysis (RCA) stored
5.30 Is white list -based network traffic policy implemented
6 Malicious Code Protection

Are the servers and workstations protected from malicious code by ensuring the proper installation of
6.1 approved anti -malware packages

Are the users aware of prevention and detection of the introduction of malicious software
6.2

Are software and data supporting critical business activ ities regularly scanned or searched to identify possible
6.3 malicious code

Are the files received on electronic media of uncertain origin or unknown networks checked for malicious code
6.4 before use
6.5 Are attachments of electronic mail checked for malici ous code before use

Is the anti-malware package kept up-to-date with the latest definition file using an automated and timely
6.6 process

Are all computers in the network get updated signature of anti -malware software automatically from the
6.7 server

Is auto protection mode enabled to screen disks, tapes, CDs or other media for malwares
6.8

Are the employees made aware of the problem of hoax viruses and advised not to forward such chain mail to
6.9 others

Is there any formal process for managing attacks from malicious code including reporting of and recovering
6.10 from attacks
6.11 Is there any Sandboxing mechanism for further malware analysis

Is awareness program arranged for the end users about computer malwares andtheir prevention mechanism
6.12

7 Internet Access Management

71 Are access to and use of the internet from BCC's premises kept secure

Is access to the Internet from BCC premisesand systems routed through secure gateways
7.2
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Is external internet connectivity device prohibited to be used in the BCC's resources at BCC premises

7.3

Is internet access provided by BCC prohibited to transact any commercial/business activity that is not done by
7.4 the BCC

Are critical internal workstations f or financial transactions isolated from the network having internet
7.5

Is there any procedure of disciplinary action for the case of activity that knowingly contravenes any criminal or
7.6 civil law or act using internet access provided by BCC
77 Is formal risk analysis performed during deployment of connections to the Internet or third -party and public

) networks

7.8 Is there any white-listing and/or black -listing policy developed and maintained
7.9 l's visibility of the usersd internet access in pla
8 Email Management
8.1 Is email system maintained according to BCC's Email Policy
8.2 Is encryption facility used while confidential information communicated to external parties

Are employees compelled to consider the confidentiality and sensitivity of all email content, before forwarding
8.3 email or replying to external parties

Is there any procedure of disciplinary action for information transmitted by email which are defamatory,

abusive, involve any form of racial or sexual abuse, damage the reputation or contain any material that is
8.4 harmful to employees, customers, competitors, or others

Does BCC restrict personal usage of BCC's email address for any social networking, blogsgroups, forums, etc.
8.5

Is there any mechanism in place to restrict and control inbound email sourcing of any social networking, blogs,
8.6 groups, forums, etc.

Do the employees use a disclaimer stating about confidentiality of email contents and asking intended
8.7 recipient for transmission

Are regular review and monitoring of email services performed by concerned department
8.8
9 Cryptography

Is there any established cryptographic key management policy and procedure to cover generation, distribution,
9.1 installation, renewal, revocation and expiry

Are all cryptographic keys generated securely and materials used in the generation process destroyed after
9.2 usage

Are cryptographic keys used for a single purpose to reduce the impact of an exposure of a key
9.3
9.4 Is there defined cryptoperiod for each cryptographic key considering sensitivity and operational criticality

Are the hardware security modules and keying materials physically and logically protected
9.5
9.6 Is use or transmission of cryptographic keys are secured
9.7 Is there any secure key destruction method for expired cryptographic keys
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9.8 Is the generation of a new key independent from the previous keys
9.9 Is backup of cryptographic keys maintained
9.10 Is there any procedure in place for key revocation/destruction/replacement of the compromised keys
10 Vulnerability Assessment and Penetration Testing

Are VAs conducted regularly to detect security vulnerabilities in the ICT infrastructure and applications
10.1

Is there any procedure for combination of automated tools and manual techniques to perform comprehensive
10.2 VA
10.3 Is there any process in place to remedy issues identified in VAs and perform subsequent remediation of gaps
10.4 Are periodical or need basis penetration tests conducted on network infrastructure and internet -based systems
105 Is periodical VAPT conducted on total infrastructure and web -based systems
11 Patch Management

Is there any patch management procedure to identify, categori ze, prioritize and implement patches in a timely
111 manner
11.2 Are patches deployed in test environment before deployment into the production environment
11.3 Are License management policy in place
12 Security Monitoring

Are there appropriate security monitoring systems and processes in place to facilitate prompt detection of
121 unauthorized or malicious activities by internal and external parties

Are network surveillance and security monitoring procedures implemented to protect BCC against network
12.2 intrusion attacks

Are security monitoring tools implemented to enable the detection of changes on critical ICT resources such as
123 databases, system or data files and programs, tofacilitate the identification of unauthorized changes

Are security logs of systems, applications and network devices regularly reviewed for anomalies, and logs
12.4

being protected for a defined period
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